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In this lesson, you will learn about FortiGate administration basics and the components within FortiGate that
you can enable to extend functionality. This lesson also includes details about how and where FortiGate fits
into your existing network architecture.
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In this lesson, you will explore the topics shown on this slide.

FortiGate Security 7.0 Study Guide 6



Introduction and Initial Configuration

DO NOT REPRINT

N —

High-Level Features

Objectives

+ |dentify the platform design features of FortiGate

+ |dentify features of FortiGate in virtualized networks and the
cloud

* Understand FortiGate security processing units (SPU)

NSE Training Institute 3

After completing this section, you should be able to achieve the objectives shown on this slide.
By demonstrating competence in identifying the platform design features of FortiGate, FortiGate features in

virtualized networks and the cloud, as well as the FortiGate security processing units, you will be able to
describe the fundamental components of FortiGate and explain the types of tasks that FortiGate can perform.

FortiGate Security 7.0 Study Guide 7
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The Modern Context of Network Security

+ Firewalls are more than gatekeepers on the network perimeter

+ Today’s firewalls are designed in response to multifaceted and multidevice environments
with no identifiable perimeter:
» Mobile workforce
+ Partners accessing your network services
+ Public and private clouds
+ Internet of things (loT)
= Bring your own device (BYOD)

+ Firewalls are expected to perform different functions within a network
« Different deployment modes:
« Distributed enterprise firewall
* Next-generation firewall
* Internal segmentation firewall
« Data center firewall
= DNS, DHCP, web filter, intrusion prevention system (IPS), and so on

ATNET
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In the past, the common way of protecting a network was securing the perimeter and installing a firewall at the
entry point. Network administrators used to trust everything and everyone inside the perimeter.

Now, malware can easily bypass any entry-point firewall and get inside the network. This could happen
through an infected USB stick, or an employee’s compromised personal device being connected to the
corporate network. Additionally, because attacks can come from inside the network, network administrators
can no longer inherently trust internal users and devices.

What's more, today’s networks are highly complex environments whose borders are constantly changing.
Networks run vertically from the LAN to the internet, and horizontally from the physical network to a private
virtual network and to the cloud. A mobile and diverse workforce (employees, partners, and customers)
accessing network resources, public and private clouds, the 10T, and BYOD programs all conspire to increase
the number of attack vectors against your network.

In response to this highly complex environment, firewalls have become robust multifunctional devices that
counter an array of threats to your network. Thus, FortiGate can act in different modes or roles to address
different requirements. For example, FortiGate can be deployed as a data center firewall whose function is to
monitor inbound requests to servers and to protect them without increasing latency for the requester. Or,
FortiGate can be deployed as an internal segmentation firewall as a means to contain a network breach.

FortiGate can also function as DNS and DHCP servers, and be configured to provide web filter, antivirus, and
IPS services.

FortiGate Security 7.0 Study Guide 8
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In the architecture diagram shown on this slide, you can see how FortiGate platforms add strength, without
compromising flexibility. Like separate, dedicated security devices, FortiGate is still internally modular. Plus:

+ Devices add duplication. Sometimes, dedication doesn’t mean efficiency. If it's overloaded, can one
device borrow free RAM from nine others? Do you want to configure policies, logging, and routing on 10
separate devices? Does 10 times the duplication bring you 10 times the benefit, or is it a hassle? For
smaller to midsize businesses or enterprise branch offices, unified threat management (UTM) is often a
superior solution, compared to separate dedicated appliances.

* FortiGate hardware isn’t just off-the-shelf. It's carrier-grade. Most FortiGate models have one or more
specialized circuits, called ASICs, that are engineered by Fortinet. For example, a CP or NP chip handles
cryptography and packet forwarding more efficiently. Compared to a single-purpose device with only a
CPU, FortiGate can have dramatically better performance. This is especially critical for data centers and
carriers where throughput is business critical.

(The exception? Virtualization platforms—\VMware, Citrix Xen, Microsoft, or Oracle Virtual Box—have
general-purpose vCPUs. But, virtualization might be worthwhile because of other benefits, such as
distributed computing and cloud-based security.)

» FortiGate is flexible. If all you need is fast firewalling and antivirus, FortiGate won’t require you to waste
CPU, RAM, and electricity on other features. In each firewall policy, you can enable or disable UTM and
next-generation firewall modules. Also, you won’t pay more to add VPN seat licenses later.

+ FortiGate cooperates. A preference for open standards instead of proprietary protocols means less
vendor lock-in and more choice for system integrators. And, as your network grows, FortiGate can
leverage other Fortinet products, such as FortiSandbox and FortiWeb, to distribute processing for deeper
security and optimal performance—a total Security Fabric approach.

FortiGate Security 7.0 Study Guide 9
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Topology in the Cloud

* Deploy FortiGate in

b
virtualized networks E oG aio VN Snocieat
features as physical Max. 1/2/4/8

appliance except SPUs vCPU
« FortiGate VMX — Subset

Licenses

ViMware, Hyper-V,

of features for ViMware gvm, Citrix Xen
erver,

NSX-V (east-west) data Hypervisor Open Seurce X,

ﬂows Azure, Amazon AWS

« FortiGate Connector for BYOL & on-demand

Cisco AC| — Subset for

Cisco ACI (north-south) Memay, i

data _flows_ Ir_1teg rates 10/100/1000 ——

physical or virtual Interfaces

apphance' Storage Capacity 40+ GB

+ Faster setup and
teardown: SDN + VMs
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FortiGate virtual machines (VMs) have the same features as physical FortiGate devices, except for hardware
acceleration. Why? First, the hardware abstraction layer software for hypervisors is made by VMware, Xen,
and other hypervisor manufacturers, not by Fortinet. Those other manufacturers don’t make Fortinet’s
proprietary SPU chips. But there is another reason, too. The purpose of generic virtual CPUs and other virtual
chips for hypervisors is to abstract the hardware details. That way, all VM guest OSs can run on a common
platform, no matter the different hardware on which the hypervisors are installed. Unlike vCPUs or vGPUs that
use generic, non-optimal RAM and vCPUs for abstraction, SPU chips are specialized optimized circuits.
Therefore, a virtualized ASIC chip would not have the same performance benefits as a physical SPU chip.

If performance on equivalent hardware is less, you may wonder, why would anyone use a FortiGate VM? In
large-scale networks that change rapidly and may have many tenants, equivalent processing power and
distribution may be achievable using larger amounts of cheaper, general purpose hardware. Also, trading
some performance for other benefits may be worth it. You can benefit from faster network and appliance
deployment and teardown.

FortiGate VMX and the FortiGate Connector for Cisco ACI are specialized versions of FortiOS and an API that

allow you to orchestrate rapid network changes through standards, such as OpenStack for software-defined

networking (SDN).

* FortiGate VM is deployed as a guest VM on the hypervisor.

+ FortiGate VMX is deployed inside the virtual networks of a hypervisor, between guest VMs.

» FortiGate Connector for Cisco ACI allows ACI to deploy physical or virtual FortiGate VMs for north-south
traffic.

FortiGate Security 7.0 Study Guide 10
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SPUs

* Hardware acceleration
offload resource
intensive processing
from CPU

iminute~ 3 }

* Processors involved:

» Content processors
(CPs)

+ Security processors
(SPs)

* Network processors
(NPs)

+ Offloaded NP7 and NP6
sessions can be viewed
by enabling per-session
accounting

FEATINET
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All Fortinet hardware acceleration hardware has been renamed security processing units (SPUs). This
includes NPx and CPx processors.

Most FortiGate models have specialized acceleration hardware, called SPUs that can offload resource-
intensive processing from main processing (CPU) resources. Most FortiGate devices include specialized
content processors (CPs) that accelerate a wide range of important security processes, such as virus
scanning, attack detection, encryption, and decryption. (Only selected entry-level FortiGate models do not
include a CP processor.)

SPU and nTurbo data is now visible in a number of places on the GUI. For example, the Active Sessions
column pop-up in the firewall policy list and the Sessions dashboard widget. Per-session accounting is a
logging feature that allows FortiGate to report the correct bytes per packet numbers per session for sessions
offloaded to an NP7, NP6 or NP6lite processor.

The following example shows the Sessions dashboard widget tracking SPU and nTurbo sessions. Current
sessions shows the total number of sessions, SPU shows the percentage of these sessions that are SPU
sessions, and Nturbo shows the percentage that are nTurbo sessions.

NTurbo offloads firewall sessions that include flow-based security profiles to NP6 or NP7 network processors.

Without NTurbo, or with NTurbo disabled, all firewall sessions that include flow-based security profiles are
processed by the FortiGate CPU.

FortiGate Security 7.0 Study Guide 11
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The Fortinet content processor (CP9) works outside of the direct flow of traffic, providing high-speed
cryptography and content inspection services. This frees businesses to deploy advanced security whenever it
is needed without impacting network functionality. CP8 and CP9 provide a fast path for traffic inspected by
IPS, including sessions with flow-based inspection.

CP processors also accelerate intensive proxy-based tasks:
» Encryption and decryption (SSL)
* Antivirus

FortiSPU network processors work at the interface level to accelerate traffic by offloading traffic from the main
CPU. Models that support FortiOS 6.4 or later contain NP6, NP6lite, and NP7 network processors.

Fortinet integrates content and network processors along with a RISC-based CPU into a single processor

known as SoC4 for entry-level FortiGate security devices used for distributed enterprises. This simplifies
device design and enables breakthrough performance without compromising on security.

FortiGate Security 7.0 Study Guide 12
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Knowledge Check

1. Which is a more accurate description of a modern firewall?

A. A device that inspects network traffic at an entry point to the internet and within a simple, easily
defined network perimeter

' B. A multifunctional device that inspects network traffic from the perimeter or internally, within a network
that has many different entry points

2. Which solution, specific to Fortinet, enhances performance and reduces latency for
specific features and traffic?
¥ A. Acceleration hardware, called SPUs
B. Increased RAM and CPU power

FEATINET
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Good job! You now understand some of the high-level features of FortiGate.

Now, you will learn how to perform the initial setup of FortiGate and learn about why you might decide to use
one configuration over another.

FortiGate Security 7.0 Study Guide 14
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Setup Decisions

Objectives

+ |dentify the factory default settings
+ Select an operation mode

« Understand the FortiGate relationship with FortiGuard, and
distinguish between live queries and package updates

NSE Training Institute 1

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in setting up FortiGate, you will be able to use the device effectively in your
own network.

FortiGate Security 7.0 Study Guide 15
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NAT Transparent
* FortiGate is an OSI Layer 3 router * FortiGate is an OSI Layer 2 switch or
+ Interfaces have IP addresses bridge

+ Packets are routed by IP * Interfaces do not have IPs

Configured per VDOM . bCI:;r;rI:ot route packets, only forward or

« Configured per VDOM

e

ATNET
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What about the network architecture? Where does FortiGate fit in?
When you deploy FortiGate, you can choose between two operating modes: NAT mode or transparent mode.

* In NAT mode, FortiGate routes packets based on Layer 3, like a router. Each of its logical network
interfaces has an IP address and FortiGate determines the outgoing or egress interface based on the
destination IP address and entries in its routing tables.

* In transparent mode, FortiGate forwards packets at Layer 2, like a switch. Its interfaces have no IP
addresses and FortiGate identifies the outgoing or egress interface based on the destination MAC address.
The device in transparent mode has an IP address used for management traffic.

Interfaces can be exceptions to the router versus switch operation mode, on an individual basis.

When you enable virtual domains (VDOMSs) on FortiGate, you can configure each VDOM for NAT mode or
transparent mode, regardless of the operation mode of other VDOMs on FortiGate. By default, VDOMs are
disabled on the FortiGate device, but there is still one VDOM active: the root VDOM. It is always there in the
background. When VDOM s are disabled, the NAT mode or transparent mode relates to the root VDOM.

VDOMs are a method of dividing a FortiGate device into two or more virtual devices that function as multiple
independent devices. VDOMSs can provide separate firewall policies and, in NAT mode, completely separate
configurations for routing and VPN services for each connected network or organization. In transparent mode,
VDOM applies security scanning to traffic and is installed between the internal network and the external
network.

By default, a VDOM is in NAT mode when it is created. You can switch it to transparent mode, if required.

FortiGate Security 7.0 Study Guide 16
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* [P: 192.168.1.99/24

* MGMT interface on high-end and mid-range models
* Port1 or internal interface on entry-level models

PING, HTTPS, and SSH protocol management enabled

Built-in DHCP server is enabled on port1 or internal interface
» Only on entry-level models that support DHCP server

* Default login:
User: admin

Password:
« Both are case sensitive :
+ Modify the default (blank) \
password
» Can access FortiGate on the CLI /
+ Console: without network
+ CLI console widget and terminal emulator, such as PuTTY or Tera Term

ATNET
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Network address translation (NAT) mode is the default operation mode. What are the other factory default
settings? After you’ve removed FortiGate from its box, what do you do next?

Now you’ll take a look at how you set up FortiGate.

Attach your computer network cable to port1 or the internal switch ports (on the entry-level model). For high-
end and mid-range models, connect to the MGMT interface. In most entry-level models, there is a DHCP
server on that interface, so, if your computer’s network settings have DHCP enabled, your computer should
automatically get an IP, and you can begin setup.

To access the GUI on FortiGate or FortiWifi, open a web browser and visit https://192.168.1.99.

The default login information is public knowledge. Never leave the default password blank. Your network is
only as secure as your FortiGate admin account. Once you logged in with default login details, you'll see a
message to change the default blank password for the admin user password. Before you connect FortiGate to
your network, you should set a complex password. You'll also be asked to apply additional configuration such
as hostname, dashboard setup, register with FortiCare, and so on.

All FortiGate models have a console port and/or USB management port. The port provides CLI access without
a network. You can access the CLI using the CLI console widget on the GUI, or from a terminal emulator,
such as PUTTY or Tera Term.

FortiGate Security 7.0 Study Guide 17
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* Internet connection and contract required
* Provided by FortiGuard Distribution Network (FDN)

+ Major data centers in North America, Asia, and Europe
= Or, from FDN through your FortiManager

- FortiGate prefers the data center in nearest time zone,
but will adjust by server load

* Package updates: FortiGuard antivirus and IPS  TMEY | xdi
* update.fortiguard.net ? SUBSCRIPTION SERVICES
« TCP port 443 (SSL)

+ Live queries: FortiGuard web filtering, DNS filtering, and antispam
* service.fortiguard.net for proprietary protocol on UDP port 53 or 8888
* securewf.fortiguard.net for HTTPS over port 443, 53 or, 8888

ATINET
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Some FortiGate services connect to other servers, such as FortiGuard, in order to work. FortiGuard
Subscription Services provide FortiGate with up-to-date threat intelligence. FortiGate uses FortiGuard by:

» Periodically requesting packages that contain a new engine and signatures
* Querying the FDN on an individual URL or host name

By default, the FortiGuard server location is set to anywhere FortiGate selects a server based on server load,
from any part of the world. However, you have the option to change the FortiGuard server location to USA. In
this case, FortiGate selects a USA-based FortiGuard server.

Queries are real-time; that is, FortiGate asks the FDN every time it scans for spam or filtered websites.
FortiGate queries, instead of downloading the database, because of the size and frequency of changes that
occur to the database. Also, you can select queries to use UDP or HTTPs for transport; the protocols are not
designed for fault tolerance, but for speed. So, queries require that your FortiGate device has a reliable
internet connection.

Packages, like antivirus and IPS, are smaller and don't change as frequently, so they are downloaded (in
many cases) only once a day. They are downloaded using TCP for reliable transport. After the database is
downloaded, their associated FortiGate features continue to function, even if FortiGate does not have reliable
internet connectivity. However, you should still try to avoid interruptions during downloads—if your FortiGate
device must try repeatedly to download updates, it can’t detect new threats during that time.

FortiGate Security 7.0 Study Guide 18
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FortiGuard Subscription Services (Contd)

+ FortiGuard third party SSL certificate verification and OCSP stapling check
+ Default FortiGuard access made is anycast
« Optimize the routing performance to the FortiGuard servers
+ FortiGate gets a single IP address for the domain name of each FortiGuard service
« FortiGuard servers query the CA OCSP responder every four hours
* Enforce a connection to use protocol HTTPS and port 443

Object download globalupdate . fortinet.net- 173.243.140.6
Querying service (webfiltering, globalguardservice.fortinet.net- 173.243.140.16
antispam)
FortiGate Cloud logging globallogctrl.fortinet.net- 173.243.132.25
FortiGate Cloud management globalmgrctrl.fortinet.net- 173.243.132.26
FortiGate Cloud messaging globalmsgctrl fortinet.net- 173.243.132.27
FortiGate Cloud sandbox globalaptctrl.fortinet.net- 184.94.112.22
The productapi used by OCVPN globalproductapi.fortinet.net - 66.35.17.252
. registration and GUI icon download
NSE Training Institute ©Fartinet Inc_ All Rights Reserved 18

In FortiOS 6.4 or later, third-party SSL certificate verification and OCSP stapling check has been implemented
for all FortiGuard servers. By default, the FortiGuard access mode is anycast on FortiGate, to optimize the
routing performance to the FortiGuard servers. The FortiGuard server has one IP address to match its domain
name. FortiGate connects with a single server address, regardless of where the FortiGate device is located.

The domain name of each FortiGuard service is the common name in the certificate of that service. The
certificate is signed by a third-party intermediate CA. The FortiGuard server uses the Online Certificate Status
Protocol (OCSP) stapling technique, so that FortiGate can always validate the FortiGuard server certificate
efficiently. FortiGate will complete the TLS handshake only with a FortiGuard server that provides

a good OCSP status for its certificate. Any other status results in a failed SSL connection.

The FortiGuard servers query the OCSP responder of the CA every four hours and update its OCSP status. If
FortiGuard is unable to reach the OCSP responder, it keeps the last known OCSP status for seven days.

FortiGate aborts the connection to the FortiGuard server if:

» The CNin the server certificate does not match the domain name resolved from the DNS.
+ The OCSP status is not good.

+ The issuer-CA is revoked by the root-CA.

The FortiGuard access mode anycast setting forces the rating process to use protocol HTTPS, and port 443.

The table on this slide shows a list of some of the FortiGuard servers and their domain names and IP
addresses.

FortiGate Security 7.0 Study Guide 19
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Knowledge Check
1. Which protocol does FortiGate use to download antivirus and IPS packages?
A. UDP
v B. TCP
2. How does FortiGate check content for spam or malicious websites?
Y'A. Live queries to FortiGuard over UDP or HTTPS
B. Local verification using a downloaded web filter database locally on FortiGate
FNEE Training Institute ©Fortinet Inc. All Rights Resenvad 16
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Good job! You now understand how to perform the initial setup of FortiGate and why you might decide to use
one configuration over another. Now, you will learn about basic administration.

FortiGate Security 7.0 Study Guide
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Basic Administration

Objectives

+ Manage administrator profiles
+ Manage administrative users
* Define the configuration method for administrative users

Control administrative access to the FortiGate GU| and CLI
« Manage specific aspects of the network interfaces
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After completing this lesson, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in basic administration, you will be able to better manage administrative users
and implement stronger security practices around administrative access.

FortiGate Security 7.0 Study Guide
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Creat Administrative U
New Administrator
Username | Adminiklramri
Type Local User
/—7 Match a user on a remote server group
Match all users in a remote server group
Use public key infrastructure (PKI1) group
* Create New = Password @
Administrator Confirm Password =
RESTAPL Admin Comments
S50 Admin trator @ /255
Administrator profile -
O Two-factor Authentication
O Restrict login to trusted hosts
Administrators
" (B Restrict admin to guest account provisioning only
e - - -
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Whichever method you use, start by logging in as admin. Begin by creating separate accounts for other
administrators. For security and tracking purposes, it is a best practice for each administrator to have their
own account.

In the Create New drop-down list, you can select either Administrator or REST API Admin. Typically, you
will select Administrator and then assign an Administrator Profile, which specifies that user’s
administrative permissions. You could select REST APl Admin to add an administrative user who would use
a custom application to access FortiGate with a REST API. The application would allow you to log in to
FortiGate and perform any task that your assigned Administrator Profile permits.

Other options not shown here, include:

+ Instead of creating accounts on FortiGate itself, you could configure FortiGate to query a remote
authentication server.

* In place of passwords, your administrators could authenticate using digital certificates that are issued by
your internal certification authority server.

If you do use passwords, ensure that they are strong and complex. For example, you could use multiple
interleaved words with varying capitalization, and randomly insert numbers and punctuation. Do not use short
passwords, or passwords that contain names, dates, or words that exist in any dictionary. These are
susceptible to brute force attack. To audit the strength of your passwords, use tools such as LOphtcrack
(http://www.l0Ophtcrack.com/) or John the Ripper (http://www.openwall.com/john/). Risk of a brute force attack
is increased if you connect the management port to the internet.

In order to restrict access to specific features, you can assign permissions.

FortiGate Security 7.0 Study Guide
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Administrator Profiles—Permissions

Bl Edit Admin Profile
Security Fabric
FortiView
User & Device
Firewall Z L o
Log & Report v o
MNetwork @ » Q
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ecurity Profile o
VPN
WAN Opt & Cache
WiFi & Switch
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When assigning permissions to an administrator profile, you can specify read-and-write, read-only, or none to
each area.

By default, there is a special profile named super_admin, which is used by the account named admin. You
can't change it. It provides full access to everything, making the admin account similar to a root superuser
account.

The prof_admin is another default profile. It also provides full access, but unlike super_admin, it applies only
to its virtual domain—not the global settings of FortiGate. Also, you can change its permissions.

You aren’t required to use a default profile. You could, for example, create a profile named auditor_access
with read-only permissions. Restricting a person’s permissions to those necessary for his or her job is a best
practice, because even if that account is compromised, the compromise to your FortiGate device (or network)
is not total. To do this, create administrator profiles, then select the appropriate profile when configuring an
account.

The Override Idle Timeout feature allows the admintimeout value, under config system accprofile, to
be overridden per access profile. You can configure administrator profiles to increase inactivity timeout and
facilitate use of the GUI for central monitoring.

Note that you can do this on a per-profile basis, to prevent the option from being unintentionally set globally.
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Administrator Profiles—Hierarchy
super_admin custom_profile1 prof_admin
Full global access  Partial global access Full access in virtual domain
Partial access in VDOM
custom_profile2
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What are the effects of administrator profiles?
It's actually more than just read or write access.

Depending on the type of administrator profile that you assign, an administrator may not be able to access the
entire FortiGate device. For example, you could configure an account that can view only log messages.
Administrators may not be able to access global settings outside their assigned virtual domain either. Virtual
domains (VDOMSs) are a way of subdividing the resources and configurations on a single FortiGate.

Administrators with a smaller scope of permissions cannot create, or even view, accounts with more

permissions. So, for example, an administrator using the prof_admin or a custom profile cannot see, or reset
the password of accounts that use the super_admin profile.
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To further secure access to your network security, use two-factor authentication.

Two-factor authentication means that instead of using one method to verify your identity—typically a password
or digital certificate—your identity is verified by two methods. In the example shown on this slide, two-factor
authentication includes a password plus an RSA randomly generated number from a FortiToken that is
synchronized with FortiGate.
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Resetting a Lost Admin Password

User: maintainer
Password: bcpb<serial-number>
All letters in <serial-number> must be upper case, for example, FGT60

All FortiGate appliance models and some other Fortinet device types
« No maintainer procedure in VM, revert to snapshot or reprovision VM

* Only after hard power cycle
- Soft cycle (reboot) does not work for security reasons

Only during first 60 seconds after boot (varies by model)
+ Tip: Copy serial number into the terminal buffer, then paste

Only through hardware console port
+ Requires physical access for security reasons

- If compliance/risk of physical access requires, you can disable maintainer
config sys global

set admin-maintainer disable

end

ATNET
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What happens if you forget the password for your admin account, or a malicious employee changes it?

This recovery method is available on all FortiGate devices and even some non-FortiGate devices, like
FortiMail. There is no maintainer procedure in the VM. The administrator must revert to a snapshot or
reprovision the VM and restore the configuration. It's a temporary account, only available through the local
console port, and only after a hard reboot—disrupting power by unplugging or turning off the power, then
restoring it. You must physically shut off FortiGate, then turn it back on, not reboot it through the CLI.

The maintainer login is available for login only for about 60 seconds after the restart completes (or less
time on older models).

If you cannot ensure physical security, or have compliance requirements, you can disable the maintainer
account. Use caution if you disable maintainer and then lose your admin password, because you cannot
recover access to your FortiGate device. In order to regain access in this scenario, you will need to reload the
device. This will reset to the device to its factory default settings.
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Another way to secure FortiGate is to define the hosts or subnets that are trusted sources from which to log
in.

In this example, we have configured 10.0.1.10 as the only trusted IP for admin from which admin logs in. If
admin attempts to log in from a machine with any other IP, they will receive an authentication failure
message.

Note that If trusted hosts are configured on all administrators and an administrator is trying to log in from an IP
address that is not set on any of the trusted hosts for any administrators, then the administrator will not get the
login page but rather will receive the message: “Unable to contact server”.

If you leave any IPv4 address as 0.0.0.0/0, it means that connections from any source IP will be allowed.
By default, 0.0.0.0/0 is the configuration for the administrator, although you may want to change this.

Notice that each account can define its management host or subnet differently. This is especially useful if you
are setting up VDOMSs on FortiGate, where the VDOM administrators may not even belong to the same
organization. Be aware of any NAT that occurs between the desired device and FortiGate. You can easily
prevent an administrator from logging in from the desired IP address if it is later NATed to another address
before reaching FortiGate, thus defeating the purpose of the trusted hosts.
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« Port numbers are customizable _

Administration Settings

+ Using only secure access (SSH, HTTPS) HTTP port 80
Is recommended Redirect to HTTPS >
- . . HTTPS port 443

« Default Idle timeout is five minutes = =
HTTPS server certificate ¥ self-sign v
SSH port 22
Telnet port 23 v

I Idle timeout s 2 ]\‘Il'.nh*-ﬁ-dﬁﬂi

ACME interface € »

Allow concurrent sessions @ &

FortiCloud Single Sign-On >

Password Policy
Password scope @ Off m IPsec  Both
Minimum length 8
Minimum number of new characters 0
Character requirements »
Allow password reuse L
Password expiration »
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You may also want to customize the administrative protocols port numbers.

You can choose whether to allow concurrent sessions. You can use concurrent sessions to avoid accidentally
overwriting settings, if you usually keep multiple browser tabs open, or accidentally leave a CLI session open
without saving the settings, then begin a GUI session and accidentally edit the same settings differently.

For better security, use only secure protocols, and enforce password complexity and changes.

The Idle timeout settings specifies the number of minutes before an inactive administrator session times out
(default is five minutes). A shorter idle timeout is more secure, but increasing the timer can help reduce the
chance of administrators being logged out while testing changes.

You can override the idle timeout setting per administrator profile using the Override Idle Timeout setting.
You can configure an administrator profile to increase inactivity timeout and facilitate use of the GUI for central
monitoring. The Override Idle Timeout setting allows the admintimeout value, under config system

accprofile, to be overridden per access profile.

Note that you can do this on a per profile basis, to avoid the option from being unintentionally set globally.
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* Enable acceptable management
protocols on each interface
independently:

« Separate IPv4 and IPv6
« |IPv6 options hidden by default

+ Also protocols where FortiGate is the
destination IP:
» Security Fabric Connection:
« CAPWAP
* FortiTelemetry
* FMG-Access
+ FTM
+ RADIUS Accounting

* LLDP Support

» Detecting an upstream Security Fabric FortiGate
through LLDP
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Administrative Access—Protocols

Edit Interface

™ portd
Alias

Type W Physical Interface

VRFID & 0

Role €@ Undefined -

Address

Addressing mode m DHCP

IP/Netmask 10.0.1.254/255.255.255.0

Secondary IP address (O

Administrative Access

1Pvd & HTTPS HTTP B PING
FMG-Access & s5H SNMP
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Security Fabric
Connection @
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You've defined the management subnet—that is, the trusted hosts—for each administrator account. How do

you enable or disable management protocols?

This is specific to each interface. For example, if your administrators connect to FortiGate only from port3,
then you should disable administrative access on all other ports. This prevents brute force attempts and also
insecure access. Your management protocols are HTTPS, HTTP, PING, and SSH. By default, the HTTP and

TELNET option is not visible on the GUI.

Consider the location of the interface on your network. Enabling PING on an internal interface is useful for
troubleshooting. However, if it's an external interface (in other words, exposed to the internet), then the PING
protocol could expose FortiGate to a DoS attack. You should disable protocols that do not encrypt data flow,
such as HTTP and TELNET. IPv4 and IPv6 protocols are separate. It's possible to have both IPv4 and IPv6
addresses on an interface, but only respond to pings on IPv6.

Security Fabric connection includes CAPWAP and FortiTelemetry. Protocols like FortiTelemetry are not for
administrative access, but, like GUI and CLI access, they are protocols where the packets have FortiGate as

a destination IP. Use the FortiTelemetry protocol specifically for managing FortiClient and the Security Fabric.

Use the CAPWAP protocol for FortiAP, FortiSwitch, and FortiExtender when they are managed by FortiGate.

Use the FMG-Access protocol specifically for communicating with FortiManager when that server is managing

multiple FortiGate devices. Use the RADIUS accounting protocol when FortiGate needs to listen for and
process RADIUS accounting packets for single sign-on authentication. FTM, or FortiToken Mobile push,
supports second-factor authentication requests from a FortiToken mobile app.
When you assign the interface roles LAN or WAN to the appropriate interfaces, your FortiGate uses the Link
Layer Discovery Protocol (LLDP) to detect if there’s an upstream FortiGate in your network. If FortiGate
discovers an upstream FortiGate, you're prompted to configure the upstream FortiGate device to join the

Security Fabric.
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+ By default, some features like IPv6
are hidden on the GUI

« Hidden features are not disabled

* In Feature Visibility, select
whether to hide or show groups of
features commonly used together

Security Features

i O AntivVirus

| € Apptication Contro

| © onsner

glleje|o|ale

Feature Visibillty

| ) Web Filter
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[ O Zero Trust Network Access
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FortiGate has hundreds of features. If you don’t use all of them, hiding features that you don’t use makes it
easier to focus on your work.

Hiding a feature on the GUI does not disable it. It is still functional, and still can be configured using the CLI.
Some advanced or less commonly used features, such as IPv6, are hidden by default.

To show hidden features, click System > Feature Visibility.
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- In NAT mode, you can't use interfaces ‘Network > Interfaces
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« Automatic Type M Physical Intertace
VRFID @ ©
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+ PPPoE
Addr.
Add) m DHCP
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When FortiGate is operating in NAT mode, every interface that handles traffic must have an IP address. When
in NAT mode, FortiGate can use the IP address to source the traffic, if it needs to start or reply to a session,
and as a destination address for devices trying to contact FortiGate or route traffic through it. There are
multiple ways to get an IP address:

+  Manually
* Automatically, using either DHCP or PPPoE (available on the CLI)
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Interface IPs (Contd)

- Select Auto-managed by FortilPAM to
better manage DHCP using FortiGuard
« FortilPAM is paid service
» Provides IP address management solution
« |IP subnets do not overlap

* Exception: One-Arm Sniffer
+ Only available in CLI
config system interface
edit port <number>
set ips-sniffer-mode enable
end

NSE Training Institute

sl Auto managed by FortilPAM BRI TL
55.255.0 now Global |2 Allocation Mag

Type M Physical interface

VRFID @ 0
Role @ Undufined

nchude IPué packets
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FortiGate can use FortiIPAM to automatically assign IP addresses based on the configured network size for
the FortiGate interface. FortilPAM provides an on-premises IP address management solution when integrating
network resources with FortiGate, and automatically assigns subnets to FortiGate to prevent duplicate IP
addresses from overlapping within the same Security Fabric. Note that FortilPAM is a paid service.

There is an exception to the IP address requirement: the One-Arm Sniffer interface type. This interfaces is

not assigned an address.

When you select One-Arm Sniffer by enabling a sniffer on the CLI, the interface is not inline with the traffic
flow. Rather, it is receiving a copy of the traffic from a mirrored port on a switch. The interface operates in
promiscuous mode, scanning traffic that it sees, but is unable to make changes because the original packet
has already been processed by the switch. As a result, one-arm sniffer mode is mostly used in proof of
concept (POC), or in environments where corporate requirements state that traffic must not be changed, only
logged. Once it is enabled, a One-Arm Sniffer option appears in the Addressing mode setting of a interface.
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Interface Role Compared to Alias

* Role defines interface settings Network > Interfaces |
¥ Edit Interface
typically grouped together:
« Prevents accidental misconfiguration e I'“:”: — |
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- LAN Role @ | Undefined -
+ DMZ Address”  JRAGH
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* Not in list of policies ‘ T
Secondary IP address O
+ Alias is a friendly descriptor for the
interface:

+ Used in list of policies to label
interfaces by purpose
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How many times have you seen network issues caused by a DHCP server—not client—enabled on the WAN
interface?

You can configure the interface role. The roles shown on the GUI are the usual interface settings for that part
of a topology. Settings that do not apply to the current role are hidden on the GUI. (All settings are always
available on the CLI regardless of the role.) This prevents accidental misconfiguration.

For example, when the role is configured as WAN, there is no DHCP server and device detection
configuration available. Device detection is usually used to detect devices internally on your LAN.

If there is an unusual case, and you need to use an option that’s hidden by the current role, you can always
switch the role to Undefined. This displays all options.

To help you remember the use of each interface, you can give them aliases. For example, you could call port3
internal network. This can help to make your list of policies easier to comprehend.
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« Must be at least one default
gateway
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dynamically
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+ Network

Static Routes
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10

[+RAEGESE © Disabled

& Advanced Options

Priority @ 0

0/255

©Fortinat Ine. All Rights Raserved

Ky

Before you integrate FortiGate into your network, you should configure a default gateway.

If FortiGate gets its IP address through a dynamic method such as DHCP or PPPoE, then it should also

retrieve the default gateway.

Otherwise, you must configure a static route. Without this, FortiGate will not be able to respond to packets
outside the subnets directly attached to its own interfaces. It probably also will not be able to connect to
FortiGuard for updates, and may not correctly route traffic.

You should make sure that FortiGate has a route that matches all packets (destination is 0.0.0.0/0), known
as a default route, and forwards them through the network interface that is connected to the internet, to the IP

address of the next router.

Routing completes the basic network settings that are required before you can configure firewall policies.
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Knowledge Check

1. How do you restrict logins to FortiGate from only specific IP addresses?
A. Change FortiGate management interface |P address
+ B. Configure trusted host

2. As a best security practice when configuring administrative access to FortiGate, which
protocol should you disable?

¥'A. Telnet
B. SSH
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Good job! You now have the knowledge needed to carry out some basic administrative tasks. Now, you'll
learn about built-in servers.
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Built-In Servers

Objectives

» Enable the DHCP service on FortiGate
« Enable the DNS service on FortiGate

« Understand the configuration possibilities and some of their
implications

NSE Training Institute 34

N —

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in implementing the DHCP and DNS built-in servers, you will know how to
provide these services through FortiGate.
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Wireless clients are not the only ones that can use FortiGate as their DHCP server.

For an interface (such as port3), select the Manual option, enter a static IP, and then enable the DHCP
Server option. Options for the built-in DHCP server appear, including provisioning features, such as DHCP

options and IP address assignment rules. You can also block specific MAC addresses from receiving an IP
address.

Note that the screenshot on the middle of the slide shows that you can create IP address assignment rules in
the IP Address Assignment Rule section.
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+ Assign, block or reserve the IP address
to the host

« To assign, type MAC address and select
action type Assign IP or choose from existing
DHCP lease

+ To block, type MAC address and select action
type to block

« To reserve, type MAC address, select action
type and then add the IP address

+ FortiGate uses the host MAC address to
look up its IP address in the reservation
table

« Actions if MAC is unknown
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For the built-in DHCP server, you can reserve specific IP addresses for devices with specific MAC addresses.

The action selected for Unknown MAC Addresses defines what the FortiGate DHCP server does when it
gets a request from a MAC address that is not explicitly listed. The default action is Assign IP; however, you

can change the default action type to Assign IP or Block.

» Assign IP: permits the DHCP server to assign from its pool of addresses to the identified MAC address. A
device receiving an IP address will always receive the same address provided that its lease has not

expired.

» Block: is the computer with the identified MAC address and the Block option will not receive an IP

address.

* Reserve IP: allows you to bind a specific IP to a MAC address.
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FortiGate as a DNS Server

* Resolves DNS lookups from the internal network:
+ Enabled per interface
« Not appropriate for internet service because of load, and therefore should not be public facing

* One DNS database can be shared by all FortiGate interfaces:
» Can be separate per VDOM

* Resolution methods:
+ Forward: relay requests to the next server (in DNS settings)
+ Non-recursive: use FortiGate DNS database only to try to resolve queries

» Recursive: use FortiGate DNS database first; relay unresolvable queries to next server (in DNS
settings)
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You can configure FortiGate to act as your local DNS server. You can enable and configure DNS separately
on each interface.

A local DNS server can improve performance for your FortiMail device or other devices that use DNS queries
frequently. If your FortiGate device offers DHCP to your local network, you can use DHCP to configure those
hosts to use FortiGate as both the gateway and DNS server.

FortiGate can answer DNS queries in one of three ways:

* Forward: relays all queries to a separate DNS server (that you have configured in Network > DNS); that is,
it acts as a DNS relay instead of a DNS server.

» Non-Recursive: replies to queries for items in the FortiGate DNS databases and does not forward
unresolvable queries.

* Recursive: replies to queries for items in the FortiGate DNS databases and forwards all other queries to a
separate DNS server for resolution.

You can configure all modes on the GUI or CLI.
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If you select Recursive, FortiGate queries its own database before forwarding unresolved requests to the
external DNS servers.

If you select Forward to System DNS, you can control DNS queries within your own network, without having
to enter any DNS names in the FortiGate DNS server.

If you choose to have your DNS server resolve queries, or you choose a split DNS, you must set up a DNS
database on your FortiGate device.

This defines the host names that FortiGate resolves queries for. Note that FortiGate currently supports only
the DNS record types listed on this slide.
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Knowledge Check

1. When configuring FortiGate as a DHCP server, to restrict access by MAC address,
what does the Assign IP option do?
A. Assigns a specific IP address to a MAC address

+ B. Dynamically assigns an IP to a MAC address

2. When configuring FortiGate as a DNS server, which resolution method only uses the
FortiGate DNS database to try to resolve queries?

¥ A. Non-recursive
B. Recursive

FNEE Training Institute ©Fortinet Inc. All Rights Resenvad

39

FortiGate Security 7.0 Study Guide

43



Introduction and Initial Configuration

DO NOT REPRINT

CODRTINET
I\ T

INL_ 1

Lesson Progress

/ 'High-Level Features

" Setup Decisions

J | Basic Administration
X

J Built-In Servers

i VDOM Concepts

- /Fundamental Maintenance

ﬁ"g‘é Tr‘alnlng |n3tltute ©Fortinet Inc. All Rights Reservad

40

Good job! You now know how to enable DHCP and DNS services on FortiGate, and have some
understanding of configuration possibilities. Now, you will learn about VDOM concept.
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After completing this section, you should be able to achieve the objective shown on this slide.

By demonstrating competence in VDOMs, you will be able to understand the key benefits and use cases for
VDOMs.
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+ By default, FortiGate supports up to 10 VDOMs
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What if, more than segmenting your network, you want to subdivide policies and administrators into multiple
security domains?

In that case, you can enable FortiGate VDOMs, which split your FortiGate into multiple logical devices. Each
VDOM has independent security policies and routing tables. Also, and by default, traffic from one VDOM
cannot go to a different VDOM. This means that two interfaces in different VDOMs can share the same IP
address, without any overlapping subnet problems.

When you use VDOMSs, a single FortiGate device becomes a virtual data center of network security, UTM
inspection, and secure communication devices.
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* Multiple VDOMs are completely
separated

* There is no communication
between VDOMs

+ Each VDOM has its own physical
interface link to the internet
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Network 1 Network 2 Network 3

There are a few ways you can arrange your VDOMs. In the topology shown on this slide, each network

accesses the internet through its own VDOM.

Notice that there are no inter-VDOM links. So, inter-VDOM traffic is not possible unless it physically leaves
FortiGate, toward the internet, and is rerouted back. This topology would be most suitable in a scenario where
multiple customers are sharing a single FortiGate, each in their own VDOM, with physically separated ISPs.
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In the example topology shown on this slide, traffic again flows through a single pipe in the To_Internet
VDOM toward the internet. Traffic between VDOMs doesn’t need to leave FortiGate.

However, now inter-VDOM traffic doesn’t need to flow through the To_Internet VDOM. Inter-VDOM links
between VDOMSs allow more direct communication.

Similar to the previous example topology, inspection can be done by either the To_Internet or originating
VDOM, depending on your requirements.

Because of the number of inter-VDOM links, the example shown on this slide is the most complex, requiring
the most routes and firewall policies. Troubleshooting meshed VDOMSs can also be more time consuming.

However, meshed VDOMs also provide the most flexibility. For large businesses, inter-VDOM communication

may be required. Also, inter-VDOM traffic performance may be better because of a shorter processing path,
which bypasses intermediate VDOMs.
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Management VDOM

* Where all the management traffic for FortiGate originates

« It must have access to all global services that FortiGate requires:
* NTP
« FortiGuard updates and queries
+ SNMP
« DNS filtering
» Logs—Dboth FortiAnalyzer and syslog
+ As well as other FortiGate management-related services

« By default, the management VDOM is root

+ Can be reassigned to any VDOM in multi-vdom mode, but internet access is recommended because
specific services, such as web filtering using the public FortiGuard servers, will not work without it

ATNET
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Until now, you've learned about traffic passing through FortiGate, from one VDOM to another. What about
traffic originating from FortiGate?

Some system daemons, such as NTP and FortiGuard updates, generate traffic coming from FortiGate. One,
and only one, of the VDOMs on a FortiGate device is assigned the role of the management VDOM. Traffic
coming from FortiGate to those global services originates from the management VDOM. By default, the root
VDOM acts as the management VDOM, but you can manually reassign this task to a different VDOM in multi-
vdom mode.

Similar to FortiGate without VDOMs enabled, the administrative VDOM should have outgoing internet access.
Otherwise, features such as scheduled FortiGuard updates, fail.

It is important to note that the management VDOM designation is solely for traffic originated by FortiGate,

such as FortiGuard updates, and has no effect on traffic passing through FortiGate. As such, the management
function can be performed by any designated VDOM.
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Knowledge Check
1. Which traffic is always generated from the management VDOM?
A. Link Health Monitor
' B. FortiGuard
2. Which statement about the management VDOM is true?
A. ltis root by default and cannot be changed in multi-vdom mode.
¥ B. ltis root by default, but can be changed to any VDOM in multi-vdom mode.
FNEE Training Institute ©Fortinet Inc. All Rights Resenvad 46
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J | Basic Administration
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Fundamental Maintenance
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Good job! You now understand some basic concepts about VDOMs.

Now, you will learn about fundamental maintenance.
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Fundamental Maintenance

Objectives

« Back up and restore system configuration files

Understand the restore requirements for plain text and
encrypted configuration files

Identify the current firmware version

Upgrade firmware
* Downgrade firmware

NSE Training Institute 48

After completing this section, you should be able to achieve the objectives shown on this slide.
By demonstrating competence in the basic maintenance of FortiGate, you will be able to perform the vital

activities of backing up and restoring configurations, upgrading and downgrading firmware, and ensuring that
FortiGate remains reliably in service throughout its lifecycle.
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+ Configuration can be saved to an external device o
2 3 FortiGate VMé4
« Optional encryption .
. v7.0.0 build006&6 (GA)
« Can back up automatically
* Upon logout B System »
= Not available on all models D) Backup _I [) Configuration tl
: ; : 4 D Restore |
* To restore a previous configuration, upload file o [acmnge Password
> = vision > -
+ Reboots FortiGate : tngact
X Scripts
Restore System Configuration Backup System Configuration
Restore from Backup to m I
File © Upload Encryption &
Password CE Password
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Now that FortiGate has basic network settings and administrative accounts, you will learn how to back up the
configuration. In addition to selecting the destination of the backup file, you can choose to encrypt or not to
encrypt the backup file. Even if you choose not to encrypt the file, which is the default, the passwords stored in
the file are hashed, and, therefore, obfuscated. The passwords that are stored in the configuration file would
include passwords for the administrative users and local users, and preshared keys for your IPSec VPNs. It
may also include passwords for the FSSO and LDAP servers.

The other option is to encrypt the configuration file with a password. Besides securing the privacy of your
configuration, it also has some effects you may not expect. After encryption, the configuration file cannot be
decrypted without the password and a FortiGate of the same model and firmware. This means that if you send
an encrypted configuration file to Fortinet technical support, even if you give them the password, they cannot
load your configuration until they get access to the same model of FortiGate. This can cause unnecessary
delays when resolving your ticket.

If you enable virtual domains (VDOMs), subdividing the resources and configuration of your FortiGate device,
each VDOM administrator can back up and restore their own configurations. You don’t have to back up the
entire FortiGate configuration, however, it is still recommended.

Backups are needed to help speed up the return to production in the event of an unforeseen disaster that
damages FortiGate. Having to recreate hundreds of policies and objects from scratch takes a significant
amount of time, while loading a configuration file on a new device takes much less.

Restoring a configuration file is very similar to backing one up and restarts FortiGate.
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Configuration File Format

‘: Plain text
#config—versionﬁsmsgﬂ,gl;,;}Fw build00664210330:0pmode=0:vdom=0:user=admin
#conf file ver=204466213149978
tbuildno=0066
#global vdom=1

+ Only non-default and important settings (smaller file size) Encrypted

+ Header shows device model and firmware
+ After the header, the encrypted file is not readable #FGBK| 3 [[FGVM64
» Restoring configuration o5 o sy
« Encrypted? Same device/model + build + password required
= Unencrypted? Same model required

oofiloo 66 |

Yo 7
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If you open the configuration file in a text editor, you'll see that both encrypted and unencrypted configuration
files contain a cleartext header that contains some basic information about the device. The example on this
slide shows what information is included. To restore an encrypted configuration, you must upload it to a
FortiGate device of the same model and firmware, then provide the password.

To restore an unencrypted configuration file, you are required to match only the FortiGate model. If the
firmware is different, FortiGate will attempt to upgrade the configuration. This is similar to how it uses upgrade
scripts on the existing configuration when upgrading firmware. However, it is still recommended to match the
firmware on FortiGate to the firmware listed in the configuration file.

Usually, the configuration file contains only non-default settings, plus few default, yet crucial, settings. This
minimizes the size of the backup, which could otherwise be several megabytes in size.
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Upgrade Firmware

* You can view the current firmware
version on the dashboard or in System >
Firmware (or on the CLI: get system
status)

« If there is an updated firmware version,
you are notified

« Firmware can be updated by clicking
Upload Firmware or selecting the
upgrade option section

« Make sure you read the Release Notes
to verify the upgrade path and other
details

Firmware Management

© FortiOS vé.A5 available

Upload Firmware
e

FortiGuard Firmware

Al avallable

@ FortiOS vé.4.5 build 1828

FortiOs v7,0.0 bulld00ss

I Backup config and upgrade JVEL T I

Current version  FortiOS vé.4.4 build 1803 (GA)
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You can view the current firmware version in multiple places on the FortiGate GUI. When you first log in to
FortiGate, the landing page is the dashboard. You can see the firmware version in the System widget. This
information is also found at System > Firmware. And, of course, you can retrieve the information on the CLI

using the command get system status.

If a new version of the firmware is available, you are notified on the dashboard and on the Firmware page.

Remember to read the Release Notes to make sure that you understand the supported upgrade path. The

Release Notes also provide pertinent information that may affect the upgrade.
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Upgrade Firmware Process

Back up the configuration (full config backup on GUI or CLI)
2. Download a copy of the current firmware, in case you need to revert

3. Have physical access, or a terminal server connected to local console, in case you
need to revert

4. Read the Release Notes; they include the upgrade path and other useful information

Interim bufie0a) -

5. Perform the upgrade = B e

Y6 w7000 b 0060 {intesim)

ersion  Farthos v7 i
@ Running latest patch of FortiDs v7.0

[ Forios va 42 busd1 723
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Upgrading the firmware on FortiGate is simple. Click System > Firmware, and then browse to the firmware
file that you have downloaded from support.fortinet.com or choose to upgrade online.

If you want to do a clean installation by overwriting both the existing firmware and its current configuration,

you can do this using the local console CLI, within the boot loader menu, while FortiGate is rebooting.
However, this is not the usual method.
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Downgrade Firmware Process

Get the pre-upgrade configuration file
2. Download a copy of the current firmware, in case you need to revert

3. Have physical access, or a terminal server connected to the local console, in case you
need to revert

4. Read the Release Notes (Does downgrade preserve configuration?)
5. Downgrade the firmware
6. If required, upload the configuration that matches the firmware version

ATNET
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You can also downgrade the firmware. Because settings change in each firmware version, you should have a
configuration file in the syntax that is compatible with the firmware.

Remember to read the Release Notes. Sometimes a downgrade between firmware versions that preserves
the configuration is not possible. In that situation, the only way to downgrade is to format the disk, then
reinstall.

After you've confirmed that the downgrade is possible, verify everything again, then start the downgrade. After
the downgrade completes, restore a configuration backup that is compatible with that version.

Why should you keep emergency firmware and physical access?

Earlier firmware versions do not know how to convert later configurations. Also, when upgrading through a
path that is not supported by the configuration translation scripts, you might lose all settings except basic
access settings, such as administrator accounts and network interface IP addresses. Another rare, but
possible, scenario is that the firmware could be corrupted when you are uploading it. For all of those reasons,
you should always have local console access during an upgrade. However, in practice, if you read the
Release Notes and have a reliable connection to the GUI or CLI, it should not be necessary.
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Knowledge Check

1. When restoring an encrypted system configuration file, in addition to needing the
FortiGate model and firmware version from the time the configuration file was
produced, what must you also provide?

Y'A. The password to decrypt the file
B. The private decryption key to decrypt the file

2. Which document should you consult to increase the chances of success before
upgrading or downgrading firmware?
A. Cookbook
¥'B. Release Notes
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w/ | Basic Administration
-
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J VDOM Concepts
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Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in the lesson.
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Review

v |dentify key FortiGate features, services, and built-in servers

v |dentify the differences between the two operating modes, and the
relationship between FortiGate and FortiGuard

v Identify the factory defaults, basic network settings, and console ports

v Execute basic administration, such as creating administrative users
and permissions

v Define and describe VDOMs

v Execute backup and restore tasks and discuss the requirements for
restoring an encrypted configuration file

v" Initiate an upgrade and downgrade of the firmware
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This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned how and where FortiGate fits into your
network and how to perform basic FortiGate administration.
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In this lesson, you will learn about the Fortinet Security Fabric.
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Lesson Overview

. Introduction to the Fortinet Security Fabric

'- ' Deploying the Security Fabric

Extending the Security Fabric and Features

B 'Security Fabric Rating and Topology View
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In this lesson, you will learn about the topics shown on this slide.

By demonstrating competence in deploying the Fortinet Security Fabric, using and extending the Security

Fabric features, and understanding its topology, you will be able to use the Fortinet Security Fabric effectively
in your network.
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Introduction to the Fortinet Security Fabric

Objectives

+ Define the Fortinet Security Fabric
+ |dentify why the Security Fabric is required

+ |dentify the Fortinet devices that participate in the Security
Fabric, especially the essential ones

NSE Training Institute
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in understanding key concepts of the Fortinet Security Fabric, you will better
understand the value of the Security Fabric, the servers that comprise it, and how to deploy it.
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What is the Fortinet Security Fabric?

* An enterprise solution that enables a
holistic approach to network security,

whereby the network landscape is visible - e S
through a single console and all network s @ (<GIS ) efoomem
devices are integrated into a centrally —r s

Fabric
Management
Center

managed and automated defence

+ The Security Fabric has these attributes: 3 ;
Cloud
. Broad WL:;?L:\I: @ = @ Inlfmsn'uclure
* Integrated ¢ 3

« Automated

* The API allows for third-party device N
integration
Endpolnt AL _ s Dahr ¥ Applications
Security
Operations
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What is the Fortinet Security Fabric?

It is a Fortinet enterprise solution that enables a holistic approach to network security, whereby the network
landscape is visible through a single console and all network devices are integrated into a centrally managed
and automated defence.

The network devices include all components, from physical endpoints to virtual devices in the cloud. Because
devices are centrally managed and are sharing threat intelligence with one another in real time, and are
receiving updates from Fortinet at the macro level, your network can quickly identify, isolate, and neutralize
threats as they appear.

The Security Fabric has the following attributes:

+ Broad: It provides visibility of the entire digital attack surface to better manage risk

* Integrated: It provides a solution that reduces the complexity of supporting multiple point products

+ Automated: Threat intelligence is exchanged between network components in real-time allowing for
automated response to threats

A fourth attribute could be added to this description of the Security Fabric: open. The API and protocol are

available for other vendors to join and for partner integration. This allows for communication between Fortinet
and third-party devices.
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Why a Security Fabric?
+ Many administrators lack visibility of their
network defences, making their networks ————————
more susceptible to undetected network Q secaritisohiionatiommitinievendarn
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+ Network complexity and sophisticated _ = I ) obsraR naturelly \
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necessitates a centralized and holistic / “-\\ 1
approach to security y h /
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Why has Fortinet deemed the Security Fabric an essential solution for a robust network defence?

As networks evolved and various new types of threats surfaced, point security products were deployed to
address these emerging threats. Often, these piecemeal solutions were effective, but deploying products
using different standards and protocols meant that defence assets could not be effectively coordinated.

The illustration on the right side of the slide tells a story of a network that has deployed security solutions from
four different vendors. The administrator at the center, working from the security console, has visibility into
only some of the security solutions. This lack of visibility of the entire network defence is a serious flaw, and
could allow a foreign infiltrator to breach network defences undetected.

The sheer complexity of today’s networks compounds this problem. In addition, increasingly sophisticated
malware has an expanding attack surface on which to exploit, because networks have broken out of the
confines of a traditional network perimeter and have expanded to virtualized networks and public clouds. Add
to this mix, the ever growing numbers of unmanaged devices, as a result of BYOD programs, and you have
the perfect security storm.

The most feasible solution is to build a centrally managed, holistic approach to security, whereby you have a

clear line of sight to all potential infiltration points and can coordinate defences to contain and neutralize
network breaches.
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Fabric Agent Forti Switch FortiCWP FortiMail FortiEDR EortiSIEM FortiGate Cloud
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As shown on this slide, the Fortinet Security Fabric offers eight solutions: network access, security
WLAN/LAN, public and private cloud infrastructure, applications, endpoint, security operations, open fabric
ecosystem, and fabric management center. Each of these solutions is based on specific use cases and
involve the integration of specific Fortinet products.

The Fortinet Security Fabric offers network security with FortiGate, IPS, VPN, SD-WAN. It also offers multi-
cloud strategy across public clouds, private clouds, hybrid clouds, and software as a service (SaaS). It also
offers quite a sophisticated endpoint offering ranging from the Fabric Agent all the way up to full endpoint
protection, email security, web application security, secure access across distributed enterprises and SD-
WAN environments, advanced threat protection, management and analytics, and security information and
event management (SIEM).

All of these are underscored and supported by FortiGuard Services, which deliver Al-powered intelligence and
protection across the Security Fabric.
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Devices That Comprise the Security Fabric

+ Core:
« Two FortiGate devices + FortiAnalyzer

* Recommended—-Adds significant visibility or

control:
« FortiManager, FortiAP, FortiSwitch, FortiClient,
FortiSandbox, FortiMail, FortiWWeb, FortiAl

+ Extended—Integrates with fabric, but may not

apply to everyone:
« Other Fortinet products and third-party products using

Extended the AP

Recommended
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FortiGate and FortiAnalyzer creates the core of the Security Fabric. To add more visibility and control, Fortinet
recommends adding FortiManager, FortiAP, FortiClient, FortiSandbox, FortiMail, FortiwWeb, FortiAl, and
FortiSwitch. The solution can be extended by adding other network security devices.
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Knowledge Check

1. What is the Fortinet Security Fabric?
+ A. A Fortinet solution that enables communication and visibility among devices of your network
B. Adevice that can manage all your firewalls

2. Which combination of devices must participate in the Security Fabric?
< A AFortiAnalyzer and two or more FortiGate devices
B. A FortiMail and two or more FortiGate devices
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Good job! You now understand the basics of the Fortinet Security Fabric.

Next, you'll learn how to deploy the Security Fabric in your network environment.
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Deploying the Security Fabric
LY
Objectives
« Understand how to implement the Security Fabric
+ Configure the Security Fabric on root and downstream
FortiGate devices
* Understand how device detection works
* Understand how to extend your existing Security Fabric
NSE Training Institute 10

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in the deployment of the Fortinet Security Fabric, you will better understand the
value of the Security Fabric and how it helps to manage all your network devices more efficiently.
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How Do You Implement the Security Fabric?

FortiAnalyzer

Accounting network
10.10.10.0/24 .
Accounting ISFW

= :
-

Marketing network

10.10.200.0/24 ‘—E*. <
- Sales ISFW

Sales network
10.10.35.0/24
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In this simple network that comprises only the core devices of a Security Fabric, there is one FortiAnalyzer
and one next-generation firewall (NGFW) FortiGate. This implementation example is intended to be a high-
level view only. For more detail, see docs. fortinet.com. The FortiGate device named External is acting
as the edge firewall and will also be configured as the root firewall within the Security Fabric. Downstream
from the root firewall there are three internal segmentation firewalls that compartmentalize the WAN in order
to contain a breach and control access to various LANSs. In this example, there are Accounting, Marketing, and

Sales LANSs.
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Security Fabric

Configure the Security Fabric on the Root FortiGate

Edit Fabric Connecior

Core Network Security

© Enabled J=FelTHE
ain Exicting

Select Entries

[as

# portl
= port2
® portd
= portd
 ports
* porté
# port?
= portd
= port9

Fabric name:

Adlow other Security Fabric devices to join

Device authorization

= portll

Close
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Edit Fabric Connector

Core Metwork Security

1P address - 1001200 Test Connectivity

rify Forti

Create Device Authorlzation

Name

nuthorizationtype (I EETRINMAERE Certificate

Serial

Acton @ Deny

(=3 Cancel

First, on the root FortiGate, you must enable Security Fabric Connection in the interfaces facing any
downstream FortiGate. If you select Serve as Fabric Root, you also need to configure the FortiAnalyzer IP
address. Then, you need to configure a fabric name for the Security Fabric. This FortiAnalyzer configuration
will be pushed to all the downstream FortiGate devices. All downstream FortiGate devices send logs directly

to FortiAnalyzer.

You can also preauthorize your downstream devices by adding the serial number of the device. When you
add the serial number of a Fortinet device to the trusted list on the root FortiGate, the device can join the
Security Fabric as soon as it connects. After you authorize the new FortiGate, additional connected FortiAP
and FortiSwitch devices automatically appear in the topology tree. On the topology tree, it's easier for you to

authorize them with one click.
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Security Fabric

Configure the Security Fabric on the Downstream

FortiGate

Edit Fabric Connector
Core Network Security

i

Security Fabric Settings

Security Fabric role

Upstream FortiGate IP

Allow other Security Fabric devices to jeln © B portl

SAML Single Sign-On @ B varuai ' Advanced Options

Moide Service Provider |SP)

’ E ]
Status m O Disabled 3 ;

LRI TR T Join Exlsting Fabric
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Administrative Access

v B HTTPS |- Lliaid
[ FMG-Access 855+

O Fmm ] RADIUS Accouriting

Edit Fabric Connector

Care Netwark Socarity

® FortiAnalyzer Settings
W port3 »”
+
Allow downstream device REST APl access @ (O

| @ Settings will be retrieved from the root FortiGate in the Security Fabric

sts | O
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The second step in implementing the Security Fabric is configuring the downstream Fortinet devices. On the
downstream FortiGate devices, you must enable Security Fabric Connection and Device Detection on the
interfaces facing the downstream FortiGate devices. On the Fabric Connectors page, select Join Existing
Fabric and add the root (upstream) FortiGate IP address. The root FortiGate pushes its FortiAnalyzer
configuration to all downstream FortiGate devices.
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Authorizing Devices
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Serlal Humber Conneciing IP
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The third step in implementing the Security Fabric is to authorize the downstream FortiGate device on the
both root FortiGate and the FortiAnalyzer. Click the serial number of the highlighted downstream FortiGate
device and select Authorize. After few seconds, the downstream FortiGate will join the Security Fabric. In
order to complete the full Security Fabric process, you will need to authorize all your devices on the
FortiAnalyzer. From the FortiAnalyzer Device Manager section, select all your devices in the Security Fabric
and click Authorize. After few seconds, you will notice all your authorized devices join the Security Fabric.
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]
Synchronizing Objects Across the Security Fabric

- By default, object synchronization is enabled in * If set configuration-sync is
fabric settings setto local, the downstream

device does not participate in
synchronization

config system csf

set status enable

set configuration-sync local

config system csf
set status enable
set configuration-sync default

set fabric-object-unification default

end
end
* If set fabric-object-unification is
setto local on the root FortiGate device, ] )
global fabric objects are not synchronized to » Select per object option to
downstream FortiGate devices synchronize or not on the root
: FortiGate
config system csf = By default, this option is disabled, and
set status enable fabric objects are kt’e:pt as locally
created objects on FortiGate

set group-name “fortinet™ ; :
g e e - If disabled on the root FortiGate,
set fabric-object-unification local objects will not be synchronized to

downstream FortiGate devices
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When the Security Fabric is enabled, settings to sync various objects, such as addresses, services, and
schedules, from the upstream FortiGate to all downstream FortiGate devices is enabled by default.
Synchronization always happens from the root FortiGate to downstream FortiGate devices. Any object that
can be synced will be available on downstream FortiGate devices after synchronization.

The CLI command set fabric-object-unification is only available on the root FortiGate. When set
to local, global objects will not be synchronized to downstream devices in the Security Fabric. The default
value is default.

The CLI command set configuration-sync local is used when a downstream FortiGate doesn’t
need to participate in object synchronization. When set to 1ocal on a downstream FortiGate, the device does
not synchronize objects from the root, but will still participate in sending the synchronized object downstream.

You can also enable or disable per object synchronization in the Security Fabric. This option is not available
for objects you create on a downstream FortiGate. Fabric synchronization is disabled by default for supported
fabric objects, and these fabric objects are kept as locally created objects on all the FortiGate devices in the
Security Fabric. If object synchronization is disabled on the root FortiGate, using the command set fabric-
object disable, firewall addresses and address groups will not be synchronized to downstream FortiGate
devices.
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If there is an object conflict during synchronization, you'll get a notification to resolve the conflict. In the
topology tree, Remote-FortiGate is highlighted in amber because there is a conflict.

In the example shown on this slide, you will examine how to resolve a syncing conflict.

1. The notification icon displays this message: Firewall objects are in conflict with other FortiGates in the
fabric. Click Review firewall object conflicts.

2. On the Firewall Object Synchronization page, you can see that both the root FortiGate and downstream
FortiGate devices contain the synn_add_1 object (with a different IP address/subnet schema on each
device), causing a status of Content mismatch. In the Strategy field, there are two options to resolve the
conflict: Automatic and Manual. If you select Automatic, as shown in this example, you can then click
Rename All Objects.
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3. Remote-FortiGate is appended to the name of the downstream FortiGate device sync_Add_1 address

object and the status has changed to Resolved.
4. In the topology tree, none of the FortiGate devices are highlighted.
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VDOM Mode

* There are two VDOM modes:
- split-vdom: FortiGate has two VDOMs in total, [GloBal= System=VDoM
including root and FG-traffic

+ Root: management work only and hidden
entries

« FG-traffic: can provide separate security
policies and allow traffic through FortiGate

» Cannot create new VDOMs

« multi-vdom: Can create multiple VDOMs that
function as multiple independent units
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There are two VDOM modes: split-vdom and multi-vdom. In split-vdom mode, FortiGate has two VDOMs in
total, including root and FG-traffic vdoms. You cannot add VDOMs in split-vdom mode.
1. split-vdom mode:

a) The root VDOM in split-vdom mode is the management VDOM and does only management work. The
following navigation bar entries and pages are hidden in the root vdom:

+ All Policy & Object entries

» User & Device, Security Profiles

» Traffic-related FortiView entries

* VPN entries

+ System > Fabric Connectors, Reputation, Feature Visibility, Object Tags entries
*  Wan-Opt entries

* Most route entries

* Most log event entries

* Monitor entries

b) The FG-traffic VDOM can provide separate security policies and allow traffic through FortiGate.
2. In multi-vdom mode, you can create multiple VDOMSs that function as multiple independent units. By

default, the root is the management VDOM and can be used to do both management tasks and allow other
traffic. You can select any VDOM to act as the management VDOM.

FortiGate Security 7.0 Study Guide 78



DO NOT REPRINT

Security Fabric

CODRTINET
JINTIINL ]

Split-Task VDOM

Lot

« Support for Security Fabric in split-task VDOM mode

x-FortiGato

FGYMO100000644692
V7 00 buildD064 [GA

S (So

it-Task VDOM)

e

Metrics

Bytes [Sent/Received) =

NSE Training Institute

©Fortinat Ine. All Rights Raserved

You can enable FortiGate Security Fabric in split-task VDOM mode. If you enable split-task VDOM mode on
the upstream FortiGate device, it can allow downstream FortiGate devices to join the Security Fabric in

the root and FG-traffic VDOMSs. If split-task VDOM mode is enabled on the downstream FortiGate, it can
connect to the upstream FortiGate only through the downstream FortiGate interface on the root VDOM.

Telemetry settings are shown in both global and VDOM contexts, but in the VDOM context, only

the topology and FortiTelemetry-enabled interface fields are shown.
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You can click Global > Physical Topology to see the root FortiGate and all downstream FortiGate devices
that are in the same Security Fabric as the root FortiGate. You can click root > Physical Topology or FG-
Traffic > Physical Topology to see the root FortiGate and only the downstream FortiGate devices that are
connected to the current selected VDOM on the root FortiGate.
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When you configure FortiGate devices in multi-vdom mode and add them to the Security Fabric, each VDOM
with its assigned ports is displayed when one or more devices are detected. Only the ports with discovered
and connected devices appear in the Security Fabric view and, because of this, you must enable Device
Detection on ports you want to have displayed in the Security Fabric. VDOMs without ports with connected
devices are not displayed. All VDOMs configured must be part of a single Security Fabric. In the example
shown on this slide, the Local-FortiGate is configured in multi-VDOM mode, and has three VDOMs (root,
VDOM1, and VDOM2), each with ports that have connected devices.

FortiGate Security 7.0 Study Guide

81



Security Fabric

DO NOT REPRINT

EODRTINIET
T\ |

N —

Device ldentification—Agentless vs. Agent

+ Useful feature for the Security Fabric
topology view + Location and infrastructure independent

« Requires direct connectivity to FortiGate
+ Detection methods:

« HTTP user agent : TSy
» TCP fingerprinting .S] FortiClient i_!@
+ MAC address vendor codes G
+ DHCP | @ | -
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» Microsoft Windows browser service (MWBS) - s

» SIP user agent FortiClient

+ Link Layer Discovery Protocol (LLDP)

» Simple Service Discovery Protocol (SSDP)

. Sclnjrtl%s-vm detection Agentiess ' =" Tsted network
+ FortiOS-VM vendor ID in IKE messages

* FortiOS-VM vendor ID in FortiGuard web filter and
spam filter requests
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Device identification is an important component in the Security Fabric. FortiGate detects most of the third-
party devices in your network and added into the topology view in the Security Fabric. There are two device
identification techniques: with an agent and without an agent (agentless).

Agentless identification uses traffic from the device. Devices are indexed by their MAC address and there are
various ways to identify devices, such as HTTP user-Agent header, TCP fingerprint, MAC address OUI, and
FortiOS-VM detection methods, to name a few. Agentless device identification is only effective if FortiGate
and the workstations are directly connected network segments, where traffic is sent directly to FortiGate, and
there is no intermediate router or Layer 3 device between FortiGate and the workstations.

Note that FortiGate uses a first come, first served approach to determine the device identity. For example, if a
device is detected by the HTTP user agent, FortiGate updates its device table with the detected MAC address
and scanning stops as soon as the type has been determined for that MAC address.

Agent-based device identification uses FortiClient. FortiClient sends information to FortiGate, and the device
is tracked by its unique FortiClient user ID (UID).
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By default, FortiGate uses device detection (passive scanning), which runs scans based on the arrival of

traffic.
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Knowledge Check

1. What are the two mandatory settings of the Security Fabric configuration?
« A Fabric name and Security Fabric role
B. Fabric name and FortiManager IP address

2. From where do you authorize a device to participate in the Security Fabric?
A.  From the downstream FortiGate
« B. From the root FortiGate
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Good job! You now know how to deploy the Security Fabric.

Next, you'll learn about Security Fabric features and how to extend the Security Fabric in your network
environment.
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Extending the Fabric and Features

Objectives

« Extend the Security Fabric across your network

« Understand automation stitches and threat responses
« Configure external connectors

* Understand the Security Fabric status widgets
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in the extending the Fortinet Security Fabric, you will better understand the

value of the Security Fabric and how it helps to manage all your network devices from a single point of device.
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Extending the Fabric

+ Central management integration
+ FortiManager e

+ FortiMail integration
« FortiMail

« Web application integration
+ FortiCache
+ FortiWeb

* FortiClient integration
+ FortiClient EMS
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Advanced Threat

FortiCache Protection
+ Advanced threat protection integration ;
+ FortiSandbox (.) ‘
+ Access device integration —
» FortiAP FortiAP F;niSwm:h
Wirelsss witching
» FortiSwitch : fure
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Fortinet recommends using a FortiManager for centralized management of all FortiGate devices and access
devices in the Security Fabric. You can integrate FortiSwitch, and FortiAP devices to extend the Security
Fabric down to the access layer. You can also extend the Security Fabric by integrating FortiMail, FortiWeb,
FortiCache, FortiSandbox, and FortiClient EMS.
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Administrator-defined automated work flows (called stitches) use if/then statements to cause the FortiOS to
automatically respond to an event in a preprogrammed way. Because this workflow is part of the Security
Fabric, you can set up if/then statements for any device in the Security Fabric. However, the Security Fabric is

not required to use stiches.

Each automation stitch pairs an event trigger and one or more actions. Automation stitches allow you to
monitor your network and take appropriate action when the Security Fabric detects a threat. You can use
Automation stitches to detect events from any source in the Security Fabric and apply actions to any

destination.

You can configure the Minimum internal (seconds) setting to make sure you don’t receive repeat
notifications about the same event. There are predefined stitches, triggers and actions available. However,
you can create custom automation based on the available options.
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You can configure the Compromised Host trigger to create an automated threat response stitch. This trigger
uses indicator of compromise (loC) event reporting from FortiAnalyzer. Based on the Threat level threshold
setting, you can configure the stitch to take different remediation steps:

* Quarantine the compromised host at the FortiSwitch or FortiAP

* Quarantine FortiClient on the compromised host using FortiClient EMS

+ BanthelP

You can also click Monitor > Quarantine Monitor to view quarantined and banned IP addresses.
Quarantined addresses are automatically removed from quarantine after a configurable period of time.
Banned IP addresses can be removed from the list only by administrator intervention.
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You can also view compromised hosts on the FortiGate GUI and get output notifications in various ways such
as iOS push. This feature is integrated with IFTT.
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External connectors allow you to integrate multi-cloud support, such as ACl and AWS, to name a few.

In an application-centric infrastructure (ACI), the SDN connector serves as a gateway bridging SDN

controllers and FortiGate devices. The SDN Connector registers itself to APIC in the Cisco ACI fabric, polls
interested objects, and translates them into address objects. The translated address objects and associated

endpoints populate on FortiGate.

FortiGate VM for Microsoft Azure also supports cloud-init and bootstrapping.
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The Security Fabric Status widget shows a visual summary of many of the devices in the Security Fabric.
You can hover over the icons at the top of the widget to get a quick view of the status of the Security Fabric,
including the status of FortiTelemetry and devices in the Security Fabric. You can click to authorize FortiAP
and FortiSwitch devices that are connected to an authorized FortiGate.

Icons represent the other Fortinet devices that can be used in the Security Fabric:

» Devices in blue are connected in your network.

» Devices in gray are unauthorized devices that are connected in your network.

» Devices in red are not detected in your network, but are recommended for the Security Fabric.
* An attention icon indicates a FortiGate or FortiWiFi waiting for authorization.
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Knowledge Check

1. Why should an administrator extend the Security Fabric to other devices?
+ A To provide a single pane of glass for management and reporting purposes
B. To eliminate the need to purchase licenses for FortiGate devices in the Security Fabric

2. What is the purpose of Security Fabric external connectors?
< A. External connectors allow you to integrate multi-cloud support with the Security Fabric
B. External connectors allow you to connect the FortiGate command line interface (CLI)
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Good job! You now know how to extend the Security Fabric and its features.

Next, you'll learn about the Security Fabric Rating service and topology view.
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Rating Service and Topology View

Objectives

« Understand the Security Fabric rating service
* View and run the Fortinet Security rating service

* Understand the differences between physical and logical
topology views
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in the Fortinet Security rating service and topology views, you should be able
to have clear visibility of your network devices.
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Security rating is a subscription service that requires a security rating license. This service now provides the
ability to perform many best practices, including password checks, to audit and strengthen your network
security.

The Security Rating page is separated into three major scorecards:

+ Security Posture

+ Fabric Coverage

+ Optimization

These scorecards provide executive summaries of the three largest areas of security focus in the Security
Fabric.

The scorecards show an overall letter grade and breakdown of the performance in sub-categories. Clicking a
scorecard drills down to a detailed report of itemized results and compliance recommendations.

The point score represents the net score for all passed and failed items in that area. The report includes the

security controls that were tested against, linking to specific FSBP or PCI compliance policies. You can click
FSBP and PCI to reference the corresponding standard.

In multi-VDOM mode, security rating reports can be generated in the Global VDOM for all of the VDOMs on
the device. Administrators with read/write access can run the security rating report in the Global VDOM.
Administrators with read-only access can only view the report.

On the scorecards, the Scope column shows the VDOM or VDOMs that the check was run on. On checks
that support Easy Apply, the remediation can be run on all of the associated VDOMs.

The security rating event log is available on the root VDOM.
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Click the Security Posture scorecard on the Security Rating page to expand the scorecard and see more
details.

The security posture service now supports the following:

+ Customer rankings by percentile using security audit (FortiGuard data): Security rating now supports
sending results to FortiGuard, and receiving statistics from FortiGuard. Results are displayed to customer
in the form of percentile.

» Security audits running in the background, not just on demand, when an administrator is logged in to the
GUI. When you view the security audit page, the latest saved security audit data is loaded. From the GUI,
you can run audits on demand and view results for different devices in the Security Fabric. You can also
view all results or just failed test results.

* New security checks that can help you make improvements to your organization’s network. These results
include enforcing password security, applying recommended login attempt thresholds, encouraging two-
factor authentication, and more.
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Security rating provides recommendation about FortiGate settings. These recommendations are shown as
notifications on the settings page, which shows configuration issues as determined by security rating. An
administrator can open the recommendation to see which configuration setting needs to be fixed. This helps
administrator from going back and forth between the Security Fabric > Security Rating page and the
various settings pages.

In the examples shown on this slide, FortiGate is using default HTTPS and SSH ports, and administrator
password policy is not enabled. Another recommendation is to restrict login access by configuring a trusted
host.

Notifications appear either in the gutter, the footer, or as a mutable. Notifications can also be dismissed.
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FortiGuard Security Rating Service
* Enable or disable security checks using the CLI:
config system global
set security-rating-run-on-schedule [enable/disable]
end
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The security rating service reports the security posture score per the Security Fabric group. FortiGuard
Security Rating Service is a subscription-based service that takes the generated report and obtains analysis
by FortiGuard. It compares security score results within the industry that the fabric group belongs to. All
FortiGate devices in the group need to have FortiGuard Security Rating Service and the score can be
obtained only on the Security Fabric root FortiGate. The score can be obtained after the security rating report
is generated. The scores are presented as numbers and are based on the industry, the size of the
organization, and the region.
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You can view the Security Fabric topology on the FortiGate GUI, from the Security Fabric menu. You can

select the Physical Topology or Logical Topology view. To view the complete network, you must access
the topology views on the root FortiGate in the Security Fabric.

The Physical Topology view displays your network as a bubble chart of interconnected devices. These
devices are grouped based on the upstream device they are connected to. The bubbles appear smaller or

larger, based on their traffic volume. You can double-click any bubble to resize it and view more information
about the device.

The Logical Topology view is similar to the Physical Topology view, but it shows the network interfaces,
logical or physical, that are used to connect devices in the Security Fabric.
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This slide shows the difference between the Physical Topology view and the Logical Topology view.
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Knowledge Check

1. Which one is a part of the Security Rating scorecard?
A_  Firewall Policy
¥'B.  Optimization

2. From which view can an administrator deauthorize a device from the Security Fabric?
< A. From the physical topology view
B. From the Fortiview

FNEE Training Institute ©Fortinet Inc. All Rights Resenvad

42

FortiGate Security 7.0 Study Guide

102



DO NOT REPRINT

EODRTINIET

Security Fabric
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Lesson Progress

Introduction to the Fortinet Security Fabric

,/ 'Deploying the Security Fabric
|

.; J 'Extending the Security Fabric and Features

FERTIET

NSE Training Institute

,/ Rating Service and Topology View
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Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in the lesson.
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Review

- Define the Fortinet Security Fabric

Identify why the Security Fabric is required

Identify the Fortinet devices that participate in the fabric, especially the essential ones
Understand how to implement the Security Fabric

Configure the Security Fabric on the root and downstream FortiGate

Understand how device detection works

Understand how to extend your existing Security Fabric

Extend the Security Fabric across your network

Understand automation stiches and threat responses

Configure fabric connectors

Understand the Security Fabric status widgets

Understand the Security Fabric Rating service

View and run the Security Rating service

Understand the differences between the physical and logical topology view

O T T T T TR
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This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned how to configure and use the Fortinet Security
Fabric.
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FortiGate Security

Firewall Policies .

"% FortioS 7.0

Last Modified: 24 January 2022

In this lesson, you will learn about firewall policies and how to apply them to allow and deny traffic
passing through FortiGate. At its core, FortiGate is a firewall, so almost everything that it does to your
traffic is linked to your firewall policies.
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Lesson Overview

i Firewall Policies

N ' Configuring Firewall Policies
-

| 'Managing Firewall Policies

a Best Practices and Troubleshooting

FENTIRET
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In this lesson, you will learn about the topics shown on this slide.
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Firewall Policies

Objectives

+ |dentify components of firewall policies
+ |dentify how FortiGate matches traffic to firewall policies

NSE Training Institute

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in identifying the different components of firewall policies, and recognizing
how FortiGate matches traffic with firewall policies and takes appropriate action, you will have a better
understanding of how firewall policies interact with network traffic.
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* Policies define:
« Which traffic matches them
* How to process matching traffic
* When a new IP session packet arrives, FortiGate:
« Starts at the top of the list to look for a policy match
« Applies the first matching policy
* Implicit Deny Polcy & Objcts > Firowall Polcy
L NO matching p0|lcy7 1D Name Source Destination Schedule Service Action NAT Security Profiles Log
FortiGate drops packet [ B LAN (port3) - B ISP1 (port1) @
1 Internet_Access ISP1 & all & al ® always @ ALL v ACCEPT @ Enabled [ default
B default
EEN deep-inspection
[ M LAN (port3) - B 15P2 (port2) @
2 Internet_Access ISP2 13 all 2 al [® always ALL v ACCEPT @ Enabled [l default
=X default
XN deep-inspection
B Implicit €
;_ a Implicit Deny = al & al [8 always @ ALL @ DENY © Disabled
i]"é'E Training Institute ©Faortinet Inc. All Rights Reservad 4

To begin, you will learn about what firewall policies are.
Firewall policies define which traffic matches them and what FortiGate does when traffic does match.

Should the traffic be allowed? Initially, FortiGate bases this decision on simple criteria, such as the
source of the traffic. Then, if the policy does not block the traffic, FortiGate begins a more computationally
expensive security profile inspection—often known as unified threat management (UTM)—such as
antivirus, application control, and web filtering, if you’ve chosen it in the policy. Those scans could block
the traffic if, for example, it contains a virus. Otherwise, the traffic is allowed.

Will network address translation (NAT) be applied? Is authentication required? Firewall policies also
determine the answers to these questions. After processing is finished, FortiGate forwards the packet
toward its destination.

FortiGate looks for the matching firewall policy from top fo bottom and, if a match is found, the traffic is

processed based on the firewall policy. If no match is found, the traffic is dropped by the default Implicit
Deny firewall policy.
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Components and Policy Types
Objects used by policies

Interface and zone

Address, user, and internet service objects
Service definitions

Schedules

NAT rules

Security profiles

Policy types

Firewall Policy (IPv4, IPv6)

Firewall Virtual wire pair (IPv4, IPv6)
Proxy

Multicast

Local-in Policy ) ;
(Origin and destination is FortiGate itself)

DoS (IPv4, IPvB)
Traffic shaping

@ Fortinat Inc. All Rights Resened

B Policy & Objects

Each policy matches traffic and applies security by referring to the objects that you've defined, such as
addresses and profiles.

What about other firewall policy types? Do IPv6 or virtual wire policies exist? Yes. These policies use
slightly different objects that are relevant to their type. In this lesson, you will learn about IPv4 firewall
policies, because they are the most common use case.
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How Are Policy Matches Determined?
o Policy & Objects > Firewall Policy
v’
" Name @
‘/ Incoming Interface A
" Outgoing Interface i
) Source +
Action = ACCEPT or DENY Destiriation -
= Schedule [e always -
</_>\ Service +
— Action @ DENY
QO] o
4 @ - [
Authentication g;‘urity Profile ¥ Logging ,/’ '
ﬁ"é'E Training Institute ©Fortinet Ine All Rights Resarvad 8

When a packet arrives, how does FortiGate find a matching policy? Each policy has match criteria, which
you can define using the following objects:

* Incoming Interface

* Outgoing Interface

* Source: IP address, user, internet services
* Destination: IP address or internet services
» Service: IP protocol and port number

» Schedule: Applies during configured times

When the traffic matches a firewall policy, FortiGate applies the action configured in the firewall policy.

» |Ifthe Action is set to DENY, FortiGate drops the session.

« Ifthe Action is set to ACCEPT, FortiGate applies other configured settings for packet processing,
such as antivirus scanning, web filtering, or source NAT.

For example, if you want to block incoming FTP to all but a few FTP servers, you would define the
addresses of your FTP servers, select those as the destination, and select FTP as the service. You
probably wouldn’t specify a source (often any location on the internet is allowed) or schedule (usually
FTP servers are always available, day or night). Finally, you would set the Action setting to ACCEPT.

This might be enough, but often you'll want more thorough security. Here, the policy also authenticates
the user, scans for viruses, and logs blocked connection attempts.
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* Incoming Interface and Outgoing Interface can be interface(s) or a zone
« Zone: Logical group of interfaces
+ To match policies with traffic, select one (or more) interfaces or any interface
[# CreateNew~|
| A Type # Members = IPfNetmask =
B Physical Interface 10.200.1.1/255.255.255.0
B Physical Interface 10.200.2.1/255.255.255.0
M Physical Interface 10.0.1.254/255.255.255.0
™ portd M Physical Interface 0.0.0.0/0,000
™ port5 ™ Physical Interface 0.000/0000
® porté ¥ Physical Interface 00000000
™ port? M Physical Interface 0.0.00/0000
™ port8 ¥ Physical Interface 172.16,100.3/255,255.255.0
W port? I Physical Interface 0.0.0.0/0.000
™ port1D M Physical Interface 00000000
DMZ O Zone = port? 0.0.0.0/0.000
™ port8
FNEE Training Institute ©Faortinet Inc. All Rights Reservad 7

To begin describing how FortiGate finds a policy for each packet, let’s start with the interface(s).

Packets arrive on an incoming, or ingress, interface. Routing determines the outgoing, or egress,
interface. In each policy, you must set a source and destination interface; even if one or both are set to
any. Both interfaces must match the policy’s interface criteria in order to be a successful match.

For example, if you configure policies between port3 (LAN) ingress and port1 (WAN) egress and a packet
arrives on port2, the packet would not match your policies and, therefore, would be dropped because of
the implicit deny policy at the end of the list. Even if the policy is from port3 (LAN) ingress to any egress,
the packet would still be dropped because it did not match the incoming interface.

To simplify policy configuration, you can group interfaces into logical zones. For example, you could
group port4 to port7 as a DMZ zone. You can create zones on the Interfaces page. However, you should
note that you cannot reference an interface in a zone individually, and, if you need to add the interface to
the zone, you must remove all references to that interface (for example, firewall policies, firewall
addresses, and so on). If you think you might need to reference interfaces individually, you should set
multiple source and destination interfaces in the firewall policy, instead of using zones.
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Selecting Multiple Interfaces or Any Interface

* Disabled by default

« Cannot select multiple interfaces or any interface in firewall policy on the GUI

= Can be made visible in the GUI
_ [3Muttiple Interface Policies 2

New Policy Allow the configuration of policies with
multiple source/destination interfaces,
Name @ Single_Interface '.'
|nc0mjng|nterface [l port4 - _
. e MNew Policy
Outgoing Interface | ™ port5 e
Name © Multiple_Interface
Incoming Interface | ™ port?
™ port10
~
Qutgoing Interface | O any x
+
FEATINET & & 5
E Training Institute ©Faortinet Inc. All Rights Reservad 8

By default, you can select only a single interface as the incoming interface and a single interface as the
outgoing interface. This is because the option to select multiple interfaces, or any interface in a firewall
policy, is disabled on the GUI. However, you can enable the Multiple Interface Policies option on the

Feature Visibility page to disable the single interface restriction.

You can also specify multiple interfaces, or use the any option, if you configure a firewall policy on the
CLI, regardless of the default GUI setting.

It is also worth mentioning that when you choose the any interface option, you cannot select multiple
interfaces for that interface. In the example shown on this slide, because any is selected as the outgoing

interface, you cannot add any additional interfaces, because any interface implies that all interfaces have
already been selected.
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Firewall Policies

|
Matching by Source
« Must specify at least one source (address or
internet service database (ISDB) object)

- [P acdressor range Polcy & Objcts > Frewal Py

. |Egt;jnh?t(IPmetmask) 5 R =

2 Hare Training ess nternet Service

» Geography Incoming Interface # LAN (port3) @ - :Create

= Outgoing Interface ™ |SP1(port1)
: Dynam]c Source & student =l Ll
+ Fabric connector address , + & FABRIC_DEVICE

+ MAC Address Range

+ May specify:

E FabN ©

= Source user—individual user or user group
+ This may refer to:
= Local firewall accounts

= Accounts on a remote server (for example, Active
Directory, LDAP, RADIUS)

+ FSSO
= Personal certificate (PKl-authenticated) users

| Unresolved FQDN: lestfor123,com|

&! Training_test  testfor123.com

FEIATINET

E Training Institute

@ Fartinet Inc. All Rights Resarned ]

The next match criteria that FortiGate considers is the packet’s source.

In each firewall policy, you must select a source address object. Optionally, you can refine your definition
of the source address by also selecting a user, or a user group, which provides a much more granular
match, for increased security. You can also select ISDB objects as the source in the firewall policy, which
you will learn about later in this lesson.

When selecting a fully qualified domain name (FQDN) as the source address, it must be resolved by
DNS and cached in FortiGate. Make sure FortiGate is configured properly for DNS settings. If FortiGate
is not able to resolve an FQDN address, it will present a warning message, and a firewall policy
configured with that FQDN may not function properly.
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Source—User Identification
+ Confirms identity of user
+ Access to network is provided after confirming user credentials
<t
| LS :
| ©
n / - &p _——~__ Verify username and password ‘ =
Sy e T
L j',) - { "";\_‘,--/ o s
3 N o Ray
IR - T @ amentcaton
Server
M 6 Username and password
iq"é'E Training Institute ©Faortinet Inc. All Rights Reservad 10

If a user is added as part of the source, FortiGate must verify the user before allowing or denying access
based on the firewall policy. There are different ways that a user can authenticate.

For local users, the username and password is configured locally on FortiGate. When a local user
authenticates, the credentials that they enter must match the username and password configured locally

on FortiGate.

For a remote user (for example, LDAP or RADIUS), FortiGate receives the username and password from
the remote user and passes this information to the authentication server. The authentication server
verifies the user login credentials and updates FortiGate. After FortiGate receives that information, it
grants access to the network based on the firewall policy.

A Fortinet single sign-on (FSSO) user's information is retrieved from the domain controller. Access is
granted based on the group information on FortiGate.
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IMMNL_ 1

(ISDB) objects

Name €& Tralning
Incoming Interface B port3
QOutgoing Interface = portl
Source I
j +

Sclect Entries

Address Internet Service

b Qr + + Create

8 USER(3)
Local {3

& puest
& student

NSE Training Institute

Example—Matching Policy by Source

* Source as internet service database

* Matches by source address, user

Name @
Incoming Interface
Qutgoing Interface

Source

Destination

Schedule

Service

Training
M port3

® port1

e Amazon-AWS

+*

[ always

+

Select Entries
Address User

Q

& INTERMET SERVICE (55)

Aerohive-Asrohive Cloud

5 Akamal-CDN

@ Alibaba-Alibaba Cloud

w Amazon-AWS

o Apple-APNs

+ Create

@ Fortinat Inc. All Rights Resened

In the example shown on this slide, source selectors identify the specific subnet and user group.
Remember, user is an optional object. The user object is used here to make the policy more specific. If
you wanted the policy to match more traffic, you would leave the user object undefined.

You can also use internet service (ISDB) objects as a source in the firewall policy. There is an either/or
relationship between internet service objects and source address objects in firewall policies. This means

that you can select either a source address or an internet service, but not both.
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Matching by Destination

Like source, destination criteria can use:

+ Address objects:

+ Subnet (IP or netmask)

« |IP address or address range

+ FQDN
- DNS query used to resolve FQDN

« Geography
= Country defines addresses by |SP's geographical location
» Database updated periodically through FortiGuard

« Dynamic
* Fabric connector address

* Internet service database (ISDB) objects

i\lwé'E Training Institute ©Faortinet Inc. All Rights Reservad 12
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Like the packet’s source, FortiGate also checks the destination address for a match.

You can use address objects or ISDB objects as destinations in the firewall policy. The address object
may be a host name, IP subnet, or range. If you enter an FQDN as the address object, make sure that
you've configured your FortiGate device with DNS servers. FortiGate uses DNS to resolve those FQDN
host names to IP addresses, which are what actually appear in the IP header.

You can select geographic addresses, which are groups or ranges of addresses allocated to a country,
can be selected instead. You update these objects through FortiGuard.

Why is there is no option to select a user? The user identification is determined at the ingress interface,
and packets are forwarded only to the egress interface after user authentication is successful.
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» Database that contains IP addresses, IP _
protocols, and port numbers used by the Name 2 Direction + Number of Entries 3
most common internet services (@ Albaba-sSH Destination 4347
+ Regularly updated through FortiGuard iniicibhin i i
s Amazon-AWS Both 14,015
= Amazon-AWSWorkSpaces.Gateway || Destination 27
» Can be used as Source or Destinationin the |a anzenons Destination 41821
firewall policy a Amazon-FTP Destination 41821
+ |f Internet Service is selected as Source: Select Entris x
: Name @ Trainin,
* You cannot use Address in the Source . pc_,l - = Ay
Outgolng Interface = portl K Facebook-55H =
i i : . Source & an » H P
+ |f Internet Service is selected as Destination: . - : SCEBook Whatsapp
estination - x & Fastly-CDN
+ You cannot use Address in the Destination I Facebook Web x [ = Forcepoint-ForcepointCioud
+ You cannot select Service in the firewall ' oy, e
policy Semedite z @ Fortinet-FortiGuard
i]"é'E Training Institute ©Faortinet Inc. All Rights Reservad 13

Internet Service is a database that contains a list of IP addresses, IP protocols, and port numbers used
by the most common internet services. FortiGate periodically downloads the newest version of this
database from FortiGuard. You can select these as Source or Destination in the firewall policy.

What happens if you need to allow traffic to only a few well-known public internet destinations, such as
Dropbox or Facebook?

When configuring your firewall policy, you can use Internet Service as the destination in a firewall policy,
which contains all the IP addresses, ports, and protocols used by that service. For the same reason, you
cannot mix regular address objects with ISDB objects, and you cannot select services on a firewall policy.
The ISDB objects already have services information, which is hardcoded.

Compared with address objects, which you need to check frequently to make sure that none of the IP

addresses have changed or appropriate ports are allowed, internet services helps make this type of
deployment easier and simpler.
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+ Allows users to define ISDB objects based on a country, region, and city
+ Objects can be used in firewall policies for more granular control over the location of the
parent ISDB object T .
_ Enable 2 Disable ILocatinn‘.[UnitcdKingdom.England.Birmingham
o Croata New ~ | & Edi aC P Port Protocol Status
. - 622421576-62.2421579 1-65535  TCP © Enabled
Geographic Based Internet Service
622421576-62.2421579 1-65535  UDP © Enabled
‘ 622421581-62.2421583 1-65535  TCP © Enabled
New Internet Service
Name Training-Location-1SDB GouglcOther Foenves
Primary Internet Service (& Google-Other - 65I536 ER eI
Country/Region United Kingdom -
Region England ! bé;ti;n;icn
City Birmingham - P
@ View/Edit Entries
FWE Training Institute ©Faortinet Inc. All Rights Reservad 14

Geographic-based ISDB objects allow users to define a country, region, and city. These objects can be
used in firewall policies for more granular control over the location of the parent ISDB object.

ISDB objects are referenced in policies by name, instead of by ID.
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* You can disable ISDB updates so they occur only during a change control window
« Control ISDB updates by using CLI command:

# config system fortiguard
set update—-ffdb [enable | disable]
next
end

+ Once ISDB updates are disabled, other scheduled FortiGuard updates do not update
ISDB

« By default, ISDB updates are enabled

i\lwé'E Training Institute ©Faortinet Inc. All Rights Reservad 15

You can disable ISDB updates so they occur only during a change control window. Once ISDB updates
are disabled, other scheduled FortiGuard updates for IPS, AV, and so on, do not update ISDB. By default,
ISDB updates are enabled.
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+ Recurring

of the week

Scheduling

+ Policies apply only during specific times and on specific days
« Example: A less restrictive /lunch time policy
« The default schedule applies all the time

+ Happens at the same time during specified day(s)

New Schedule

Type M One Time

Name Maintenance

Color [@ Change

= One-time

« Happens only once

Days () Monday
] Thursday
Sunday

[0 Tuesday () Wednesday

() Friday

8 Saturday

All Day

Start Time @ 12:00:00.000 AM
Stop Time 12:00:00.000 AM

New Schedule

Type  Recurring

Name
Color
Start Date
End Date

Maintenance

© Change
04/21/2021 © 06:58:00.000 PM E
04/21/2021 € 07:58:00.000 PM ©

Pre-expiration event log L &

INumberomnysbefcreﬁ 1 I

NSE Training Institute

@ Fortinat Inc. All Rights Resened

=

Schedules add a time element to the policy. For example, you might use a policy to allow backup
software to activate at night, or create a test window for a remote address that is allowed for testing

purposes.

Schedules can be configured and use a 24-hour time clock. There are a few configuration settings worth

mentioning:

* Recurring: If you enable All Day, traffic will be allowed for 24 hours for the days selected. When
configuring recurring schedules, if you set the stop time earlier than the start time, the stop time will
occur the next day. For example, if you select Sunday as the day, 10:00 as the start time, and 09:00
as the stop time, the schedule will stop on Monday at 09:00. If the start and stop time are identical, the
schedule will run for 24 hours.

* One-time: The start date and time must be earlier than the stop date and time. You can also enable
Pre-expiration event log, which will generate an event log N number of days before the schedule

expires, where N can be from 1 to 100 days.
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+ Service determines matching transmission protocol (UDP, TCP, and so on) and port
number
+ Can be predefined or custom
* ALL matches all ports and protocols /9\ .
T &> I~ &
- I Packet " Firewall Policy =y <
+ Create New I ’ m S Category Settings Q
Service Name = Details = IPFQDN = Show In Service List = Ret =
B General @
M@ aLL ANY & Visible
@ ALL TCP TCP/1-65535 0000 © Visible
@ ALL UDP UDP/1-65535 0.000 @ Visible
@ ALL_ICMP ANY @ Vicible
@ ALL ICMPS ANY @ Visible
@ HTTP rw 0,0.0.0 & Visible
@ HTTPS TM ﬁﬂ 0 & Visible
i]"é'E Training Institute ©Faortinet Inc. All Rights Reservad 17

Another criterion that FortiGate uses to match policies is the packet’s service.

At the IP layer, protocol numbers (for example, TCP, UDP, SCTP, and so on) together with source and
destination ports, define each network service. Generally, only a destination port (that is, the server’s
listening port) is defined. Some legacy applications may use a specific source port, but in most modern
applications, the source port is randomly identified at transmission time, and therefore is not a reliable
way to define the service.

For example, the predefined service object named HTTP is TCP destination port 80, and the predefined
service object named HTTPS is TCP destination port 443. However, the source ports last for only a short
time and, therefore, are not defined.

By default, services are grouped together to simplify administration by categories. If the predefined
services don’t meet your organizational needs, you can create one or more new services, service groups,
and categories.
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Knowledge Check
1. What criteria does FortiGate use to match traffic to a firewall policy?
YA Source and destination interfaces
B. Security profiles
2. What must be selected in the Source field of a firewall policy?
YA. At least one address object or ISDB
B. At least one source user and one source address object
i]"é'E Training Institute ©Faortinet Inc. All Rights Reservad 18
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¥ Firewall Policies

| Configuring Firewall Policies
1

() Managing Firewall Policies

Best Practices and Troubleshooting
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Good job! You now understand the components used in firewall policies and matching criteria used by
FortiGate.

Now, you’ll learn how to configure firewall policies.
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Configuring Firewall Policies

Objectives

+ Restrict access and make your network more secure using
security profiles

+ Configure logging
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After completing this section, you should be able to achieve the objectives shown on this slide.
By demonstrating competence in configuring firewall policies, you will be able to apply the correct

settings, such as security profiles, logging, and traffic shaping, to firewall policies on FortiGate, and make
your network more secure.
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Configuring Firewall Policies
+ Mandatory policy name when creating on GUI m

« Can relax the requirement by enabling Allow Unnamed Policies

Relax the requirement for every policy to
have a name when created in GUI

+ Flat GUI view allows:

+ Select by clicking Select Entries x
+ Drag-and-drop Name @ User Internet Service
Incoming Interface [ LAN (port3) Qs - # Create
Qutgoing Interface ™ 1SP1 (port1)
& ADDRESS(17)
config firewall policy Source = LOCAL CLIENT+ T al P
edit 1 o —— D & FABRIC_DEVICE
set name “Training" estination Ba
) = FIREWALL_AUTH_PORTAL_ADDRESS
set uuid 2204966e-47£7-51.. * = FORTINET ' '
Schedule @ always = & gmail.com
Service @ ALL x & LINUX ETH1
s 3 LOCAL CLIENT
Action P eeiul @ DENY & LOCAL_SUBNET
FEATINET & = >
NSE Tralnlng |nst|tute @ Fortinet Inc. All Rights Resanved 21

When you configure a new firewall policy on the GUI, you must specify a unique name for the firewall
policy because it is enabled by default, while it is optional on the CLI. This helps the administrator to
quickly identify the policy that they are looking for. However, you can make this feature optional on the
GUI on the Feature Visibility page by enabling Allow Unnamed Policies.

Note that if a policy is configured without a policy name on the CLI, and you modify that existing policy on
the GUI, you must specify a unique name. The FortiGate flat GUI view allows you to select interfaces and
other objects by clicking or dragging and dropping from the list populated on the right side.

You can select Internet Service as the source. Internet Service is a combination of one or more
addresses and one or more services associated with a service found on the internet, such as an update
service for software.

There are many other options that you can configure in the firewall policy, such as firewall and network
options, security profiles, logging options, and enabling or disabling a policy.

When creating firewall objects or policies, a universally unique identifier (UUID) attribute is added so that
logs can record these UUIDs and improve functionality when integrating with FortiManager or
FortiAnalyzer.

When creating firewall policies, remember that FortiGate is a stateful firewall. As a result, you need to

create only one firewall policy that matches the direction of the traffic that initiates the session. FortiGate
will automatically remember the source-destination pair and allow replies.
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One of the most important features that a firewall policy can apply is security profiles, such as IPS and
antivirus. A security profile inspects each packet in the traffic flow, where the session has already been
conditionally accepted by the firewall policy.

When inspecting traffic, FortiGate can use one of two methods: flow-based inspection or proxy-based
inspection. Different security features are supported by each inspection type.

Note that by default, the Video Filter, VOIP, and Web Application Firewall security profile option is not
visible in the policy page on the GUI. You need to enable them on the Feature Visibility page.
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+ By default, set to Security Events
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If you have enabled logging in the policy, FortiGate generates traffic logs after a firewall policy closes an
IP session.

By default, Log Allowed Traffic is enabled and set to Security Events and generates logs for only the
applied security profiles in the firewall policy. However, you can change the setting to All Sessions,
which generates logs for all sessions.

If you enable Generate Logs when Session Starts, FortiGate creates a traffic log when the session
begins. FortiGate also generates a second log for the same session when it is closed. But remember that
increasing logging decreases performance, so use it only when necessary.

During the session, if a security profile detects a violation, FortiGate records the attack log immediately.
To reduce the number of log messages generated and improve performance, you can enable a session
table entry of dropped traffic. This creates the denied session in the session table and, if the session is
denied, all packets of that session are also denied. This ensures that FortiGate does not have to do a
policy lookup for each new packet matching the denied session, which reduces CPU usage and log
generation.

This option is in the CLI, and is called ses-denied-traffic. You can also set the duration for block
sessions. This determines how long a session will be kept in the session table by setting block-
session-timer in the CLI. By default, it is set to 30 seconds.

If the GUI option Generate Logs when Session Starts is not displayed, this means that your FortiGate
device does not have internal storage. This option is on the CLI, regardless of internal storage, and is
called set logtraffic-start enable.
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You can configure two types of traffic shapers: shared and per IP.

A shared shaper applies a total bandwidth to all traffic using that shaper. The scope can be per policy or
for all policies referencing that shaper. FortiGate can count the packet rates of ingress and egress to
police traffic.

FortiGate allows you to create three types of traffic shaping policies:

» Shared policy shaping: bandwidth management of security policies

* Per-IP shaping: bandwidth management of user IP addresses

» Application control shaping: bandwidth management by application

When creating traffic shaping policies, you must ensure that the matching criteria is the same as the

firewall policies you want to apply shaping to. Note that these apply equally to TCP and UDP, and UDP
protocols may not recover as gracefully from packet loss.
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By default, IPv4 and IPv6 policies are combined into a single consolidated policy, rather than creating and
maintaining two different policy sets for IPv4 and IPv6.

You can share the Incoming Interface, Outgoing Interface, Schedule, and Service fields with both
IPv4 and IPv6. For source addresses, destination addresses, and IP pool, you must select addresses for
both IPv4 and IPv6.

While configuring a consolidated firewall policy, you can configure a policy with IPv4 source addresses,
IPv4 destination addresses, and an IPv4 IP pool, without specifying any IPv6 references. You can also
configure the policy with the same behavior for IPv6. However, if you want to combine IPv4 and IPv6, you
must select both IPv4 addresses and IPv6 addresses in the Source and Destination address fields in
the firewall policy.The IP version of the sources and destinations in a policy must match. For example, a
policy cannot have only an IPv4 source and an IPv6 destination. The policy table in the GUI can be
filtered to show policies with IPv4, IPv6, or IPv4 and IPv6 sources and destinations.

Note that, by default, the IPv6 option is not visible in the policy table on the GUI. You must enable IPv6
on the Feature Visibility page.
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Knowledge Check

1. To configure a firewall policy, you must include a firewall policy name when configuring

using the
A. cL
¥'B. GuUI

2. What is the purpose of applying security profiles to a firewall policy?
A. To allow access to specific subnets
' B.  To protect your network from threats, and control access to specific applications and URLs
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Good job! You now understand how to configure firewall policies on FortiGate.

Next, you'll learn how to manage and fine-tune settings for firewall policies.
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Managing Firewall Policies

Objectives

+ |dentify policy list views
* Understand the use of policy IDs

+ |dentify where an object is referenced

NSE Training Institute

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in managing firewall policies, you will be able to understand the use of the

policy ID of a firewall policy. Also, you will be able to pinpoint object usage, and simplify policies using
object groups.
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* Interface Pair View
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Firewall policies appear in an organized list. The list is organized either in Interface Pair View or By
Sequence.

Usually, the list will appear in Interface Pair View. Each section contains policies for that ingress-egress
pair. Alternatively, you can view your policies as a single, comprehensive list by selecting By Sequence
at the top of the page.

In some cases, you won’t have a choice of which view is used.

If you use multiple source or destination interfaces, or the any interface in a firewall policy, you cannot
separate policies into sections by interface pairs—some would be triplets or more. So instead, policies
are then always displayed in a single list (By Sequence).

To help you remember the use of each interface, you can give them aliases by editing the interface on
the Network page. For example, you could call port1 ISP1. This can help to make your list of policies
easier to understand.
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When you edit the policy, policy information will be visible.
This feature is very useful if an administrator wanted to check the policy usage, such as last used, first
used, hit count, active sessions, and so on.
FortiGate Security 7.0 Study Guide 134



Firewall Policies

DO NOT REPRINT

CODRDTINET
JIN TN ]

Policy ID

+ Firewall policies are primarily ordered on a top-down basis
config firewall policy

+ Policy IDs are identifiers: edit <policy id>
+ The policy ID is assigned by the system when the rule is created end -
« The ID number never changes as rules move higher or lower in the sequence
« Policy IDs are not displayed by defaulton the GUI

Source Diestination Schedule
E B port3 — M port1 @
: config firewall policy
-E Block FTP 1l = all @ DENY :
Ba £ edit 2
E Ful_Access g LOCAL SUBNET 2 al « NCCEPT @ Enabled set name " Block_FTP"
[E] ™ port3 —~ M port2 @ next
edit 1

« ACCEPT @& Enabled

set name “Full Access"

FEIATINET

E Training Institute ©Faortinet Inc_ All Rights Reserad 3

An important concept to understand about how firewall policies work is the precedence of order, or, if you
prefer a more recognizable term, first come, first served.

Policy IDs are identifiers. By default, policy IDs are not displayed on the policy list GUI. You can add a
policy ID column using the Configure Table settings icon.

FortiGate automatically assigns a policy ID when you create a new firewall policy on the GUI. The policy
ID never changes, even if you move the rule higher or lower in the sequence.

If you enable Policy Advanced Options, then you can manually assign a policy ID, while creating a new
policy. If a duplicate entry is found, the system produces an error, so you can assign a different available
policy ID number.

Policy Advanced Options is not available on the GUI by default, you must enable it on the Feature
Visibility page.
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* You can reference address and service objects individually, or use groups to simplify
policy configuration
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To simplify administration, you can group service and address objects. Then, you can reference that
group in the firewall policy, instead of selecting multiple objects each time, or making multiple policies.

This slide shows that four services are used to configure the policy: HTTP, HTTPS, FTP, and DNS. DNS
is used by browsers to resolve URLs to IP addresses because people remember domain names for
websites instead of IP addresses. If you need to make many policies for web and FTP traffic, then it
makes sense to create a service object named Web-FTP. That way, you don’t have to manually select all
four services each time you make a policy. Policies can reference the Web-FTP service group instead.

Also, you can consolidate source addresses in source groups.
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You've just seen several component objects that can be reused as you make policies. What if you want to
delete an object?

If an object is being used, you can’t delete it. First, you must reconfigure the objects that are currently
using it. The GUI provides a simple way to find out where in the FortiGate’s configuration an object is
being referenced. Take a look at the numbers in the Ref column. They are the number of places where
that object is being used. The number is actually a link, so if you click it, you can see which objects are
using it.

In the example shown on this slide, the all address object is being used by the Training address group
and three firewall policies. If you select a firewall policy, you can use the Edit, View List, and View
Properties tabs.

« Edit: allows you to edit the selected object. In this example, it shows the edit page for the firewall
policy ID 1.

* View List: allows you to view selected objects in its category. In this example, it will show you the list
of all the firewall policies.

* View Properties: shows where the object is used in that configuration. In this example, address object
all is being used in the destination address and source address of that firewall policy.
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You can right-click any firewall policy to see different menu options to edit or modify the policy. The
options include enabling or disabling a firewall policy, inserting firewall policies (above or below), copying
and pasting policies, and cloning reverse (only if NAT is disabled on that policy).

Clicking Edit in CLI opens the CLI console for the selected firewall policy or object. It shows the
configured settings on the CLI and can modify the selected firewall policy or object directly on the CLI

Console.
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You can filter firewall policies on the GUI using filters in each column. You can add the ID column and
then click the ID column filter icon to filter and search policies based on policy id numbers. You can click
the Name filter icon to search policies based on policy name, and so on.
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Knowledge Check

1. If you configure a firewall policy with the any interface, you can view the firewall policy
list only in which view?
YA, The By Sequence View
B. The Interface Pair View
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Good job! You now understand how to manage firewall policies on FortiGate.

Now, you’ll learn about best practices and troubleshooting related to firewall policies.
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Objectives
+ |dentify naming restrictions for firewall policies and objects
« Reorder firewall policies for correct matching
* Demonstrate how to find matching policies for traffic type
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After completing this section, you should be able to achieve the objectives shown on this slide.
By demonstrating competence in knowing firewall policy restrictions and using policy matching

techniques, you will be able to apply best practices and basic troubleshooting techniques when working
with firewall policies.
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* Most firewall object name fields
accept up to 35 characters

object name:
* Numbers: 0 to 9

- Letters: A to Z (uppercase and lower
case)

+ Special characters: hyphen - and
underscore _

« Spaces
= Avoid using spaces in general

* Some special characters are
supported in passwords,
comments, replacement
messages, and so on
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Naming Rules and Restrictions

« Supported characters in a firewall Policy & Objects> Addresses
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When configuring names for firewall objects, only specific characters are supported. For example,

Training (LAN) is not a valid name for an address object because it includes special characters that
are not supported. Although spaces are supported in the names, as a best practice, avoid using spaces

in names. Instead, use a hyphen or underscore. Using spaces can cause issues when trying to modify on

the CLI, or troubleshooting.

However, many special characters are supported in passwords, comments, replacement messages, and

SO on.
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Best Practices

+ Test policies in a maintenance window before deploying in production
« Test policy for a few IP addresses, users, and so on

+ Be careful when editing, disabling, or deleting firewall policies and objects
« Changes are saved and activated immediately
+ Resets active sessions

* Create firewall policies to match as specifically as possible
+ Example: Restrict firewall policies based on source, destination, service
+ Use proper subnetting for address objects

* Analyze and enable appropriate settings on a per-policy basis
« Security profiles
« Logging settings
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Always plan a maintenance window and create a test case for a few IP addresses and users, before
implementing configuration changes in the production network. Any configuration changes made using
the GUI or CLI take effect immediately, and can interrupt service.

As a best practice, try to configure firewall policies as specifically as possible. This helps to restrict
access to only those resources. For example, use correct subnets when configuring address objects.

Another setting worth mentioning is security profiles. Security profiles help to provide appropriate security
for your network. Proper logging configuration can also help you to analyze, diagnose, and resolve
common network issues.
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Remember you learned that only the first matching policy applies? Arranging your policies in the correct
position is important. It affects which traffic is blocked or allowed. In the section of the applicable interface
pair, FortiGate looks for a matching policy, beginning at the top. So, you should put more specific policies
at the top; otherwise, more general policies will match the traffic first, and more granular policies will
never be applied.

In the example shown on this slide, you’re moving the Block_FTP policy (ID 2) that matches only FTP
traffic, to a position above a more general Full_Access (accept everything from everywhere) policy.
Otherwise, FortiGate would always apply the first matching policy in the applicable interface pairs—
Full_Access—and never reach the Block_FTP policy.

When moving the policies across the policy list, policy IDs remain unchanged.

Note that FortiGate assigns the next highest available ID number as policies are created.

Note that policy IDs are identifiers and are not displayed by default on the policy list GUI. You can add a
policy ID column using the Configure Table settings icon.
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Combining Firewall Policies

* Check the settings before combining firewall policies
« Source and destination interfaces
= Source and destination addresses
« Services
« Schedules
= Security profiles
* Logging
= NAT rules
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In order to optimize and consolidate firewall policies, always check all configured settings. In the example
shown on this slide, the two firewall policies have differences in terms of services, security profiles, and
logging settings. You can consolidate these two firewall policies by combining services and choosing

appropriate logging settings.

If you select Security Events (UTM) for the logging settings, traffic logs will not be generated for

ALL_ICMP traffic.

Note that the ALL_ICMP service is not subject to web filter and antivirus scans, which means that
applying these security profiles to the ICMP traffic will result in the traffic passing through without being

inspected.
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+ Identify matching policy without real traffic
« Does not generate any packets

+ Searches matching policy based on input criteria
e ertace Policy & Objects > Firewall Policy
« Protocol

Palicy Lookup
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You can find a matching firewall policy based on the policy lookup input criteria. Policy lookup creates a
packet flow over FortiGate without real traffic. From this, policy lookup can extract a policy ID from the
flow trace and highlight it on the GUI policy configuration page.

Depending on the protocol you select (for example, TCP, UDP, IP, ICMP, and so on), you need to define
other input criteria. For example, when you select TCP as the protocol, you need to define the source
address, source port (optional), destination port, and destination address. When you select ICMP as the
protocol, you need to define the ICMP type/code, source address, and destination address.

When FortiGate is performing policy lookup, it performs a series of checks on ingress, stateful inspection,
and egress, for the matching firewall policy, from top to bottom, before providing results for the matching

policy.

Note that if the firewall policy status is set to disable, the policy lookup skips the disabled policy and
checks for the next matching policy in the list.
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il ' = 2 = Destination Port 443
2 FTP = all = all ® always @Fre « ACCEPT @ Enabled
3 Training2 & LOCAL SUBNET 2 Fortinet_FQDN @ always @ ALL ICMP " ACCEPT @ Enabled _I Chow
& Web Access
ID Name Source Destination Schedule Service Action NAT
[E ™ port3 — M portl ©
2 FTP B al & all @ always @ FTP « ACCEPT @ Enabled
3 Training2 LOCAL_SUBNET &= Fortinet_FQDN [® always @ ALLICMP + ACCEPT © Enabled
I3 Web Access
ﬁ'é'E Training Institute ©Faortinet Inc. All Rights Reservad 44

Based on the input criteria, after clicking Search, the trace result is selected and highlighted on the

Firewall Policy page.

Why didn’t policy ID #1 or ID #2 match the input criteria?

Because policy ID #1 status is set to disable, policy lookup skips the disabled policy. For firewall policy

ID #2 , it doesn’t match the destination port specified in the policy lookup matching criteria.
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Knowledge Check

1. Which of the following naming formats is correct when configuring a name for a firewall
address object?

YA, Good_Training
B. Good(Training)

2. What is the purpose of the policy lookup feature on FortiGate?
YA Tofinda matching policy based on input criteria
B. To block traffic based on input criteria
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Lesson Progress

J Firewall Policies

\/ 'Configuring Firewall Policies

1

.;/ 'Managing Firewall Policies

/ 'Best Practices and Troubleshooting
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Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in the lesson.
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Review

v" |dentify components of firewall policies
v |dentify how FortiGate matches traffic to firewall policies

v Restrict access and make your network more secure using security
profiles

Configure logging

Identify policy list views

Understand the use of policy IDs

Identify where an object is referenced

Identify naming restrictions for firewall policies and objects
Reorder firewall policies for correct matching

v Demonstrate how to find matching policies for traffic type

FENTIRET
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O W T

This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned how to configure, use, and manage
firewall policies.
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In this lesson, you will learn how to configure network address translation (NAT) and use it to implement
source NAT and destination NAT for the traffic passing through FortiGate.
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Lesson Overview

Introduction to NAT

" Firewall Policy NAT

" Central NAT

1
- Session Helpers

| Sessions

Best Practices and Troubleshooting
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In this lesson, you will learn about the topics shown on this slide.
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Introduction to NAT

Objectives

« Understand NAT and port address translation (PAT)
« Understand the different configuration modes available for NAT

NSE Training Institute 3

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in understanding how NAT and PAT work, and the available NAT configuration
modes, you will have a good start for planning the implementation of NAT in your network.
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NAT and PAT

- NAT

+ Changes the IP layer address of a packet

= Some protocols, like SIP, have addresses ' o
at the application layer, requiring session helpers or proxies = 0

+ Source NAT (SNAT) D
+ Destination NAT (DNAT)

« PAT (NAT 0V€l’|08d) Destination IP address
« Map multiple private IPv4 addresses to a single public IP Destination port
address by using different source ports

* NAT64 and NAT46

+ A mechanism that allows IPv6 addressed hosts to N7 - .
communicate with IPv4 addressed hosts and the reverse a~ SourcelP sddiess
« NAT66 : Source port

= NAT between two IPv6 networks

r:.'gE Training Institute ©Fortinet Inc. All Rights Reserved 4

NAT is the process that enables a single device, such as a firewall or router, to act as an agent between the
internet, or public network, and a local, or private, network.

NAT is usually implemented for one, or a combination, of the following reasons:

* Improved security: The addresses behind the NAT device are virtually hidden.

» Amplification of addresses: Hundreds of computers can use as few as one public IP address.

+ Internal address stability: The addresses can stay the same, even if internet service providers (ISPs)
change.

NAT and PAT, also known as NAPT, translate internal, typically private, IP addresses to external, typically
public or internet, IP addresses. In FortiOS, NAT and traffic forwarding apply to the same firewall policy.
However, diagnostics clearly show NAT and forwarding as separate actions.

* For outgoing connections: you can use the NAT option in a central SNAT, IP pool, and central SNAT table,
which is known as source NAT.

* For incoming connections: you can use virtual IPs (VIPs) and DNAT, which are known as destination
NAT.

NAT64 and NAT46 are the terms used to refer to the mechanism that allows IPv6 addressed hosts to
communicate with IPv4 addressed hosts and the reverse. Without this mechanism, an IPv6 node on a
network, such as a corporate LAN, would not be able to communicate with a website that was in an IPv4-only
environment, and IPv4 environments would not be able to connect to IPv6 networks.

NATG66 is NAT between two IPv6 networks.
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Configuration Modes for NAT

* There are two ways to configure SNAT and DNAT:

« Firewall policy NAT
« SNAT and DNAT must be configured for each firewall policy
» SNAT uses the outgoing interface address or configured IP pool
* DNAT uses the configured VIP as the destination address

« Central NAT
« SNAT and DNAT configurations are done per virtual domain
+ It applies to multiple firewall policies, based on SNAT and DNAT rules

» SNAT rule is configured from central SNAT policy
» DNAT is configured from DNAT and VIPs

r:.'gE Training Institute ©Fortinet Inc. All Rights Reserved 5

When you use firewall policy NAT mode, you must configure SNAT and DNAT for each firewall policy.

Central NAT configurations are done per virtual domain, which means SNAT and DNAT configurations
automatically apply to multiple firewall policies. This is according to the SNAT and DNAT rules that you
specify, as opposed to each firewall policy in firewall policy NAT.

As a best practice, when you use central NAT, you should configure specific SNAT and DNAT rules so that
they match only the desired firewall policies in your configuration.

Both firewall policy NAT and central NAT produce the same results; however, some deployment scenarios are
best suited to firewall policy NAT and some are best suited to central NAT.

Firewall policy NAT is suggested for deployments that include relatively few NAT IP addresses and where
each NAT IP address would have separate policies and security profiles. Central NAT is suggested for more
complex scenarios where multiple NAT IP addresses have identical policies and security profiles, or in next
generation firewall (NGFW) policy mode, where the appropriate policy may not be determined at the first
packet.
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Knowledge Check

1. What is NAT used for?

YA Preserving IP addresses
B. Traffic shaping

2. Which statement about NAT66 is true?
w/ A. Itis NAT between two IPv6 networks.
B. Itis NAT between two IPv4 networks.

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 5
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Lesson Progress

( ' Introduction to NAT

| Firewall Policy NAT

" Central NAT

.~ Session Helpers

| Sessions

s

( Best Practices and Troubleshooting
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Good job! You now know about NAT.

Now, you’ll learn about firewall policy NAT.
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Firewall Policy NAT

Objectives

+ Configure a firewall policy to perform SNAT and DNAT (VIP)
« Apply SNAT with IP pools
« Configure DNAT with VIPs or a virtual server

NSE Training Institute 8

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in these areas, you will be able to configure firewall policies and apply
appropriate SNAT and DNAT, and understand how it is applied to the traffic traversing through FortiGate.
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Firewall Policy SNAT

* There are two ways to SNAT traffic:
* Using the outgoing interface address

= Using the dynamic IP pool

Edit Policy

Name @
Incoming Interface
Outgoing Interface

Source

Destination

Schedule

Service

Action

Inspection Mode |RILWEELLLN Proxy-based

Firewall / Network Options

NAT

IP Pool Configuration

Full_Access

™ port3 i

® port1 -

& LOCAL_SUBNET x
+

S all x
+

[® always -

© ALL x
+

S se=al @ DENY

C.

I Use Dynamic IP Pool

NSE Training Institute

© Fortinet Inc. All Rights Reserved.

There two ways to configure firewall policy SNAT:
+ Use the outgoing interface address
+ Use the dynamic IP pool
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Firewall Policy SNAT Using the Outgoing Interface
192.168.10.10
Firewall policy =
with matching SNAT rule R A
wan1 IP address: 203.0.113.10 =~ W2
il -
Source IP address: Source |P address:
10.10.10.10 203.0.113.10
Source port: 1025 —— Source port: 30912
- - //
Destination IP address: wan1 Destination IP address:
192.168.10.10 203.0.113.10 192.168.10.10
Destination Port: 20 Destination Port: 50
L )
o
o .o -
‘.10,10.‘!0,10
':T“E Training Institute © Fortinet Inc. All Rights Reserved 10

The source NAT option uses the egress interface address when NAT is enabled on the firewall policy. This is
many-to-one NAT. In other words, PAT is used, and connections are tracked using the original source
address and source port combinations, as well as the allocated source port. This is the same behavior as the
overload IP pool type, which you will also learn about.

Optionally, you may select a fixed port, in which case the source port translation is disabled. With a fixed port,
if two or more connections require the same source port for a single IP address, only one connection can
establish.

In the example shown on this slide, a firewall policy from internal to wan1 (IP address 203.0.113.10) is
created, and the user initiates traffic from source 10.10.10.10:1025 destined for 192.168.10.10:80.

Because NAT is enabled on the firewall policy, the source IP address is translated to the egress interface IP,
with port translation.
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Network Address Translation (NAT)

IP Pools

+ There are four types of IP pools:
* Overload (default)
* One-to-one
+ Fixed port range
+ Port block allocation

* |IP pools define a single IP address or a range of IP addresses to be used as the source
address for the duration of the session

« |P pools are usually configured in the same range as the interface IP address

New Dynamic IP Pool

MName
Comments V 0/255
Type One-to-One  Fixed Port Range  Port Block Alloca:iunl
External IP address/range @  0.0.0.0-0.0.0.0
ARP Reply L &
FEATnET
NSE Tl‘alnlrlg lnsﬂtute © Fortinet Inc. All Rights Reserved.

Action

Policy & Objects > Firewall Policy

Edit Policy

Name @ Full_Access

Incoming Interface | port3 -

Outgoing Interface o portl -

Seurce B LOCAL SUBNET ®
+

Destination B an *
+

Schedule [8 atways -

Service WALL x

+

" ACCEPT R=Meariy

Inspection Mode  EEENEETEE Proxy-based

Firewall / Network Options

NAT
IP Pool Configuration

L

Use Outgoing Interface Address

@ INTERNAL-HOST-EXT-IP
+

4

IP pools are a mechanism that allow sessions leaving the FortiGate firewall to use NAT. An IP pool defines a
single IP address or a range of IP addresses to be used as the source address for the duration of the session.
These assigned addresses are used instead of the IP address assigned to that FortiGate interface.

IP pools are usually configured in the same range as the interface IP address.

When you configure the IP pools that will be used for NAT, there is a limitation that you must take into
account. If the IP addresses in the IP pool are different from the IP addresses that are assigned to the
interface(s), communications based on those IP addresses may fail if the routing is not properly configured.
For example, if the IP address assigned to an interface is 172.16.100.1/24, you cannot choose
10.10.10.11t010.10.10.50 for the IP pool unless appropriate routing is configured.

There are four types of IP pools that you can configure on the FortiGate firewall:

* Overload

* One-to-one

» Fixed port range

» Port block allocation
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IMMNL_ 1

|IP Pool Type—Overload

Firewall policy
With matchmg SNAT + IP pool enabted

192.168.10.10

wan1 IP pool: 21 s2—2 113.5 s
-
5 ~ '-._ 1 o
Source IP address: l

16.10.10.30 Source IP address:

Source port: 1025 203.0.113.2
Destination IP address: Source port: 3095?

192.168.10.10 wan1

203.0.113.10 Destination IP address:

1922.168.10.10

Destination port: 20

Destination port: 50

e

10.10.10.10

FoATINET

SE Training Institute

© Fortinet Inc. All Rights Reserved.

If you use an IP pool, the source address is translated to an address from that pool, rather than the egress

interface address. The larger the number of addresses in the pool, the greater the number of connections that
can be supported. For example, in an enterprise network where you require a greater number of connections,
or in a network where you want one subnet to use one specific public IP over another to restrict access based

on source |IP address.

The default IP pool type is overload. In the overload IP pool type, a many-to-one or many-to-few relationship
and port translation is used.

In the example shown on this slide, source IP 10.10.10.10 is translated to an IP address from the IP pool
(203.0.113.2 - 203.0.113.5).
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IP Pool Type—One-to-One

* The IP pool type one-to-one associates an internal IP with a pool IP on a first-come, first-

served basis
« PAT is disabled

STUDENT 4 get system session list
PROTO EXPIRE SOURCE SOURCE-NAT
DESTINATION-NAT
tcp 3598 10.0.1.10:2706 10.200.1.6:2706
Lep 3598  10.0.1.10:2704 10.200.1.6:2704
tcp I3596  10.0.1.10:2702 10.200.1.6:2702]
tep 3599 10.0.1.10:2700 10.200.1.6:2700
tcp 3599 10.0.1.10:2698 10.200.1.6:2698
tcp 3598  10.0.1.10:2696 10.200.1.6:2696
udp 174 10.0.1.10:2694 -
udp 173 10.0.1.10:2690 -

DESTINATION
10.200.1.254:
10.200.1.254:
10.200.1.254:
10.200.1.254:
10.200.1.254:
10.200.1.254:
10.0.1.254:
10.0.1.254:

80
80
80
443
80
443
53
53

NSE Training Institute

© Fortinet Inc. All Rights Reserved.

« Refuses the connection if there is no unallocated address

=

In the one-to-one pool type, an internal IP address is mapped with an external address on a first-come, first-

served basis.

There is a single mapping of an internal address to an external address. Mappings are not fixed and, if there
are no more addresses available, a connection will be refused.

Also, in one-to-one, PAT is not required. In the example on this slide, you can see the same source port is

shown for both the ingress and egress address.
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IP Pool Type—Fixed Port Range

* The fixed port range IP pool type associates an internal IP range with an external IP

range
« Atype of PAT

STUDENT # get system session list

PROTO  EXPIRE SOURCE SOURCE-NAT DESTINATION DESTINATION-NAT
tcp 3574  10.0.1.11:60843 10.200.1.8:60843 216.23.154.83:80 -

tep 3570 [L0.0.1.11:60809 10.200.1.8:60809] 216.23.154.81:80 -

tcp 3590 10.0.1.11:60819 10.200.1.8:60819 216.23.154.74:80 -

tep 3599  10.0.1.11:60817 10.200.1.8:60817 216.23.154.74:80 -

tcp 3586 10.0.1.11:60815 10.200.1.8:60815 216.23.154.81:80 -

tep 3564  10.0.1.11:60807 10.200.1.8:60807 216.23.154.74:80 -

tcp 9 [L0.0.1.10:7112 10.200.1.7:7112] 10.200.1.254:80 -

tep 7 10.0.1.10:7110 10.200.1.7:7110 10.200.1.254:80

tcp 5 10.0.1.10:7108 10.200.1.7:7108 10.200.1.254:80

tep 3 10.0.1.10:7106 10.200.1.7:7106 10.200.1.254:80 -

tcp 1 10.0.1.10:7104 10.200.1.7/:7/104 10.200.1.254:80 -
m"m'ET Training Institute ©Fortinet Inc. All Rights Reserved.

For the overload and one-to-one IP pool types, you do not need to define the internal IP range. For the fixed
port range type of IP pool, you can define both the internal IP range and external IP range.

Because each external IP address and the number of available port numbers is a specific number, if the
number of internal IP addresses is also determined, you can calculate the port range for each address
translation combination. This type of IP pool is called fixed port range and is a type of port address translation

(PAT).

The fixed port range allows fixed mapping of the internal start IP or internal end IP range to the external start
IP or external end IP range.

The example on this slide shows a fixed port range IP pool. The internal address range 10.0.1.10 to
10.0.1.11 maps to the external address range 10.200.1.7 to 10.200.1.8.
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* The port block allocation IP pool type assigns a block size and number per host for a
range of external IP addresses

« Using a small 64-block size and one block
* hping --faster —p 80 —-S 10.200.1.254

STULDENT # diagnose sys session stat
misc info: | sessicn count=79 |Setu.p_:a‘.:e=-3 exp count=0 clash=0
memory_tension drop=0 ephemeral=0/65536 removeahle=0
delete=0, flush=0, dev_down=0/0 ses_walkers=0
TCP sessions:
2 _in FSTARLISHED =tate
|74 in syw sent state |
1 in CILOSE WAIT state

* Using an overload type
* hping --faster—p 80 -S 10.200.1.254

STULENT # diagnose sys siop =tat
misc info: session_count=10227 |setup rate=982 exp count=0 clash=0
memory_r.en.‘ an_ =0 ephnemeral=0/65536 removeable=0
delete=0, flush=0, dev_down=0/0 ses_walkers=0
TCP sessions:
34 in ESTABLISHED state
| 10117 in SYN SENT stace |
1 in SYN_RECV state

FoATINET
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IP Pool type port block allocation is also a type of PAT. It gives users a more flexible way to control the way
external IPs and ports are allocated.

Users need to define Block Size and Block Per User and the external IP range. Block Size means how
many ports each block contains. Block per User means how many blocks each host or (internal IP) can use.

The two CLI outputs shown on this slide illustrate the behavior difference between the port block allocation IP
pool type and the default overload IP pool type.

Using hping, a rogue client generates many SYN packets per second. In the first example, the port block
allocation type limits the client to 64 connections for that IP pool. Other users will not be impacted by the
rogue client.

In the second example, the overload type imposes no limits, and the rogue client uses many more
connections in the session table. Other users will be impacted.

The port block allocation timeout period is configurable on the FortiGate CLI.
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VIPs

« DNAT objects

+ Default type is static NAT
« Can be restricted to forward only certain ports

* On the CLI, you can specify 1oad-balance or server-load-balance

+ Virtual IPs (VIPs) should be routable to the external facing (ingress) interface for return

Edit Virtual 1P Edit Policy
i Web-Server-Attess
ViPtype  IPvd
Werface o portl
Mame VIP-INTERNAL-HOST
Outgoing Interface & port3
Comments ariss =
. Source = all »
Color &  Change +
Destination & VIP-INTERNAL-HOST
MNetwork *
Inbertace # portl T ___.--"“-‘ Schedule & always -
Type Static NAT Service HTTP x
External IP address/range @ 100.64.100.22 @ HTTPS N
+
Mapped P address/range 100.1.10 e m B oET
“® Optional Filters nspection Mode roxy-based
Firewall / Network Options
I Port Forwarding
= MNAT »
FOATINET =
NSE Training Institute ©Fortinet Inc. All Rights Reserved. 16

VIPs are DNAT objects. For sessions matching a VIP, the destination address is translated; usually a public
internet address is translated to the private network address of a server. VIPs are selected in the firewall
policy’s Destination field.

The default VIP type is static NAT. This is a one-to-one mapping, which applies to incoming and outgoing
connections; that is, an outgoing policy with NAT enabled would use the VIP address instead of the egress
interface address. However, this behavior you can override using an IP pool.

You can restrict the static NAT VIP to forward only specific ports. For example, connections to the external IP
on port 8080 map to the internal IP on port 80.

On the CLI, you can select the NAT type as 1oad-balance and server-load-balance. Plain load
balancing distributes connections from an external IP address to multiple internal addresses. Server load
balancing builds on that mechanism, using a virtual server and real servers, and provides session persistence
and server availability check mechanisms.

VIPs should be routable to the external facing (ingress) interface. FortiOS responds to ARP requests for VIP
and IP pool objects. ARP responses are configurable.

FortiGate Security 7.0 Study Guide 167



Network Address Translation (NAT)

DO NOT REPRINT
HORTHNET —

VIP Example

Firewall policy 192.168.10.10
with destination address virtual IP + Static NAT g
wan1 IP address: 203.0.113.10 & s
o | W .S
Y L >

_ S B <
S

Source IP address:

192.168.10.10
10.10.10.10 e
KU Destination |IP address:
< 203.0.113.92
<7l l Destination port: 80
A\\.T &
VIP translates destination
203:0:113.22 —>» 1D0:10:10:10
FoATINET
NSE Training Institute ©Fortinet Inc. All Rights Reserved. 17

In the example shown on this slide, source IP address 192.168.10.10 is trying to access destination IP
address 203.0.113.22 over port TCP 80.

Connections to the VIP 203.0.113.22 are NATed to the internal host 10.10.10.10.

Because this is a static NAT, all NATed outgoing connections from 10.10.10.10 will use VIP address
203.0.113.22 in the packet’s IP source field and not the egress interface IP address 203.0.113.10.
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Matching Policies—VIP
+ Default behavior: firewall address objects do not match VIPs
+ Doesn'’t block an egress-to-ingress connection, even when the deny policy is at the top of the list
- VIP policy (WAN to LAN)
ID Name Source Destination Schedule Service Action
=] ™ PO [l PO 2
2 Deny BEDenylr RTall @ always o ALL @ DENY
3 Allow_access B al @ Web_server  [@ always g ALL v ACCEPT
» Two ways to resolve it by modifying the deny policy:
+ Enable match-vip in deny policy + Set the destination address as VIP object
config firewall policy config firewall policy
edit <policy ID for deny> edit <policy ID for deny>
set match-vip enable is E =
end
ﬁ"gﬁ Training [nsﬂtute © Fortinet Inc. All Rights Reserved. 18

In FortiOS, VIPs and firewall address objects are completely different. They are stored separately with no
overlap. By default, firewall address objects do not match VIPs. In the example shown on this slide, the all
address object as a destination in the first policy does not include any VIPs, so traffic destined to the
Webserver VIP skips the first policy and matches the second Allow_access. In order for the first policy to
match the VIP, you need to either edit the policy on the CLI and set match-vip enable, which allows
address objects to match the VIP address, or change the destination address of the first policy to be the VIP
in question.

Traffic is permitted to fall through to the next policy; however, when you use VIP firewall policies, there can be
some exceptions.

When VIP(s) are configured, for incoming (WAN to LAN) connections, it will be first matched against the VIP
table.

In the example shown on this slide, a firewall policy from WAN to LAN is configured with a specific source
and the action is Deny. There is a second firewall policy that is allowing access to the VIP (the destination
address). Even though the deny firewall policy is at the top of the list, the denied source is still allowed by the
second firewall policy to access the VIP.

In order to block traffic from the denied source, you must enable set match-vip enable in the deny
firewall policy, which skips the VIP ID checking. Alternatively, you can configure the destination address as
the virtual IP in the deny policy instead of all.

Note set match-vip enable | disable is only available for firewall policy when the action of the
policy is set to deny.
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Knowledge Check

1. What is the default IP pool type?
A.  One-to-one
*/ B. Overload

2. Which of the following is the default VIP type?
YA, static-nat
B. load-balance

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 19
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,/ Firewall Policy NAT
M

(" ) Central NAT

.~ Session Helpers

| Sessions

s

( Best Practices and Troubleshooting
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Good job! You now understand firewall policy NAT.

Now, you’ll learn about central NAT.
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Central NAT

Objectives
+ Configure central NAT

NSE Training Institute

After completing this section, you should be able to achieve the objective shown on this slide.

By demonstrating competence in configuring central NAT to perform SNAT and DNAT, you will be able to use
NAT on a more granular level to control IP address, protocol, and port translation.
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Central NAT
+ Enabled or disabled on the GUI or CLI % Policy & Objects
_ System > Settings > Central SNAT |

NGFW Mode Policy-based

Central SNAT @©

config system settings
set central-nat {enabhle|disable}
end

« Must remove VIP and IP pool references from existing policies

config system settings
set central-nat enable
Cannot enable central-nat with firewall policy using vip (id=2) |

» Once enabled, these two options are available on the GUI:
» Central SNAT
+ DNAT & Virtual IPs

* Central SNAT is mandatory for NGFW policy-based mode

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved.
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By default, central NAT is disabled. You can enable it on the CLI or the GUI. After central NAT is enabled, the

following two options are available to be configured on the GUI:
+ Central SNAT
» DNAT & Virtual IPs

What happens if you try to enable central NAT, but there are still IP pools or VIPs configured in firewall

policies?

The CLI will not allow this and presents a message referencing the firewall policy ID with the VIP or IP pool.
You must remove VIP or IP pool references from existing firewall policies in order to enable central NAT.

Central SNAT is mandatory for the new NGFW policy-based mode. This means SNAT behaves only

according to the NAT settings found by clicking Policy & Objects > Central SNAT.
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Central SNAT
+ SNAT configuration changes when you enable central NAT

Central NAT Enabled Steps to Configure

SNAT 1. Define IP pool or use outgoing interface address
2. Configure central SNAT policy

+ Central SNAT rules process from top to bottom
« SNAT policy is selected according to the configuration of the firewall policy that matches the traffic
« |If no matching central SNAT rule exists, NAT will not be applied

* Matching criteria is based on:

= Source interface
« Destination interface

* Source address [Policy &IObjects S Contral SNAT!

2 Destjnatlon address D From To Source Address Destination Address Translated Address
* Protocol
* Source port 1 ® LAN (port3) ® WAN1(portl) T all Sall @ SNAT-Pool
* Most protocols i e
don't need this 2 ™ portd = WANZ (port2) = LOCAL_SUBNET = REMOTE_SUBNET @ INTERNAL-HOST-EXT-IP
NSE Training Institute ©Fortinet Inc. All Rights Reserved. 23

You can have more granular control, based on source and destination interfaces in the central SNAT policy,
over traffic passing through firewall policies.

You can now define matching criteria in the central SNAT policy, based on:
* Source interface

» Destination interface

* Source address

» Destination address

* Protocol

» Source port

A matching central SNAT policy is mandatory for all firewall policies. If there is no matching SNAT policy, no
NAT will be applied and a session is created using the original source IP address.

If the central SNAT policy criteria matches the traffic based on multiple firewall policies, the central SNAT
policy is applied to those firewall policies.

Similar to firewall policies, a central SNAT policy is processed from top to bottom and, if a match is found, the
source address and source port are translated based on that central SNAT policy.
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Central SNAT Polic SourcelP: 203.0.113.5

i Source port; 12543

Source Interface internal : Firewall Polic

Destination Interface wan1 Destination IP; 192.168.10.10

Source all Destination port: 0

Destination 192.168.10.10

IP Pool (translated address) 203.0.113.5

Protocol TCP (6)

NAT enable 192.168.10.10
= wan1

SOUTFE I_nterface: internal . | internal 203.0.113.10 /-'“"/_\\

Destination Interface: wanl = N

SourcelP: 10.10.10.1

Source port: 1050

Destination IP: 192.168.10.10
Destination port: 50

':TgE Training Institute ©Fortinet Inc. All Rights Reserved 24

In the example shown on this slide, the central SNAT policy translates the source IP address to the defined IP
pool address (203.0.113.5). However, the translation takes place only if the traffic matches all the variables

defined in the central SNAT policy, that is, traffic from the source IP address through the source interface
internal to FortiGate must be destined for destination IP address (192.168.10.10) through destination

interface wan1 and the protocol must be TCP. For illustration purposes, only a single IP address is used for
the destination, and the IP pool type is set to overload with a single IP address.

The firewall policy is created from internal to wan1. There is no NAT option available in firewall policy, and
matching SNAT policy is mandatory to pass the traffic. If there is no matching central SNAT policy, no NAT
will be applied and the session will be created using the original source IP address.

If the user tries any TCP-based sessions (for example HTTP, HTTPS) to the destination IP address
192.168.10.10, the source IP address is translated to an IP pool address or addresses defined in the
central NAT policy.

What if the user tries to send any ICMP or UDP-based trafficto 192.168.10.107 Will the source address be
translated to the IP pool defined in the central NAT policy?

Because the central SNAT policy does not match, FortiGate applies no NAT. What if the user tries TCP-based
traffic to another destination IP address, 192.168.10.207? Will the source address be translated to the IP
pool defined in the central SNAT policy?

Again, the destination IP address of 192.168.10.20 does not match the central NAT policy, so FortiGate
does not apply NAT and the firewall session is created using the original source IP.
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Central DNAT and VIPs

+ Enabling central NAT changes the DNAT configuration

Central NAT Enabled Steps to Configure

Destination NAT (VIP) Define DNAT & Virtual IPs (No additional configurations required)

» As soon as a VIP is created, a rule is created in the kernel to allow DNAT to occur

« Firewall policy destination address—all or mapped IP of VIP
» VIP cannot be selected in the firewall policy as the destination address

* You can exclude a VIP by changing the status of the VIP to disable from CLI, to easily
manage VIP when central NAT is enabled

jconfig firewall vip
edit "name of the VIP"
[set status disablel
next
end

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 25

Traditionally on FortiGate, you select VIPs in the firewall policy as the destination address.

On FortiGate, you can configure DNAT and VIPs for DNAT. As soon as you configure a VIP, FortiGate
automatically creates a rule in the kernel to allow DNAT to occur. You do not need to do any additional
configuration.

Do you lose the granularity of being able to define a firewall policy for a specific VIP and services?
No, you don't. If you have several WAN-to-internal policies and multiple VIPs, and you want to allow specific
services for specific VIPs, you can define each firewall policy with the destination address of the mapped IP of

the VIP, and select the appropriate services to allow or deny.

VIP takes effect right after it is created when Central NAT is enabled, If you want to exclude a VIP, you can
change the status of the VIP to disable on the CLI, to easily manage VIP when central NAT is enabled.

Note that if both central SNAT and central DNAT (VIP) are configured, the outgoing (internal-to-WAN) traffic

will source NAT, based on the matching central SNAT policy configurations, and if there is no matching
central SNAT policy no NAT is applied to outgoing traffic.
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DNAT & Virtual IPs 192.168.10.10
E : 203.0.113.22 Firewall policy destination address <
ki SSiseatae — all or mapped IP of VIP ra >
IP/Address G o
Range i g "-_. A‘\ S
Mapped IP 10.10.10.10 "A"\, 3 <
Address/ = : S
Range =
Source |IP address:
- 192.168.10.10
VIP translates destination 203 Vyam 29 Dest'tipiti?un ILPL gdC_Ir_ess:
203.09.113.22
203.0,113.22 >10.10.10.10 Destination port: 50
Internal
e
: ot
S
e L
> ({79 10.10.10.10
e
Y
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In the example shown on this slide, a DNAT and VIP rule is created to map external IP address
203.0.113.22 tointernal IP address 10.10.10.10. Remember, as soon as you create a VIP, arule is

created in the kernel to allow DNAT to occur.

The firewall policy from wan1 to internal is created with the destination address all or Mapped IP
Address/Range (10.10.10.10) of the VIP.

The source IP address 192.168.10.10 is trying to access the destination IP address 203.0.113.22 over port
TCP 80. Connections to the VIP 203.0.113.22 are NATed to the internal host 10.10.10.10, without any

additional configuration.
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Disabling Central NAT

« If central NAT is enabled and configured for SNAT and DNAT, and then disabled, the
following occurs:

« QOutgoing traffic SNAT is no longer performed

- Incoming traffic that was previously configured with DNAT and VIPs stops working because there is no
rule presentin the kernel for DNAT

ng Training Institute © Fortinet Inc. All Rights Reserved 27

You can disable central NAT on the CLI by running set central-nat disable underthe config

system setting. What happens to firewall policies that are using central SNAT and DNAT rules, if central
NAT is disabled?

For new firewall sessions, the incoming to outgoing firewall policies no longer perform SNAT. You must
manually edit firewall policies to enable NAT and select appropriate IP pool addresses, which were previously
tied to the central SNAT policy.

Egress-to-ingress firewall policies that use DNAT and VIP will no longer perform DNAT. In central NAT, the
destination address in the firewall policy is simply an address object, not an actual VIP. Without the central

NAT hook into the DNAT table, the address object causes a forward policy check failure—the traffic is denied
by policy ID 0.

You must edit the egress-to-ingress firewall policies and select VIP as the destination address.
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Knowledge Check

1. Which statement is true?
« A Central NAT is not enabled by default.
B. Both central NAT and firewall policy NAT can be enabled together.

2. What happens if there is no matching central SNAT policy or no central SNAT policy
configured?

A. The egress interface IP will be used.
¥ B.  NAT will not be applied to the firewall session.

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 28
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Good job! You now understand central NAT.

Now, you’ll learn about session helpers.
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Session Helpers

Objectives

« Understand how session helpers work
* Use a SIP session helper for VolP

NSE Training Institute 30

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in understanding how session helpers work, you will be able to use session

helpers to analyze data in the packets of some protocols, and allow those protocols to pass traffic through
FortiGate.

FortiGate Security 7.0 Study Guide 181



Network Address Translation (NAT)

DO NOT REPRINT

TN L
Session Helpers

+ Some traffic types require more packet modification for the application to work
(configurable on the CLI), examples include:

« The handling of FTP active mode connections—the control connection is separate from the data
connection

+ Header rewrites in SIP SDP payloads required because of NAT actions

* To show configured session helpers, use this command:
* show system session-helper

* Application layer gateway (ALG)

+ When more advanced application tracking and control is required, an ALG can be used—the VOIP
profile is an example of an ALG.

':I'g-ET Training Institute ©Fortinet Inc. All Rights Reserved 31

Some application layer protocols are not fully independent of the lower layers, such as the network or
transport layers. The addresses may be repeated in the application layer, for example. If the session helper
detects a pattern like this, it may change the application headers, or create the required secondary
connections.

A good example of this is an application that has both a control channel and a data or media channel, such as
FTP. Firewalls will typically allow the control channel and rely on the session helpers to handle the dynamic
data or media transmission connections.

When more advanced application tracking and control is required, you can use ALG. The VOIP profile is an
example of an ALG.
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« Stateful firewall with NAT of 172.16.1.2 t0203.0.113.15

Send the mediatraffic to IP
address 203.0.113.15,

Send the mediatraffic to
IPaddress 172.16.1.2,

UDP port 12546 UDP port 12546
201.11.1.3
172.16.1.2 Media trafficto Media traffic to
172.16.1,2, port 203.0.113.15, port
1254¢ 12546
FOATINET 2 = L
NSE Training Institute ©Fortinat Inc. All Rights Reservad. 32

In the examples shown on this slide, the media recipient address in the SIP SDP payload is modified to reflect
the translated IP address.

Notice how, because firewall policies are stateful, a pinhole is opened to allow reply traffic, even though you
have not explicitly created a firewall policy to allow incoming traffic. This concept is used with some other

protocols, such as NAT-T for IPsec.
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Knowledge Check
1. Which method would you use for advanced application tracking and control?
A. Session helper
v'B. Application layer gateway
2. Which profile is an example of application layer gateway?
A.  WAF profile
¥'B. VOIP profile
ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 33
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Good job! You now understand session helpers.

Now, you’ll learn about sessions.

FortiGate Security 7.0 Study Guide 185



Network Address Translation (NAT)

DO NOT REPRINT

CODRTINET
T\ |

N L
Sessions
I
Objectives
« Understand the session table on FortiGate
* Understand the session time to live (TTL)
* Analyze session diagnose command output
« Understand the TCP, UDP, and ICMP states on FortiGate
NSE Training Institute 3

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in understanding how a session table keeps track of the session information,
you will be able to use that information effectively to understand the actions applied to traffic, such as SNAT,
DNAT, and routing.
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Session Table

 Accepted IP sessions are tracked in the kernel session table, but this can be affected by
hardware acceleration

« The session table stores the following information about the session:
» The source and destination addresses, port number pairs, state, and timeout
» The source and destination interfaces
» The source and destination NAT actions

* The session table stores the following performance metrics:
+ Maximum concurrent sessions

* New sessions per second Dashboard > FortiView Sessions.

FortiView Sessions = nows 2 I~
© Add Filter
Source Device Destination Application Protocol Source Port Destination Port Bytes Packets Duration (seconds)

10.0.1.10 10.160.0.1 UDP/53 UDP 55061 53 378B 8 6 Imds

10.0.1.10 Wy 8888 UDP/53 upp 40093 53 164B1 2 2m 155

10.0.1.200 i+1 208.91.112.52 UDP/53 upp 2022 53 177B1 3 265

10.0.1.200 i1 208.71.112.53 UDP/53 upp 2022 53 42BB m 10 23s
FLATINET
NSE Training Institute ©Fortinet Inc. All Rights Reserved. 36

You can view the Sessions page on the GUI, but the CLI provides more information regarding sessions in the
session table.

Firewall performance of connections for each session, and the maximum number of connections, are
indicated by the session table. However, if your FortiGate device contains security processors designed to
accelerate processing without loading the CPU, the session table information might not be completely
accurate, because the session table reflects what is known to, and processed by, the CPU.
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* When the session table is full, reducing timers may improve performance by closing
sessions earlier; however, be careful not to close sessions foo soon, because this can
cause connection errors

config system session-ttl config system global
set default 3600 set tcp halfclose timer 120
end set tcp-halfopen-timer 10

set tcp-timewait-timer 1
set udp-idle-timer 180
end

« Timers can be applied in policies and objects, and have precedence:
- Firewall Services > Firewall Policies > Global Sessions

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 37

Each session on FortiGate can idle for a finite time, which is defined by TTL. When the FortiGate detects the
session is idle after some time of inactivity, and TTL is reached, the session is deleted from the session table.

Because the session table has a finite quantity of RAM that it can use on FortiGate, adjusting the session TTL

can improve performance. There are global default timers, session state timers, and timers configurable in
firewall objects.
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Firewall Session Diagnostics

* diagnose sys session

The session table also indicates policy actions.
Clear any previous filter:

* diagnose sys session filter clear

Set the filter:
*+ diagnose sys session filter ?
¢ dport Destination port
* dat Destination IP address
* policy Policy ID
= sSpart Source port
= Syo Source IP address

List all entries matching the configured filter:

Purge all

NSE Training Institute

diagnose sys session list
entries matching the configured filter:
diagnose sys session clear

© Fortinet Inc. All Rights Reserved.

The diagnose sys session command tree provides options to filter, clear, or show the list of sessions.
You can also list brief information about sessions by running the get system session 1list command.

Before looking at the session table, first build a filter. To look at our test connection, you can filter on dst
10.200.1.254 and dport 80.
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Session Table—TCP Example

# diagnose sys session filter dst 10.200.1.254
# diag sys session filter dport 80
# diag sys session list

session info: pr0t0—6|proto state= OSlduratlon—Z expire= 78[t1me0ut 3600Iflags 00000000
socktype=0 sockport=0 - = =

origin-shaper=

reply-shaper=

per ip shaper

class 1d=0 ha id=0 policy dir=0 tunnel= / vlan cos= 0/255

state=may dirty
statlstlc(bytes/packets/allow err) : org= 538/6/1 reply=5407/6/0 tuples=2
tx speed(Bps/kbps): 5/0 rx speed(Bps/kbps): 2/0

[orgin—>sink: org pre->post, reply pre—>post dev=5->3/3->5 gwy=10.200.1.254/10.0.l.lq

hook=post dir=org act=snat 10.0.1.10:64624->10.200.1.254:80(10.200.1.1:64624)
hook=pre dir=reply act=dnat 10.200.1.254:80->10.200.1.1:64624(10.0.1.10:64624)
pos/ (before,after) 0/(0,0), 0/(0,0)

misc=0|policy id=1} auth info=0 chk client info=0 vd=0

ﬁ'gE Training Institute © Fortinet Inc. All Rights Reserved. 39

In the example shown on this slide, you can see the session TTL, which reflects how long FortiGate can go
without receiving any packets for this session, until it removes the session from its table.

Here you can see the routing and NAT actions that apply to the traffic. The firewall policy ID is also tracked.

The proto_state for TCP is taken from its state machine, which you'll learn about later in this lesson.
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* proto_state=05
« First digit (from left to right): server-side state
= 0 ifno inspection, 1 if proxy or flow
» Second digit (from left to right): client-side state
SYN
e
NONE 0 10 02
ESTABLISHED 1 3600 _ SYN/ACK - {
SYN_SENT 2 120 ACK — 03
—_—
SYN & SYN/ACK g 60
FIN_WAIT 4 120 — 01
TIME_WAIT 5 1 FIN .
o . 19 FIN/ACK [~ 04
CLOSE_WAIT 7 120 ¢ =
LAST_ACK 8 30 o 0e
LISTEN 9 120
m"é"ET Training lnstitute © Fortinet Inc. All Rights Reserved. 40

Earlier in this lesson, you learned that the session table contains a number that indicates the current TCP
state of the connection. These are the states of the TCP state machine. They are single-digit values, but
proto state is always shown as two digits. This is because FortiGate is a stateful firewall and keeps track
of the original direction (client-side state) and the reply direction (server-side state). If there are too many
connections in the SYN state for long periods of time, this indicates a SYN flood, which you can mitigate with
DoS policies.

This table and flow graph correlates the second digit value with the different TCP session states. For example,
when FortiGate receives the SYN packet, the second digit is 2. It goes to 3 once the SYN/ACK is received.
After the three-way handshake, the state value changes to 1.

When a session is closed by both sides, FortiGate keeps it in the session table for a few seconds more, to
allow any out-of-order packets that could arrive after the FIN/ACK packet. This is the state value 5.
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ICMP and UDP Protocol States

« Even though UDP is stateless, FortiGate still uses two session state values:

00

UDP .
UDP traffic one way only 0 UDP :
UDP traffic both ways 1 LOE
) UDP —
* ICMP has no state UDP .
* proto_state is always 00 UDP
~ UDP

NSE Training Institute

© Fortinet Inc. All Rights Reserved.
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Although UDP is a message-oriented, stateless protocol, it doesn’t inherently require confirmed bidirectional
connections like TCP, so there is no connection state. However, the FortiGate session table does use the

proto state= field to track the unidirectional UDP as state 0, and the bidirectional UDP as state 1.

When FortiGate receives the first packet, it creates the entry and sets the state to 0. If the destination replies,

FortiGate updates the state flag to 1 for the remainder of the conversation.

Notably, ICMP, such as ping and traceroute, have no protocol state and it will always show

proto state=00.
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Knowledge Check

1. If session diagnostic output indicates that a TCP protocol state is proto state=01,
which is true?
YA The session is established.
B. The session is not established.
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Good job! You now understand sessions.

Now, you’ll learn about best practices and troubleshooting NAT.
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Best Practices and Troubleshooting

Objectives

+ Identify common NAT issues by reviewing traffic logs
« Monitor NAT sessions using diagnose commands

+ Use VIP filters for central NAT

« Use NAT implementation best practices

NSE Training Institute 44

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in using traffic logs, diagnose commands, VIP filters, and best practices for
NAT implementation, you should be able to monitor and troubleshoot common NAT issues, and successfully
implement NAT in your network.
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NAT Port Exhaustion
« If traffic log is enabled, the following log is displayed when the NAT ports are exhausted:
Message meets Alert condition date=2011-02-01 time=19:52:01 devname=master
device id="" log id=0100020007 type=event subtype=system pri=critical vd=root
service=kernel sTtatus=failure msg="NAT port is exhausted.”
« NAT port exhaustion is also highlighted by a rise in the clash counter from the diagnose
system session stat command:
# diagnose sys session stat
misc info: session count=16 selup rale=0 exp_uuurlt,:[)
memory tension drop=0 ephemeral=1/16384 removeable=3
delete=0, flush=0, dev _down=16/69 ses walkers=0
firewall error stat:
ids recv=000£fdc94
url recv=00000000
av recv=001fee47
fgdn count=00000000
fgdné count=00000000
global: ses_1limit=0 sesée_limit=0 rt_ limit=0 rte limit=0
F“""E Training Institute ©Fortinet Inc. All Rights Reserved. 45

NAT port exhaustion occurs when FortiGate is unable to allocate ports for performing NAT on new sessions
because there are no available ports. When NAT port exhaustion occurs, FortiGate informs the administrator
by displaying the log shown on this slide, with a severity of critical.

To address NAT port exhaustion, you must take one of the following actions:
+ Create an IP pool that has more than one external IP tied to it (so it load balances across them)
* Reduce the number of sessions that require NAT

To receive important logs like this one, you must make sure that the necessary logging is enabled. On the
FortiGate GUI, click Log&Report > Log Settings, to check that the default setting, logging to disk or
memory, is activated.

NAT port exhaustion is also highlighted by a rise in the clash counter from the diagnose system session
stat command.
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Carrier-Grade NAT

* You can control concurrent TCP and UDP  * You can control the port quota in the fixed

connections through a connection quota port range |IP pool
in the per-IP shaper

New Traffic Shaper Mew Dynamic [P Pool

Type  Shared Name Carrier-grade NAT test_IP pool

MName  Carrier-grade NAT_traffic_shaper Comments t 0/255
Type Overload One-to-One Port Block Allocation

Quality of Service External IP address/range @ | 172.16.200.125-172.16.200.125

Bandwidth unit kbps v Internal IP Range € 10.1.100.41-10.1.100.42

Maximum bandwidth O 25 5  kbps Ports Per User €« 30208

Max concurrent connections «© 10 ; ARP Reply (o)

Max concurrent TCP connections @0 5

Max concurrent UDP connections @ 5

Forward DSCP >

* Use the configured IP pool in the firewall
policy

Reverse DSCP »

You can use carrier-grade NAT options to overcome NAT port exhaustion

FoATINET

E Training Institute © Fortinet Inc. All Rights Reserved.
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You can control concurrent TCP and UDP connections through a connection quota in the per-IP shaper.
Maximum number of concurrent TCP and UDP sessions allowed by a shaper is from zero to 2097000, zero
meaning no limit. You can select a value of zero only from the CLI configuration of the traffic shaper.

You can also control the port quota in the fixed port range IP pool. The number of ports for each user can be
allocated from 32 to 60416, where 0 means default.
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Monitoring NAT Sessions With Diagnose Commands

* diagnose firewall ippool-all list
= Lists all the configured NAT IP pools with NAT IP range and type

Local-FortiGate # diagnose firewall ippooi—allllistl
vdom:root owns 1 ippool (s)

name : INTERNAL HOST EXT IP

type:overload

nat-ip-range:10.200.1.100-10.200.1.100

ﬁ'gE Training Institute ©Fortinet Inc. All Rights Reserved.
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You can use the diagnose firewall ippool-all list command, which lists all of the configured
NAT IP pools with their NAT IP range and type.
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« Lists stats for all of the IP pools:
* NAT sessions per |P pool
+ Total TCP sessions per IP pool
- Total UDP sessions per IP pool

name: EXT

type: overload
startip: 10.200.1.100
endip: 10.200.1.100
total ses: 100

tcp ses: 75

udp ses: 20

other ses: 5

= Total others (non-TCP and non-UDP) sessions per IP pool

# diagnose firewall ippool-all stats

Monitoring NAT Sessions With Diagnose Commands (Contd)

* diagnose firewall ippool-all stats <Optional IP Pool name>

vdom:root owns 2 ippool (s)
name: EXT

type: overload
startip: 10.200.1.100
endip: 10.200.1.100
total ses: 100

tcp ses: 75

udp ses: 20

other ses: 5

name: Training

type: one-to-one
startip: 10.200.1.50
endip: 10.200.1.60
total ses: 10

tcp sea: 8

NSE Training Institute

udp ses: 2
other ses: 0

# diagnose firewall ippool-all stats

© Fortinet Inc. All Rights Reserved.
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The diagnose firewall ippool-all stats shows the stats for all of the IP pools.

The stats command provides the following data and information:

* NAT sessions per IP pool
» Total TCP sessions per IP pool
» Total UDP sessions per IP pool

* Total others (non-TCP and non-UDP) sessions per IP pool

Optionally, you can filter the output for a specific IP pool by using the name of the IP pool.
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. - . Edit Virtual IP
+ Enabling the Services option:
+ Allows complex scenarios where multiple external Vibtype  IPvd
sources of traffic use multiple services to connectto a Name Webserver_Services
single internal server Comments | Writs 0/255
+ Avoids the requirement for numerous VIPs to be I e
bundledinto VIP groups Network
Interface € 0 any -
Type Static NAT
contig _ tirewall vip ) External IP address/range @  203.0.113.10
edit WebServer-Services Mapped IP address/range 100.1.10

set uunid dbb43ccB-cc25-51ea-748a-44d€a7c0f659
set service "TCP_809%0" "TCP_8091" "TCP_8092" @ Optional Filters
set extip 203.0.113.10

) Source address (B
set extintf "any”

set portforward enable Services © @TCP80%0 B
set mappedip "10.0.1.10" W TCP_8091 ®
set mappedport 80 W TCP 8092 . ®
next
end & Port Forwarding
Maptoport @ 80
Fonmner oz :
E Tralnlng lnstltute © Fortinet Inc. All Rights Reserved. 49

The Services option has been added to VIP objects. Virtual IP with services is a more flexible virtual IP mode.
This mode allows users to define services to a single port number mapping.

This configuration was made possible to allow for complex scenarios where multiple sources of traffic are
using multiple services to connect to a single computer, while requiring a combination of source and
destination NAT, and not requiring numerous VIPs to be bundled into VIP groups.

In the example shown on this slide, TCP ports 8090, 8091, and 8092 are mapped to an internal webserver,
TCP port 80. This allows remote connections to communicate with a server behind the firewall.

Once you apply the virtual IP configuration shown on the slide to the firewall policy, if a user accesses
203.0.113.10:8090 from external network, FortiGate mapsitto 10.0.1.10:80 in the internal network.
Similarly, if a user accesses 203.0.113.10:8091 or203.0.113.10:8092 from an external network,
FortiGate maps it to 10.0.1.10:80 in the internal network.

VIPs with different services are considered non-overlapping.
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NAT Implementation Best Practices

+ Avoid misconfiguring an IP pool range:
+ Double-check the start and end IPs of each IP pool
« Ensure that the IP pool does not overlap with addresses assigned to the FortiGate and hosts
+ [f internal and external users are accessing the same servers, use split DNS, instead of external VIP

* Don't configure a NAT rule for inbound traffic unless it is required by an application

= Schedule maintenance window to switch from one NAT mode to another

a0
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Use the following best practices when implementing NAT:

» Avoid misconfiguring an IP pool range:
* Double-check the start and end IPs of each IP pool.
« Ensure that the IP pool does not overlap with addresses assigned to FortiGate interfaces or to any
hosts on directly connected networks.
« If you have internal and external users accessing the same servers, use split DNS to offer an
internal IP to internal users so that they don’t have to use the external-facing VIP.

+ Don’t configure a NAT rule for inbound traffic unless it is required by an application. For example, if there is
a matching NAT rule for inbound SMTP traffic, the SMTP server might act as an open relay.

* You must schedule a maintenance window to switch from central NAT mode to firewall policy NAT mode,
or from firewall policy NAT mode to central NAT mode. Switching between NAT modes can create a

network outage.
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Knowledge Check

1. An administrator wants to check the total number of TCP sessions for an IP pool
named INTERNAL. Which CLI command should the administrator use?

Y. diagnose firewall ippool-all stats INTERNAL
B. diagnose firewall ippool-all list INTERNAL

ﬁ"gﬁ Training Institute ©Fortinet Inc. All Rights Reserved. 51
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Lesson Progress

J ' Introduction to NAT

| Firewall Policy NAT

' '/ ' Central NAT

- ~/ ' Session Helpers

<« Sessions

y

J Best Practices and Troubleshooting
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Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in this lesson.
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Review

~ Understand NAT and PAT

Understand the different configuration modes for NAT

Configure a firewall policy to perform SNAT and DNAT (VIPs)
Configure central NAT

Understand session helpers and use a SIP session helper for VolP
Understand and interpret the session table

Analyze the session diagnose command output

Understand TCP, UDP, and ICMP states

Use traffic logs to identify common NAT issues and monitor NAT sessions using
session diagnose commands

Use NAT implementation best practices
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<
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This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned how to understand and configure NAT so that

you can use it in your network.

FortiGate Security 7.0 Study Guide

204



Firewall Authentication

DO NOT REPRINT

NSE Training Institute @
FortiGate Security

Firewall Authentication .

"% FortioS 7.0

Last Modified: 24 January 2022

In this lesson, you will learn about using authentication on the firewall policies of FortiGate.
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Lesson Overview

| Methods of Firewall Authentication

'Remote Authentication Servers

" 'User Groups
I

' Authentication Using Firewall Policies

| ' Authenticating Through Captive Portal

Monitoring and Troubleshooting
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In this lesson, you will learn about the topics shown on this slide.
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Methods of Firewall Authentication

Objectives

» Describe firewall authentication

« |dentify the different methods of firewall authentication available
on FortiGate devices

* |dentify supported remote authentication servers

+ Describe active and passive authentication and order of
operations

NSE Training Institute 3

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in methods of firewall authentication, you will be able to describe and identify
the supported methods of firewall authentication available on FortiGate.
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Firewall Authentication

* Includes the authentication of users and user groups
+ |t is more reliable than just IP address and device-type authentication
« Users must authenticate by entering valid credentials

+ After FortiGate identifies the user or device, FortiGate applies firewall policies and
profiles to allow or deny access to each specific network resource

‘ =
/ Authentication Required

EIRTIET
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Traditional firewalling grants network access by verifying the source IP address and device. This is
inadequate and can pose a security risk, because the firewall cannot determine who is using the device to
which it is granting access.

FortiGate includes authentication of users and user groups. As a result, you can follow individuals across
multiple devices.

Where access is controlled by a user or user group, users must authenticate by entering valid credentials

(such as username and password). After FortiGate validates the user, FortiGate applies firewall policies and
profiles to allow or deny access to specific network resources.
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+ Local password authentication
+ Username and password stored on FortiGate

+ Server-based password authentication (also called remote password authentication)
« Password stored on a POP3, RADIUS, LDAP, or TACACS+ server

* Two-factor authentication
« Enabled on top of an existing method
+ Requires something you know and something you have (token or certificate)

ATINET
5
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FortiGate supports multiple methods of firewall authentication:

* Local password authentication
+ Server-based password authentication (also called remote password authentication)

» Two-factor authentication
This is a system of authentication that is enabled on top of an existing method—it cannot be enabled

without first configuring one of the other methods. It requires something you know, such as a password,
and something you have, such as a token or certificate.

During this lesson, you will learn about each method of firewall authentication in detail.
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Local Password Authentication

* User accounts stored locally on FortiGate _

« Works well for single FortiGate installations Users/Groups Creation Wizard

@ User Type > @

E:
/ Authentication Required Remote RADIUS User
< Remote TACACS+ User

Remote LDAP User
2 FSSO

Users/Groups Creation Wizard

FortiNA

;‘4‘} @ Login Credentials ) @ ContactInfa > @ Extralnfo
N : B
o Username | Student

Password  esssssss
User name and password assword

FortiGate
Users/Groups Creation Wizard Users/Groups Creation Wizard
P © Conac o >4
O Two-factor Authentication User Account Status (R RSIECIE © Disabled
User Group (@ ]
FEATINET = & 2
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The simplest method of authentication is local password authentication. User account information (username
and password) is stored locally on the FortiGate device. This method works well for a single FortiGate
installation.

Local accounts are created on the User Definition page where a wizard takes you through the process. For
local password authentication, select Local User as the user type and create a username and password. If
desired, you can also add email and SMS information to the account, enable two-factor authentication, and
add the user to a preconfigured user group.

After you create the user, you can add the user—or any preconfigured user group in which the user is a

member—to a firewall policy, in order to authenticate. You will learn about user groups and firewall policies in
this lesson.
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Server-Based Password Authentication

« Accounts are stored on a remote authentication server

+ Administrators can do one of the following:
« Create an account for the user locally, and specify the server to verify the password
+ Add the authentication server to a user group
» All users in that server become members of the group

Authentication Required
= —.— <
OK
= .
-

Username and password i Username and password - '
FortiGate Remote Server

y
y
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When server-based password authentication is used, a remote authentication server authenticates users. This
method is desirable when multiple FortiGate devices need to authenticate the same users or user groups, or
when adding FortiGate to a network that already contains an authentication server.

When you use a remote authentication server to authenticate users, FortiGate sends the user’s entered
credentials to the remote authentication server. The remote authentication server responds by indicating
whether the credentials are valid or not. If valid, FortiGate consults its configuration to deal with the traffic.
Note that it is the remote authentication server—not FortiGate—that evaluates the user credentials.

When the server-based password authentication method is used, FortiGate does not store all (or, in the case
of some configurations, any) of the user information locally.
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Remote Authentication Servers

9862865865869865868

-

TACACS+
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FortiGate provides support for many remote authentication servers, including POP3, RADIUS, LDAP, and
TACACS+.

POP3 is the only server that requires an email address as the login credential. All other remote authentication
servers use the user name. Some POP3 servers require the full email with domain (user@example.com),
others require the suffix only, while still others accept both formats. This requirement is determined by the
configuration of the server and is not a setting on FortiGate. You can configure POP3 authentication only
though the CLI. Note that you can configure LDAP to validate with email, rather than the user name.
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« Create user accounts on FortiGate

« Select remote server type and point to
preconfigured remote server

= Add user to a group

user groups

Edit User Group
Name Remote-users
Type Fireweall
Members

Remate Groups
* Add | SEdt B

Group Name

db FortiAuth-RADIUS Remote-users

“ Cancel
NSE Training Institute

« Add the remote authentication server to

Server-Based Password Authentication—Users

Users/Groups Creation Wizard

@ User Type > @ RADIUS Server > @ ContactInfo » @ Extralnfo 2
Local User

Remote RADIUS User

Remote TACACS+ User
Remote LDAP User
FS50

FortiNAC User

Users/Groups Creation Wizard

@ RADIUS Server

Username

RADIUS Server

&b Fortiduth-RADIUS -

©Fortinat Ine. All Rights Raserved

You can configure FortiGate to use external authentication servers in the following two ways:

» Create user accounts on FortiGate. With this method, you must select the remote authentication server
type (RADIUS, TACACS+, or LDAP), point FortiGate to your preconfigured remote authentication server,

and add the user to an appropriate group. This is usually done when you want to add two-factor
authentication to your remote users. Remember, POP3 is only configurable through the CLI.

* Add the remote authentication server to user groups. With this method, you must create a user group and

add the preconfigured remote server to the group. Accordingly, any user who has an account on the

remote authentication server can authenticate. If you are using other types of remote server, such as an

LDAP server, as the remote authentication server, you can control access to specific LDAP groups, as

defined on the LDAP server.

Similar to local password authentication, you must then add the preconfigured user group (in which the user is

a member) to a firewall policy in order to authenticate. You will learn about user groups and firewall policies

later in this lesson.
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Two-Factor Authentication and One-Time Passwords

+ Strong authentication that improves + Available on both user and administrator
security by preventing attacks accounts
associated with the use of static + The user or user group is added to a firewall
passwords alone policy in order to authenticate
» Requires two independent methods of * Methods of OTP delivery include:
identifying a user: « FortiToken 200 or FortiToken Mobile
+ Something you know, such as password or « Generates a six-digit code every 60 seconds
PIN ’ based on a unique seed and GMT time
« Something you have, such as a token or * Email or SMS
certificate = An OTP is sent to the user’s email or SMS
‘ + Email or SMS must be configured on the
* One-time p_asswords (OTPs) can be user’s account
used one time only - FortiToken mobile push
« OTPs are more secure than static passwords + Supports two-factor authentication without

requiring user to enter code

« NTP server recommended!
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Traditional user authentication requires your user name plus something you know, such as a password. The
weakness with this traditional method of authentication is that if someone obtains your user name, they need
only your password to compromise your account. Furthermore, since people tend to use the same password
across multiple accounts (some sites with more security vulnerabilities than others), accounts are vulnerable
to attack, regardless of password strength.

Two-factor authentication, on the other hand, requires something you know, such as a password, and
something you have, such as a token or certificate. Because this method places less importance on, often
vulnerable passwords, it makes compromising the account more complex for an attacker. You can use two-
factor authentication on FortiGate with both user and administrator accounts. The user (or user group to which
the user belongs) is added to a firewall policy in order to authenticate. Note that you cannot use two-factor
authentication with explicit proxies.

You can use one-time passwords (OTPs) as your second factor. OTPs are more secure than static
passwords because the passcode changes at regular intervals and is valid for only a short amount of time.
Once you use the OTP, you can'’t use it again. So, even if it is intercepted, it is useless. FortiGate can deliver
OTPs through tokens, such as FortiToken 200 (hardware token) and FortiToken Mobile (software token), as
well as through email or SMS. To deliver an OTP over email or SMS, the user account must contain user
contact information.

FortiTokens and OTPs delivered through email and SMS are time based. FortiTokens, for example, generate
a new, six-digit password every 60 seconds (by default). An NTP server is highly recommended to ensure the
OTPs remain in sync. FortiToken Mobile Push allows users to accept the authorization request from their
FortiToken mobile app, without the need to enter an additional code.
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FortiTokens

OTP generator 8 Static password + OTp  Validation Server

—

Same OTP value
A
- Algorithm

Time sync with accurate NTP -

Validate static
password

1 Same seed

Same time
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Tokens use a specific algorithm to generate an OTP. The algorithm consists of:

+ A seed: a unique, randomly-generated number that does not change over time
» The time: obtained from an accurate internal clock

Both seed and time go through an algorithm that generates an OTP (or passcode) on the token. The
passcode has a short life span, usually measured in seconds (60 seconds for FortiToken 200, possibly more
or less for other RSA key generators). Once the life span ends, a new passcode generates.

When using two-factor authentication using a token, the user must first log in with a static password followed
by the passcode generated by the token. A validation server (FortiGate) receives the user’s credentials and
validates the static password first. The validation server then proceeds to validate the passcode. It does so by
regenerating the same passcode using the seed and system time (which is synchronized with the one on the
token) and comparing it with the one received from the user. If the static password is valid, and the OTP
matches, the user is successfully authenticated. Again, both the token and the validation server must use the
same seed and have synchronized system clocks. As such, it is crucial that you configure the date and time
correctly on FortiGate, or link it to an NTP server (which is recommended).
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+ CreateNew | # -~ = & Refresh Search Q
Type Serial Number Status & User Drift & | Comments

0 Mobile Token FTKMOB781ESTESLF Available 0 —

0 Mobile Token FTKMOB783867923E Available 1] Username student
User Account Status  ANSELIEGE © Disabled

New FortiToken

New FortiToken User Type Local User

e e Tohen Password sessscss

Comments Vrit .

Serial Number Type Hard Token CilRE User Group @ 8 Remote-users x

o Activation Code )000-0000-0000-0000-0000 i
X Import

O Two-factor Authentication

+ Enable Two-factor Authentication and AutheicationType °“°“ .
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SMS (® ]
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You can add a FortiToken 200 or FortiToken Mobile to FortiGate on the FortiTokens page.

A hard token has a serial number that provides FortiGate with details on the initial seed value. If you have
several hard tokens to add, you can import a text file, where one serial number is listed per line.

A soft token requires an activation code. Note that each FortiGate (and FortiGate VM) provides two free
FortiToken Mobile activations. You must purchase any additional tokens from Fortinet.

You cannot register the same FortiToken on more than one FortiGate. If you want to use the same FortiToken
for authentication on multiple FortiGate devices, you must use a central validation server, such as
FortiAuthenticator. In that case, FortiTokens are registered and assigned to users on FortiAuthenticator, and
FortiGate uses FortiAuthenticator as its validation server.

After you have registered the FortiToken devices with FortiGate, you can assign them to users to use as their

second-factor authentication method. To assign a token, edit (or create) the user account and select Enable
Two-factor Authentication. On the Token drop-down list, select the registered token you want to assign.
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Authentication Methods and Active Authentication

* Active
+ User receives a login prompt
= Must manually enter credentials to authenticate
« POP3, LDAP, RADIUS, Local, and TACACS+

+ Passive
« User does not receive a login prompt from FortiGate

« Credentials are determined automatically
» Method varies depending on type of authentication used

+ FSSO, RSSO, and NTLM
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All the authentication methods you've learned about—local password authentication, server-based
authentication, and two-factor authentication—use active authentication. Active authentication means that
users are prompted to manually enter their login credentials before being granted access.

But not all users authenticate the same way. Some users can be granted access transparently, because user
information is determined without asking the user to enter their login credentials. This is known as passive
authentication. Passive authentication occurs with the single sign-on method for server-based password
authentication: FSSO, RSSO, and NTLM.
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Knowledge Check

1. Which firewall authentication method does FortiGate support?
¥ A Local password authentication
B. Biometric authentication

2. Which type of token can generate OTPs to provide two-factor authentication to users
in your network?

< A. FortiToken Mobile
B. USB FortiToken
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( Authenticating Through Captive Portal
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Good job! You now understand the basics of firewall authentication.

Now, you will learn about remote authentication servers.
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Remote Authentication Servers

Objectives

+ Configure remote authentication servers
« Configure user authentication
* Understand the roles of LDAP and RADIUS
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in remote authentication servers, you will be able to configure firewall
authentication using remote user accounts defined on a remote authentication server.
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+ LDAP is an application protocol for accessing and maintaining distributed directory
information services

N TCP port 389
o po =

~
>

LDAP Client (FortiGate) Directory System Agent (DSA)

+ LDAP maintains authentication data, including:
+ Departments, people (and groups of people), passwords, email addresses, and printers

+ LDAP consists of a data-representation scheme, a set of defined operations, and a
request-and-response network

+ Binding is the operation in which the LDAP server authenticates the user

ATINET
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Lightweight Directory Access Protocol (LDAP) is an application protocol used for accessing and maintaining
distributed directory information services.

The LDAP protocol is used to maintain authentication data that may include departments, people, groups of
people, passwords, email addresses, and printers. LDAP consists of a data-representation scheme, a set of
defined operations, and a request-and-response network.

The LDAP protocol includes a number of operations that a client can request, such as search, compare, and
add or delete an entry. Binding is the operation in which the LDAP server authenticates the user. If the user is
successfully authenticated, binding allows the user access to the LDAP server, based on that user’s

permissions.
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LDAP Directory Tree

» The LDAP structure is similar to a tree that contains entries (objects)
in each branch

« Each entry has a unique ID: the distinguished name (DN)
* Each DN has attributes

« Each attribute has a name and one or more values

* The attributes are defined in the directory schema

ATNET
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The root of the LDAP directory tree represents the organization itself, and is defined as a domain component
(DC). The DC is usually a DNS domain, such as example.com. (Because the name contains a dot, it is written
as two parts separated by a comma: dc=example,dc=com.) You can add additional entries, known as objects,
to the hierarchy as needed. Generally, two types of objects make up most entries: containers and leafs.

Containers are objects that can include other objects, similar to a folder in a file system. Example containers
include:

» Country (represented as c)

» Organizational unit (represented as ou)

» Organization (represented as 0)

Leafs are objects at the end of a branch and have no subordinate objects. Example leafs include:

+ User ID (represented as uid)
+ Common name (represented as cn)
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Example Directory Tree
!- dc=example,dc=com
‘ ou=people
cn=John Smith cn=u;e:2 cn=usern
uid=jsmith uid=userid2 uid=useridn
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This slide shows an example of a simple LDAP hierarchy.

You must configured the FortiGate device (acting as an LDAP client) requesting authentication to address its
request to the part of the hierarchy where user records exist: either the domain component, or a specific
container where the record exists. Similar to users, containers have DNs, and in this example, the DN is
ou=people,dc=example,dc=com.

The authentication request must also specify the user account entry. This can be one of many options
including the common name (cn) or, on a computer network, the user ID (uid), which is the information users
use to log in. Note that if the object name includes a space, such as John Smith, you must enclose the text
with double quotes when testing in the CLI. For example: cn="John Smith”.
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|
Configuring an LDAP Server on FortiGate
User & Authentication > LDAP Servers

Name External_Server

Server IP/Mame 10.0.1.150
Common Name Identifier  uid

Distinguished Mame ou=Training.dc=trainingAD,dc=training  Browse
Bind Type Simple = Anonymous

Username uid=adadmin,.cn=Users,dc=trainingAD.
Secure Connection (B
Connection status @ Successful

Test Connectivity

Test User Credentials
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On the LDAP Servers page, you can configure FortiGate to point to an LDAP server for server-based
password authentication. The configuration depends heavily on the server's schema and security settings.
Windows Active Directory (AD) is very common.

The Common Name Identifier setting is the attribute name you use to find the user name. Some schemas
allow you to use the attribute uid. AD most commonly uses sAMAccountName Or cn, but can use others as

well.

The Distinguished Name setting identifies the top of the tree where the users are located, which is generally
the dc value; however, it can be a specific container or ou. You must use the correct X.500 or LDAP format.

The Bind Type setting depends on the security settings of the LDAP server. You must use the setting
Regular (to specify a regular bind) if you are searching across multiple domains and require the credentials of
a user that is authorized to perform LDAP queries (for example, an LDAP administrator).

If you want to have a secure connection between FortiGate and the remote LDAP server, enable Secure
Connection and include the LDAP server protocol (LDAPS or STARTTLS) as well as the CA certificate that
verifies the server certificate.

Note that the Test Connectivity button only tests whether the connection to the LDAP server is successful or

not. To test whether a user’s credentials can successfully authenticate, you can use the Test User
Credentials button, or you can use the CLI.
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Testing the LDAP Query on the CLI

* diagnose test authserver ldap <server name> <username> <password>

+ Example:

# diagnose test authserver ldap External Server aduserl Training!

authenticate 'aduserl' against 'External Server' succeeded!

Group membership(s) - CN=AD-users,OU=Training, DC=trainingAD, DC=training,DC=lab

© Fortinat Inc. All Rights Rezerved 21
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Use the diagnose test authserver command on the CLI to test whether a user’s credentials can
successfully authenticate. You want to ensure that authentication is successful, before implementing it on any

of your firewall policies.

The response from the server reports success, failure, and group membership details.
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* RADIUS is a standard protocol that provides AAA services

Access-Request

v

Access-Accept I
& T~

or R

Access-Reject N

User FortiGate € RADIUS Server
or
Access-Challenge
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RADIUS is much different from LDAP, because there is no directory tree structure to consider. RADIUS is a
standard protocol that provides authentication, authorization, and accounting (AAA) services.

When a user is authenticating, the client (FortiGate) sends an ACCESS-REQUEST packet to the RADIUS
server. The reply from the server is one of the following:

* ACCESS-ACCEPT, which means that the user credentials are ok

* ACCESS-REJECT, which means that the credentials are wrong

* ACCESS-CHALLENGE, which means that the server is requesting a secondary password ID, token, or
certificate. This is typically the reply from the server when using two-factor authentication.

Not all RADIUS clients support the RADIUS challenge method.
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Configuring a RADIUS Server on FortiGate

New RADIUS Server

Name FortiAuth-RADIUS

Authentication method BEETIE Specify
MNAS IP

Include in every user group (B

Primary Server

IP/Name 10.0.1.150
Secret ssseee

- Test Connectivity

Test User Credentials
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You can configure FortiGate to point to a RADIUS server for server-based password authentication through
the RADIUS Servers page.

The Primary Server IP/Name setting is the IP address or FQDN of the RADIUS server.

The Primary Server Secret setting is the secret that was set up on the RADIUS server in order to allow
remote queries from this client. Backup servers (with separate secrets) can be defined in case the primary
server fails. Note that FortiGate must be listed on the RADIUS server as a client of that RADIUS server or
else the server will not reply to queries done by FortiGate.

The Authentication Method setting refers to the authentication protocol that the RADIUS server supports.
Options include chap, pap, mschap, and mschap2. If you select Default, FortiGate will use pap, mschap2,
and chap (in that order).

Unlike LDAP configurations, the Test Connectivity button used in the example shown on this slide can test
actual user credentials, but, like LDAP, you can also test this using the CLI.

The Include in every User Group option adds the RADIUS server and all users that can authenticate against
it, to every user group created on FortiGate. So, you should enable this option only in very specific scenarios
(for example, when only administrators can authenticate against the RADIUS server and policies are ordered
from least restrictive to most restrictive).
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Testing RADIUS Queries

* diagnose test authserver radius <server name> <scheme> <user>
<password>

« Example:
# diagnose test authserver radius FortiAuth-RADIUS pap student fortinet
authenticate ‘student' against 'pap' succeeded, server=primary

assigned rad session i1d=810153440 session timeout=0 secs!
Group membership (s) —Iremote—RADIUS—adminsl
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Testing RADIUS is much the same as testing LDAP. Use the diagnose test authserver command on
the CLI to test whether a user’s credentials can successfully authenticate. Again, you should do this to ensure

authentication is successful before implementing it on any of your firewall policies.

Like LDAP, it reports success, failure, and group membership details, depending on the server’s response.

Deeper troubleshooting usually requires RADIUS server access.

Note that Fortinet has a vendor-specific attributes (VSA) dictionary to identify the Fortinet-proprietary RADIUS
attributes. This capability allows you to extend the basic functionality of RADIUS. You can obtain the Fortinet

VSA dictionary from the Fortinet Knowledge Base (kb . fortinet.com).
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Knowledge Check

1. When FortiGate uses a RADIUS server for remote authentication, which statement
about RADIUS is true?
A. FortiGate must query the remote RADIUS server using the distinguished name (dn).

¥ B. RADIUS group memberships are provided by vendor-specific attributes (VSAs) configured on the
RADIUS server.

2. What is a valid reply from a RADIUS server to an ACCESS-REQUEST packet from
FortiGate?
A. ACCESS-PENDING

v B. ACCESS-REJECT

3. Aremote LDAP user is trying to authenticate with a username and password. How
does FortiGate verify the login credentials?
A. FortiGate queries its own database for user credentials.

+ B. FortiGate sends the user-entered credentials to the remote server for verification.

FNEE Training Institute ©Fortinet Inc. All Rights Resenvad
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Good job! You now understand the basics of remote authentication servers.

Now, you will learn about user groups.
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After completing this section, you should be able to achieve the objective shown on this slide.

By demonstrating competence in user groups, you will be able to configure user groups to efficiently manage
firewall policies.
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8548 | 8548 | 8548 | 8548

Paris \isHors . Active ‘ -~ RADIUS
- Directory : Server
Firewall Guest FSSO RSSO
+ User groups types: firewall, Fortinet single sign-on (FSSO), guest, and RADIUS single sign-on
(RSSO)

- Firewall user groups provide access to firewall policies that require authentication
« FSSO and RSSO are used for single sign-on authentication

ATINET
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FortiGate allows administrators to assign users to groups. Usually, groups are used to more effectively
manage individuals that have some kind of shared relationship. You might want to group employees by
business area, such as finance or HR, or by employee type, such as contractors or guests.

After you create user groups, you can add them to firewall policies. This allows you to control access to
network resources, because policy decisions are made on the group as a whole. You can define both local
and remote user groups on a FortiGate device. There are four user group types:

* Firewall

* Guest

» Fortinet single sign-on (FSSO)
RADIUS single sign-on (RSSO)

The firewall user groups on FortiGate do not need to match any type of group that may already exist on an
external server, such as an LDAP server. The firewall user groups exist solely to make configuration of
firewall policies easier.

Most authentication types have the option to make decisions based on the individual user, rather than just
user groups.
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Guest User Groups
* Most commonly used for guest access in wireless networks
+ Guest groups contain temporary accounts
Batch Guest Account Creation O
User iD m Auto Generated | Specify
Maximum Accounts »
Guest Details
Enabile Mame (B
Enable Emad &
Enable SMS (B
Password D) [ERNREEIREEERY Spocity
Spuormos [ &) Required
Compary @0 [QEECEEEEN Required
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Guest user groups are different from firewall user groups because they contain exclusively temporary guest
user accounts (the whole account, not just the password). Guest user groups are most commonly used in
wireless networks. Guest accounts expire after a predetermined amount of time.

Administrators can manually create guest accounts or create many guest accounts at once using randomly
generated user IDs and passwords. This reduces administrator workload for large events. Once created, you
can add accounts to the guest user group and associate the group with a firewall policy.

You can create guest management administrators that have access only to create and manage guest user
accounts.
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Configuring User Groups
User & Authentication > User Groups |

Name Training-users

Type Firewall
Fortinet Single Sign-On (FS50)
RADIUS Single Sign-On (RS50)

Guest -
Members I + Iﬁ Select Entries x
Qsearct + Create
Remote Groups @ USER(2)
5 & guest s
Remote Server 5 Group Name % & student

do External_Server  cn=AD_users,ou=Training.dc=trainingAD.dc=training.dc=...

ﬁ'gE Tl'aining [nstitute @ Fortinat Ine. All Rights Reserved
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You can configure user groups on the User Groups page. You must specify the user group type and add
users to the group. Depending on the group you create, you require different configurations. For the firewall
user group, for example, members can consist of local users, PKI peer users, and users from one or more
remote authentication servers. If your remote authentication server is an LDAP server, you can select specific
LDAP groups to add to your user group, as defined on the LDAP server. Note that you can also select

RADIUS groups, but this requires additional configuration on your RADIUS server and FortiGate (see the
Fortinet Knowledge Base at kb.fortinet.com).

User groups simplify your configuration if you want to treat specific users in the same way, for example, if you
want to provide the entire training department with access to the same network resources. If you want to treat
all users differently, you need to add all users to firewall policies separately.

FortiGate Security 7.0 Study Guide 234



Firewall Authentication

DO NOT REPRINT

CODRTINET
TN TIINL- 1

-—
Knowledge Check

1. Which statement about guest user groups is true?
¥ A Guest user group accounts are temporary.
B. Guest user group account passwords are temporary.

2. Guest accounts are most commonly used for which purposes?
A. To provide temporary visitor access to corporate network resources
v B. To provide temporary visitor access to wireless networks

FNEE Training Institute ©Fortinet Inc. All Rights Resenvad 3

FortiGate Security 7.0 Study Guide 235



Firewall Authentication

DO NOT REPRINT

N -—
Lesson Progress

Jl Methods of Firewall Authentication

' Remote Authentication Servers

/ User Groups
il
_ Authentication Using Firewall Policies

v

( Authenticating Through Captive Portal

| Monitoring and Troubleshooting

'ﬁ"é’g Tr‘alnlng |n3tltute @ Fortinat Ine. All Rights Reserved 32

Good job! You now understand the basics of user groups.

Now, you will learn about using firewall policies for authentication.
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After completing this section, you should be able to achieve the objective shown on this slide.

By demonstrating competence with firewall policies, you will be able to configure firewall policies to enforce
authentication on specific users and user groups.
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+ Firewall policies can use Policies & Objects > Firewall Policy

user and user group objects to define Select Entries x
. . . Name € Full_Access = =
the source. The objects include: reomingtrtare: (B o Address Internet Service
+ Local firewall accounts Outgoing Interface B port1 sy * e
- External (remote) server accounts Sofice ’;"t‘;‘r‘n::gg:'jrfmm q
« PKI (certificate) users . :;u‘:’;m
. FSSO users Destination B al N x & USER GROUP (3
& External-Server-Users s

+ Anyone who belongs to the group and |schede 8 ahvays =) Gt o
provides correct information, will have a [*™* s y * @ 550 Guest Users
successful authentication Action v accerT RERNE

FNEE Training Institute ©Fortinet Inc. All Rights Resenvad 34

A firewall policy consists of access and inspection rules (compartmentalized sets of instructions) that tell
FortiGate how to handle traffic on the interface whose traffic they filter. After the user makes an initial
connection attempt, FortiGate checks the firewall policies to determine whether to accept or deny the
communication session. However, a firewall policy also includes a number of other instructions, such as those
dealing with authentication. You can use the source of a firewall policy for this purpose. The source of a
firewall policy must include the source address (IP address), but you can also include the user and user
group. In this way, any user, or user group that is included in the source definition for the firewall policy can
successfully authenticate.

User and user group objects can consist of local firewall accounts, external server accounts, PKI users, and
FSSO users.
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Firewall Policy—Service

« DNS traffic can be allowed if user has not authenticated yet

* Hostname resolution is often required by the application layer protocol (HTTP/HTTPS/FTP/Telnet) that
is used to authenticate

« DNS service must be explicitly listed as a service in the policy

Name Source Destination Schedule Service Action NAT

Full_ Access &2 External-Server-Users & all [@ always |l DNS v ACCEPT @ Enabled
& LOCAL SUBNET @ HTTP
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A firewall policy also checks the service in order to transport the named protocols or group of protocols. No
service (with the exception of DNS) is allowed through the firewall policy before successful user
authentication. DNS is usually used by HTTP so that people can use domain names for websites, instead of
their IP address. DNS is allowed because it is a base protocol and will most likely be required to initially see
proper authentication protocol traffic. Hostname resolution is almost always a requirement for any protocol.
However, the DNS service must still be defined in the policy as allowed, in order for it to pass.

In the example shown on this slide, policy sequence 1 (Full_Access) allows users to use external DNS
servers in order to resolve host names, before successful authentication. DNS is also allowed if authentication
is unsuccessful, because users need to be able to try to authenticate again. Any service that includes DNS
would function the same way, like the default ALL service.

HTTP service is TCP port 80 and does not include DNS (UDP port 53).
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+ A firewall policy must allow a protocol in order to show the authentication dialog that is
used in active authentication:
« HTTP
+ HTTPS
« FTP
+ Telnet

+ All other services are not allowed until the user has authenticated successfully through
one of the protocols listed above

ATINET
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As well as the DNS service, the firewall policy must specify the allowed protocols, such as HTTP, HTTPS,
FTP, and Telnet. If the firewall policy that has authentication enabled does not allow at least one of the
supported protocols used for obtaining user credentials, the user will not be able to authenticate.

Protocols are required for all authentication methods that use active authentication (local password
authentication, server-based password authentication, and two-factor authentication). Active authentication
prompts the user for user credentials based on the following:

» The protocol of the traffic
» The firewall policy

Passive authentication, on the other hand, determines the user identity behind the scenes, and does not
require any specific services to be allowed within the policy.
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Mixing Policies
» Enabling authentication on a policy does not always force an active authentication

S

17  Guest = LOCAL_SUBNET Z al ISl Guest_AV 3 always @ALL v ACCEPT @ Enabled
= B8 certificate-inspection

18  Contractor = all Il Contractor AV G always @ALL v ACCEPT @ Enabled
[ certificate-inspection

19 Other & LOCAL_SUBNET & all I default o always @ ALL  + ACCEPT @ Enabled
B0 certificate-inspection

* Three options:
+ Enable authentication on every policy that could match the traffic
+ Enforce authentication on demand option (CLI option only)
« Enable a captive portal on the ingress interface for the traffic

* If login cannot be determined passively, then FortiGate uses active authentication
+ FortiGate does not prompt the user for login credentials when it can identify the user passively
« By default, active authentication is intended to be used as a backup when passive authentication fails
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In the example shown on this slide, assuming active authentication is used, any initial traffic from
LOCAL_SUBNET will not match policy sequence 17 (Guest). Policy sequence 17 looks for both IP and user,
and user group information (LOCAL_SUBNET and Guest-group respectively), and since the user has not yet
authenticated, the user group aspect of the traffic does not match. Since the policy match is not complete,
FortiGate continues its search down the sequence list, to see if there is a complete match.

Next, FortiGate evaluates policy sequence 18 to see if the traffic matches. It will not for the same reason it did
not match 17.

Finally, FortiGate evaluates policy sequence 19 to see if the traffic matches. It matches all criteria, so traffic is
allowed with no need to authenticate.

When you use only active authentication, if all possible policies that could match the source IP have
authentication enabled, then the user will receive a login prompt (assuming they use an acceptable login
protocol). In other words, if policy sequence 19 also had authentication enabled, the users would receive login
prompts.

If you use passive authentication and it can successfully obtain user details, then traffic from
LOCAL_SUBNET with users that belong to Guest-group will apply to policy sequence 17, even though policy
sequence 19 does not have authentication enabled.

If you use both active and passive authentication, and FortiGate can identify a user’s credentials through
passive authentication, the user never receives a login prompt, regardless of the order of any firewall policies.
This is because there is no need for FortiGate to prompt the user for login credentials when it can identify who
the user is passively. When you combine active and passive authentication methods, active authentication is
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« Enable authentication on
every policy that could
match the traffic:

« All firewall policies must
have authentication
enabled (active or
passive)

+ If there is a fall-through
policy in place,
unauthenticated users
are not prompted for
authentication
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Active Authentication Behavior

* Enforce authentication
on demand option:

+ CLI option only

# config user setting

(setting) # set auth-on-demand
<always|implicit>

Implicit - default option. It will not
trigger authentication if there is a fall
through peolicy.

Always — Trigger authentication prompt for
policies that have active authentication
enabled regardless of a fall through policy

* Provides more granular
control
+ Authentication is enabled
at a firewall policy level
* You must place passive
authentication policies
on top of active
authentication policy

©Fortinat Ine. All Rights Raserved

* Enable a captive portal
on the ingress interface
for the traffic:

Authentication happens
at an interface level

Traffic is not allowed
without valid
authentication unless it
matches an exemption

All users are prompted
for authentication before
they can access any
resource

As mentioned earlier, there are three different ways you can alter active authentication behavior. If you have
an active authentication firewall policy followed by a fall-through policy that does not have authentication
enabled on it, then all traffic will use the fall-through policy. This means that users are not asked to
authenticate. By default, all traffic passes through the catch-all policy without being authenticated. You can
alter this behavior by enabling authentication on all firewall policies. When you enable authentication, all the
systems must authenticate before traffic is placed on egress interface.

Alternatively, only on the CLI, you can change the auth-on-demand option to always. This instructs
FortiGate to trigger an authentication request, if there is a firewall policy with active authentication enabled. In
this case, the traffic is allowed until authentication is successful.

If you want to have all users connect to a specific interface, then it is better to enable captive portal
authentication at the interface level. This way, all devices must authenticate before they are allowed to access

any resources.
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Knowledge Check

1. Firewall policies dictate whether a user or device can or cannot authenticate on a
network. Which statement about firewall authentication is true?
¥ A, Firewall policies can be configured to authenticate certificate users.

B. The order of the firewall policies always determines whether a user's credentials are determined
actively or passively.

2. Which statement about active authentication is true?
A. Active authentication is always used before passive authentication.

/ B. The firewall policy must allow the HTTP, HTTPS, FTP, and/or Telnet protocols in order for the user to
be prompted for credentials.

FEATINET
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Good job! You now understand how to use firewall policies for authentication.

Now, you will learn about authenticating though captive portal.
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After completing this section, you should be able to achieve the objective shown on this slide.

By demonstrating competence in captive portal, you will be able to configure authentication through a captive
portal.
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+ Authenticates users on web pages that
request a username and password

+ Enabled at interface level _

Network
* Only actl-ve authentication methods can Devicedetscikail -
use captive portal - - ,
I Security mode @ Captive Portal vl
Authentication portal External
- Can host captive portal on FortiGate or | Useraccess @ Allow all
an external authentication server User groups & CP-group x

+

Exempt sources

Exempt destinations/services +

Redirect after Captive Portal [elg-EIRERIIERE Specific URL
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If you want all users connecting to the network to be prompted for their login credentials (active
authentication), you can enable captive portal. Captive portal is a convenient way to authenticate web users
on wired or Wi-Fi networks through an HTML form that requests a username and password.

You can host a captive portal on FortiGate or an external authentication server, such as FortiAuthenticator.
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_ |

FortiGate

HORHNET —
Configuring Captive Portal
* Configured on network interfaces _
MName 551D Traffic Mode Security =

WIFI ) WIFI-fortinet (WIFI) Tunnel Captive Portal
WIFi Settings
SsSID fortinet

Client limit »
Broadcast SSID @O

Security Mode Settings

Hetwork Security mode I Captive Portal - I
Do dvacin® 2 Partal type Disclaimer + Authentication -
Security mode &  Captive Portal . )
Authentication portal (B Extornal Authentication portal External
User access @ Restricted to Groups JERINET User groups & Guest-group x
User groups = CP-group +
+
Exempt sources
Exempt sources +*
Exempt destinations/services + Exempt destinations/services +
Redirect after Captive Portal  MelERETEERIEIY Specific URL Redirect after Captive Portal Original Request gEiEeGTa il
- - - -
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You enable captive portal, for both wired and Wi-Fi networks, at the interface level—regardless of the firewall
policy that allows it or the port that it ultimately leaves by (authentication being enabled or disabled on the
policy is not a factor). This is true for any network interface, including Wi-Fi and VLAN interfaces. On the local
network, you must enable the captive portal setting on the incoming port.

You can configure a captive portal on the Interfaces page. Select the required interface. In the Network
section, enable Security mode, and on the drop-down list, select Captive Portal. Note that if you are
configuring captive portal for a Wi-Fi network, the Wi-Fi SSID must first exist.

Captive portals are not compatible with interfaces in DHCP mode.
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* Restricted to Groups

« Only groups configured under the Admission Control section can successfully authenticate and
access resources

Network #config system interface
edit <port#>

Device detection €@ ® ; y

_ - set security-mode captive-portal
Security mode @ Captive Portal - set security—groups “<group name>”
Authentication portal External end

User access @

Restricted to Groups FIIVEN

User groups & CP-group x
& Remote-users ®
+
FEATINET = & A
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In the Network section, you also restrict captive portal user access.
Select Restricted to Groups to control the access from the captive portal configuration.

Use the security-mode and security-groups settings in port configurations to make the same
changes on the CLI.
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* Allow all:
= Any groups configured on the firewall policies can successfully authenticate and access resources

NE“_WK 3 #config system interface

Device detection @ » edit <port#>

Security mode & Captlve Portal - s g

Authentication portal External set SECLlIltY—mOdE! Captlve—portal

User access @ Restricted to Groups end

Exempt sources +

Exempt destinations/services +,

MName Source Destination Schedule Service
E 8 port3 - @ port1 @
Full_Access B CP-group B an 6 always @ ALL
T Remate-users
&l LOCAL SUBNET
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You can select Allow all to allow access to members of any groups configured on the firewall policies after
authentication.

Use the security-mode captive-portal setting in port configurations to enforce captive portal access
using the CLI. By omitting the security-groups setting the User access configuration is set to Allow all.
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Captive Portal Exemptions

* Can suppress captive portal for specific -
devices based on address object:

N -—

fconfig user security-exempt-list
Printers, fax machines, and so on edit <list name}

config rule

: setsrcaddr |dstaddr|service
Exempt sources +
Exempt destinations/services Prrrpovsr = next
elect Entries 9 nd
Service
o] + Create
& ADDRESS(14) |
& FABRIC_DEVICE |
& FIREWALL _AUTH_PORTAL_ADDRESS] |
& gmailcom
 LOCAL SUBNET _ ¥ y
I LOCAL WINDOWS #config f[irewall policy
& loginmicrosoft.com il edit ‘-'prliCY id>
& loginmicrosoftonline com s LT
T loginwindows net set captive-portal-exempt enable
& REMOTE_ETH1
& REMOTE_SUBNET end
L EEMOTE WiIN ¥le ' S—
Close
FEATINET = & 2
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You can configure a firewall policy to suppress captive portal for specific addresses, or services. This is useful
for devices that are unable to actively authenticate, such as printers and fax machines, but still need to be

allowed

by the firewall policy. When suppressed, traffic that matches the source or destination is not

presented with the captive portal login page.

There are two ways you can bypass captive portal:

* Through a security exemption list in the GUI or the CLI under config user security-exempt-list

» Through the firewall policy. In the CLI, edit the policy and enter the command set captive-portal-
exempt enable. All traffic matching this policy is now exempt from having to authenticate through the
captive portal.
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Terms of Service Disclaimer

+ Terms and Disclaimer Agreement page

displays before the user authenticates #config firewall policy
« The user must accept the disclaimer to edit <policy id>
proceed set disclaimer enable
« After accepting, the user is directed to the end

intended destination

s

- ._/.’-" Tes] for any of these si
N rovider and af endh
antirely at your own nsk and you are responsible |
g "'\_\?. Do you agree to the above terms?

es, | agree ha, | decling

FEIATINET
47

S E Tl'aiﬂing Institute @ Fortinet Inc All Rights Resenved

If you want to enable a terms of service disclaimer to be used in combination with captive portal
authentication, you can do so by using the config firewall policy and set disclaimer enable
commands on the CLI. The terms of service disclaimer states the legal responsibilities of the user and the
host organization. When you enable the disclaimer, the user must agree to the terms outlined in the statement
in order to proceed to the requested URL. When enabled, the terms of service disclaimer opens immediately

following a successful authentication.

Neither a security exemption list, nor a captive portal exemption on a firewall, can bypass a disclaimer.
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* In the Replacement Messages section, click Extended View
 Not all disclaimers are, or need to be, the same
« Can alter text
+ Can add to images (to HTML messages)
# Manage Images ~ # Edit Q Simple View
Name * Description = Discisiror Page x
Alert E-mall @ Messag
e = aen
-—-w
Authentication Success Page Replacement HTML for authentication success page Terms and Disclaimer Agree
Block Notlfication Page Replacement HTML for block notlfication page
Certificate Password Page Replacement HTML far certificate password page
Declined Disclaimer Page Replacement HTML for user declined disclaimer page
Declined Quarantine Page Replacement HTML for user declined quarantine page
Disclaimer Page Replacement HTML for authentication disclaimer page _—-4-
Email Collection Replacement HTML for emall collection page m
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FortiGate allows you to customize portal messages, which include the login page and disclaimer page. You
can customize the messages on the Replacement Messages page.

The disclaimer page is in HTML, so you must have knowledge of HTML in order to customize the message.

The default layout is Simple View, which hides most of the replacement messages. Use Extended View to
show all editable replacement messages.
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$config user setting
set auth-timeout-type [idle-timeout|hard-timeout|new-session]
end

* Timeout specifies how long a user can
remain idle before the user must
authenticate again

« Default is five minutes

* Three options for behavior:

+ ldle (default): no traffic for that amount of time g @ ‘

« Hard: authentication expires after that amount
of time, regardless of activity

« New session: authentication expires if no new
session is created in that amount of time

FEATINET
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An authentication timeout is useful for security purposes. It minimizes the risk of someone using the IP of the
legitimate authenticated user. It also ensures users do not authenticate and then stay in memory indefinitely. If
users stayed in memory forever, it would eventually lead to memory exhaustion.

There are three options for timeout behavior:

+ Idle: looks at the packets from the host IP. If there are no packets generated by the host device in the
configured timeframe, then the user is logged out.

» Hard: time is an absolute value. Regardless of the user’s behavior, the timer starts as soon as the user
authenticates and expires after the configured value.

* New session: even if traffic is being generated on existing communications channels, the authentication
expires if no new sessions are created through the firewall from the host device within the configured
timeout value.

Choose the type of timeout that best suits the authentication needs of your environment.
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Knowledge Check

1. Which statement about captive portal is true?
A. Captive portal must be hosted on a FortiGate device.
¥ B. Captive portal can exempt specific devices from authenticating.

2. Which statement best describes the authentication idle timeout feature on FortiGate?
A. The length of time FortiGate waits for the user to enter their authentication credentials

¥ B. The length of time an authenticated user is allowed to remain authenticated without any packets being
generated by the host device
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¥' Methods of Firewall Authentication

iw/ 'Remote Authentication Servers

{ User Groups

( Authentication Using Firewall Policies

/ Authenticating Through Captive Portal

Monltonng and Troubleshooting
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Good job! You now understand authenticating though captive portals.

Now, you will learn about monitoring and troubleshooting.

FortiGate Security 7.0 Study Guide 256



Firewall Authentication

DO NOT REPRINT

N —

Monitoring and Troubleshooting

Objectives

« Monitor firewall users
+ Use troubleshooting tools
* Use best practices

NSE Training Institute 52

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in monitoring and troubleshooting, you will be able to monitor authenticated
users and troubleshoot any issues that may occur.
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Monitoring Users
# Firewall Users &[4 showall FSSO Logons
Method User Group
W Firewall B CP-group
Q
User Name = IP Address = User Group = Duration = Traffic Volume = Method =
& student 100.1.10 B CP-group 1 minute(s) and 9 second(s) 1043 kB neeeeessss———— & Firewall
Y
Confirm x
+ Also used to terminate authenticated
A Are you sure you want to deauthenticate the selected user(s)? sessions
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You can monitor users who authenticate through your firewall policies using the Dashboard > User &
Devices > Firewall Users page. It displays the user, user group, duration, IP address, traffic volume, and
authentication method.
It does not include administrators, because they are not authenticating through firewall policies that allow
traffic. They are logging in directly on FortiGate.
This page also allows you to disconnect a user, or multiple users, at the same time.
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Troubleshooting

@ Enatled B upa_ceepinspection

+ CLI commands:
* diagnose firewall auth list
+ Shows authenticated users, associated groups and their IP address
* diagnose firewall auth clear
= Clears all authorized users from the current list
* diagnose debug application fnbamd -1
* Used to troubleshoot active authentication (must use in conjunction with diagnose debug enable)
* diagnose test authserver radius direct <ip> <port> <secret>
+ Tests preshared key between FortiGate and the RADIUS server
* diagnose test authserver ldap <server name> <username> <password>
« Tests LDAP authentication for the specified user account
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In the web-based manager, a good tool for troubleshooting is the Bytes column on the security policy page,
which you open by clicking Policy & Objects > Firewall Policy. This column displays the number of bytes
that have passed through this policy. This is valuable information to have when you are troubleshooting.
When you are testing your configuration (end-to-end connectivity, user authentication, and policy use)
watching the byte count for an increase can help with troubleshooting. An increase indicates if the policy in
question is seeing any traffic, which is useful information if you expect a user to require authentication, but
they are never prompted.

Use the following CLI commands to gather more information about users and user authentication attempts to

help troubleshoot failed authentication attempts:

* diagnose firewall auth list: shows authenticated users and their IP address.

* diagnose firewall auth clear: clears all authorized users from the current list. This is useful
when you need to force users to reauthenticate after system or group changes. However, this command
can easily result in many users having to reauthenticate, so use it carefully.

* diagnose debug application fnbamd -1:use this command to troubleshoot active authentication,
(You must use it in conjunction with diagnose debug enable.)

* diagnose test authserver radius-direct <ip> <port> <secret>: tests preshared key
between FortiGate and the RADIUS server.

* diagnose test authserver ldap <server name> <username> <password>:tests LDAP
authentication for the specified user account.
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Best Practices

+ Set the source IP whenever the remote RADIUS server is accessed through a VPN,
because most VPNs do not have an IP address associated with the VPN interface

« Servers should not go through an authentication policy. Use a dedicated, non-
authentication policy for each server

Caution: Use exireme caution when selecting the Include in every User Group option when
configuring a RADIUS server. This option places the RADIUS server, and all users who can authenticate
against that server, into every FortiGate user group, including groups that are used for administrator

access.
Name FortiAuth-RADIUS
Authentication method DEENIE Specify
NASIP
I Include in every user group C)I

Primary Server
IP/Name 10.0.1.150
Secret ssssssee

FLIATIET = & o
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Use the best practices listed on this slide to avoid unnecessary issues when configuring firewall
authentication.
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Knowledge Check

1. Which command would you use to identify the IP addresses of all authenticated users?
A. diagnose firewall auth clear
¥ B. diagnose firewall auth list

FEATINET
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J Authentication Using Firewall Policies

( J JAuthenticating Through Captive Portal
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Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in this lesson.
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Review

Describe firewall authentication

Identify the different methods of firewall authentication available on FortiGate devices

Identify supported remote authentication servers
Describe active and passive authentication and the order of operations

Configure users for local password authentication, server-based password
authentication, and two-factor authentication

Configure a remote authentication server

Configure user authentication, firewall policies, captive portal, and disclaimers

Monitor firewall users

Use troubleshooting tools and best practices

NSE Training Institute
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This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned how to use authentication on the firewall

policies of FortiGate.

FortiGate Security 7.0 Study Guide

263



Logging and Monitoring

DO NOT REPRINT

N -—

||||||||||||||||||||||
......................

NSE Training Institute @
FortiGate Security

Logging and Monitoring .

£"2 Forti0S 7.0
Last Modified: 24 January 2022

In this lesson, you will learn how to configure local and remote logging on FortiGate; view, search, and
monitor logs; and protect your log data.
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Lesson Overview

Log Basics

- 'Local and Remote Logging
=

| Log Settings and Log Search

Protect Log Data
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In this lesson, you will learn about the topics shown on this slide.
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Log Basics

Objectives

+ Describe the log workflow

+ |dentify log types and subtypes

+ Describe log severity levels

+ Describe the layout of a log message
Describe the effect of logging on performance

NSE Training Institute 3

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in log basics, you will be able to more effectively analyze log data from your
database.
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Logging Workflow
1. Traffic passes through FortiGate to your network
2. FortiGate scans the traffic and takes action based on configured firewall policies
3. Activity is recorded and the information is contained in a log message
4. Log messageis storedin a log file and on a device capable of storing logs (local FortiGate
device or an external device, such as FortiAnalyzer)
. Scans and takes action based on firewall policies
_ : . Traffic goesto FortiGate = . Log file stored (external device optional)
- ey o —m o= >SS
FortiGate FortiAnalyzer ™
+ Purpose of logs: )@@ Jedin)
T I in
+ Monitor network and internet traffic volumes SR Se AR o
- Diagnose problems
» Establish normal baselines to recognize anomalies and trends NI zecier yerommendes
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When traffic passes through FortiGate to your network, FortiGate scans the traffic, and then takes action
based on the firewall policies in place. This activity is recorded, and the information is contained in a log
message. The log message is stored in a log file. The log file is then stored on a device capable of storing
logs. FortiGate can store logs locally on its own disk space, or can send logs to an external storage device,
such as FortiAnalyzer.

The purpose of logs is to help you monitor your network traffic, locate problems, establish baselines, and
more. Logs provide you with a greater perspective of your network, allowing you to make adjustments to your
network security, if necessary.

Some organizations have legal requirements when it comes to logging, so it is important to be aware of your
organization’s policies during configuration.

For effective logging, your FortiGate system date and time should be accurate. You can either manually set

the system date and time, or configure FortiGate to keep its time correct automatically by synchronizing with a
Network Time Protocol (NTP) server. An NTP server is highly recommended.
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Log Types and Subtypes

: Taffclogs recordwaffofow [ T S A

information, such as an HTTP/HTTPS

: . F d Endpoint Control Application Control
request and its response (if any) e ERIERRE oo
Local High Availability Antivirus
+ Eventlogs record system and : -
administrative events, such as adding Shniffer System Data Leak Prevention (DLP)
or modifying a setting, or daemon User Anti-Spam
activities Router Web Filter
* Secunty |995 record secur_lty ev_ents’ VPN Intrusion Prevention System (IPS)
such as virus attacks and intrusion .
attempts, based on the security profile WAD Anomsly (Dos pokicy)
type (log type = utm) Wireless Web Application Firewall (WAF)

+ If no security logs exist, the menu item
does not appear in the GUI.

FoATINET

E Training Institute ©Fortinet Inc. Al Rights Reserved. 5

To FortiGate, there are three different types of logs: traffic logs, event logs, and security logs. Each type is
further divided into subtypes.

Traffic logs record traffic flow information, such as an HTTP/HTTPS request and its response, if any. It

contains subtypes named forward, local, and sniffer.

» Forward traffic logs contain information about traffic that FortiGate either accepted or rejected according to
a firewall policy.

» Local traffic logs contain information about traffic directly to and from the FortiGate management IP
addresses. They also include connections to the GUI and FortiGuard queries.

+ Sniffer logs contain information related to traffic seen by the one-arm sniffer.

Event logs record system and administrative events, such as adding or modifying a setting, or daemon

activities. It contains subtypes named endpoint control, high availability, system, user, router, VPN, WAD, and

wireless.

+ System event logs contain information related to operations, such as automatic FortiGuard updates and
GUI logins.

» User logs contain logon and logoff events for firewall policies with user authentication.

* Router, VPN, WAD, and wireless subtypes include logs for those features. For example, VPN contains
IPsec and SSL VPN log entries.

Finally, security logs record security events, such as virus attacks and intrusion attempts. They contain log
entries based on the security profile type (log type = utm), including application control, antivirus, DLP, anti-
spam (email filter), web filter, intrusion protection, anomaly (DoS-policy), and WAF. Security logs and
subtypes are only visible in the GUI if logs are created within it—if no security logs exists, the menu item does
not appear.
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Log Severity Levels

+ Each log entry includes a log level (also known as priority level) that ranges in order of
importance
+ 0 = high importance / 6 = low importance

0 — Emergency System unstable
1—Alert Immediate action required
2 — Critical Functionality effected
3 — Error Error exists that can affect functionality
4 — Warning Functionality could be affected
5 — Notification Information about normal events
6 — Information General system information
7 — Debug Diagnostic information for investigating issues
mmE Training Institute ©Fortinet Inc. All Rights Reserved. 6

Each log entry includes a log level (or priority level) that ranges in order of importance from emergency to
information.

There is also a debug level. It puts diagnostic information into the event log. The debug level is rarely used,
unless you are actively investigating an issue with Fortinet Support. Generally, the lowest level you want to
use is information, but even this level generates many logs and can cause premature hard disk failure.
Depending on the type of log and the needs of your organization, you may want to log only notification levels
or higher.

You and your organization’s policies dictate what must be logged.

FortiGate Security 7.0 Study Guide 269



Logging and Monitoring
DO NOT REPRINT
HORHNET —
Log Message Layout

* Log header (similarin all logs)
« Type and subtype = Name of log file * Level = Severity level

date=2021-03-14 time=12:05:28 1logid=0316013056] type=utmjsubtype=webfilter]
eventtype=ftgd_blk|level=warnind vd=root

* Log body (varies by log type)
- policyid = Firewall policy applied to session » srcip anddslip = Source and destination IP
* hostname = URL or IP of host * action = Action taken by FortiGate
+ msg = Reason for the action

policyid=llsessionid=1087% u&ser=""|srcir_':=lU.D.J..J.OISJ:::psDJ:T_=60952 srcintf="port3"
Qstib—52.94.14.233 dstport=80 dstintf="portl"™ proto=6 service="HTTP"
hostname="miniclip.com"Iprofile="default"Iaction=blocked[reqtypezdirect
url="/favicon.ico" sentbyte=297 rcvdbyte=0 direction=outgoing

|msg="URL belongs to a denied category in policy”|method=domain cat=20 catdesc="Games"

crscore=30 crlevel=high

FoATINET
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Every log message has a standard layout comprising two sections: a header and a body.

The header contains fields that are common to all log types, such as originating date and time, log identifier,
log category, severity level, and virtual domain (VDOM). The value of each field, however, is specific to the
log message. In the raw log entry example shown on this slide, the log type is UTV, the subtype is
webfilter, and the level is warning. The type and subtype of logs determine what fields appear in the log

body.

The body, therefore, describes the reason why the log was created and actions taken by FortiGate. These
fields vary by log type. In the example shown on this slide, the fields are as follows:

* The policyid field indicates which firewall rule matched the traffic

* The srcip field indicates the source IP address

* The dstip field indicates the destination IP address

* The hostname field indicates the URL or IP of the host

* The action field indicates what FortiGate did when it found a policy that matched the traffic

* The msg field indicates the reason for the action taken. In this example, the action is b1ocked, which
means that FortiGate prevented this IP packet from passing, and the reason is because it belonged to a
denied category in the firewall policy.

If you log to a third-party device, such as a syslog server, knowing the log structure is crucial to integration.
For information on log structures and associated meanings, visit http:/docs.fortinet.com.
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Logging in a Security Fabric Design

* Requisite products: Two or more FortiGate devices and a FortiAnalyzer (a remote
logging device)
« With FortiGate, you can enable different security features in different firewalls in the
fabric
» Ensures you do not have to scan and log the same traffic flow more than once when it passes more
than one firewall
» FortiGate can share network-related information
» Devices connected to downstream FortiGate devices will be visible on the upstream device as well (you
must enable device detection on the Interfaces page of the FortiGate GUI)
* Administrators can view logs and devices connected to the network by logging in to the
root FortiGate in the Security Fabric
+ Information is securely shared using the FortiTelemetry protocol

r:.'gE Training Institute ©Fortinet Inc. All Rights Reserved B

Collecting logs from the devices in your Security Fabric is important. This is why two or more FortiGate
devices and a FortiAnalyzer—a remote logging device—are requisite products at the core of the Security
Fabric solution. With FortiGate, you can enable different security features, like antivirus, web filtering, intrusion
prevention (IPS), and application control, in different firewalls in the fabric. For example, in the Internal
Segmentation firewall (ISFW), you can enable only antivirus, while in the Next Generation firewall (NGFW)
facing the internet, you can enable web filtering, IPS, and application control. This means you do not have to
duplicate scans and logs of the same traffic flow when it passes through multiple firewalls.

The Security Fabric can provide a network topology view (physical and logical), and FortiGate devices can
share network-related information. For example, devices connected to downstream FortiGate devices will be
visible on the upstream device as well (you must enable device detection on the Interfaces page of the
FortiGate GUI). In short, administrators can view logs and devices connected to the network by logging on to
the root FortiGate in the Security Fabric. This information is securely shared using the FortiTelemetry
protocol.
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Effect of Logging on Performance

* More logs = more CPU, memory, and disk space

+ Depending on the amount of traffic you have, and the logging settings that are enabled,
your traffic logs can swell and impact the performance of your firewall

+ Traffic logs record every session
« Extra information for troubleshooting
+ Some UTM events
* More system intensive

# config system global
set sys-perf-log-interval <number from 0-15>

end

FoATINET
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It is important to remember that the more logs that get generated, the heavier the toll on your CPU, memory,
and disk resources. Storing logs for a period of time also requires disk space, as does accessing them. So,
before configuring logging, make sure it is worth the extra resources and that your system can handle the
influx.

Also important to note is logging behavior with security profiles. Security profiles can, depending on the
logging settings, create log events when a traffic matching the profile is detected. Depending on the amount of
traffic you have, and logging settings that are enabled, your traffic logs can swell and, ultimately, impact the
performance of your firewall.

From the FortiGate CLI, you can enable performance statistic logging for remote logging devices, such as

FortiAnalyzer and syslog, to occur every 1-15 minutes (0 to disable). This is not available for local disk logging
or FortiCloud.
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Knowledge Check

1. Which type of logs are application control, web filter, antivirus, and DLP?
A. Event
Yv'B. Security

2. Thelog contains fields that are common to all log types, such as originating
date and time, log identifier, log category, and VDOM.
YA.  header
B. body
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Lesson Progress

\/ Log Basics

( '_j Local and Remote Logging

| Log Settings

View, Search, and Monitor Logs

Protect Log Data

S
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Good job! You now understand log basics.

Now, you will learn about local logging.
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Local and Remote Logging

Objectives

+ |dentify log storage options
« Enable local and remote logging

Understand disk allocation and reserved space
* Understand how remote logging works with VDOMs
Understand log transmission

* Enable reliable logging
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in local logging, you will be able to successfully store logs to local disk and
retain those logs, based on your requirements.
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Log Storage—Local

Local logging

Performance may be impacted
under heavy strain
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Storing logs on FortiGate is known as local logging. You can store logs to the device’s hard drive.

Typically, mid to high-end FortiGates have a hard drive. Logging to a hard drive is known as disk logging.
Depending on the model series, disk logging may be enabled by default.

FortiGate can store all log types, including log archives and traffic logs, locally. Traffic logs and log archives
are larger files, and need a lot of room when being logged by FortiGate.

Under heavy log usage, any logging to FortiGate—disk—will result in a performance impact.
If you are using the local hard disk on a device for WAN optimization, you cannot also log to disk (unless your

device has two separate disks: you can use one with WAN optimization and the other for logging). If you are
using the local hard disk for WAN optimization, you can log to remote FortiAnalyzer devices or syslog servers.
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Enabling Local Logging

« To store logs locally on FortiGate, you

must enable disk logging _

« With disk logging enabled, the report

daemon collects statistics used for Log Settings
historical FortiView from disk
- If disk loggingis disabled, FortiView logs are Local Log

only available in real time

» By default, logs older than seven days Disk ©
are deleted from disk (configurable) Enable Local Reports ©

Enable Historical FortiView @

# config log disk setting

set maximum-log-age <integer>

# config log disk setting

set status enable

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 14

If you want to store logs locally on FortiGate, you must enable disk logging from the Log Settings page. Only
certain FortiGate models support disk logging. If your FortiGate does not support disk logging, you can log to
an external device instead. You will learn about remote logging later in this lesson.

Disk logging must be enabled in order for information to appear on the FortiView dashboards. If disabled, logs
display in real time only. You can also enable this setting using the CLI config log disk setting
command.

By default, logs older than seven (7) days are deleted from the disk (log age is configurable).
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* The system reserves approximately 25% of its disk space for system usage and

unexpected quota overflow
« Only ~75% of disk space is available to store logs

FGT A (global) # diagnose sys logdisk usage

Total HD usage: 208MBA118145MB
Total HD logging space: |88608MB

HD logging space usage for vdom “root”: OMB/9965MB

HD logging space usage for vdom “vdoml:” OMB/104857MB

+ Formulas:
« disk - logging = reserved (i.e. 118145MB — 88608MB = 29537MB reserved)

» reserved/disk*100 = reserved % (i.e. 29537/118145*100 = 25%)

ﬁ'gE Training Institute ©Fortinet Inc. All Rights Reserved.

If you decide to log locally on FortiGate, be aware that the entire disk space is not available to store logs. The
FortiGate system reserves approximately 25% of its disk space for system usage and unexpected quota

overflow.

To determine the amount of reserved space on your FortiGate, use the CLI command diagnose sys
logdisk usage. Subtract the total logging space from the total disk space to calculate the reserved space.
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Log Storage—Remote

FortiSIEM

&

Fo iMalnager

Remote logging

NSE Training Institute ©Fartinat Inc. All Rights Reservad.

If storing logs locally does not fit your requirements, you can store logs externally. You can configure
FortiGate to store logs on syslog servers, FortiCloud, FortiSIEM, FortiAnalyzer, or FortiManager. These
logging devices can also be used as a backup solution.

Syslog is a logging server that is used as a central repository for networked devices.

FortiCloud is a Fortinet subscription-based, hosted security management and log retention service that offers
long-term storage of logs with reporting. If you have a smaller network, FortiCloud is usually more feasible
than buying a dedicated logging device. Note that every FortiGate offers a free tier and will keep logs for
seven days. You must upgrade to the paid service to retain logs for one year.

FortiSIEM provides unified event correlation and risk management that can collect, parse, normalize, index,
and store security logs.

FortiAnalyzer and FortiManager are external logging devices with which FortiGate can communicate. You can
place FortiAnalyzer or FortiManager in the same network as FortiGate, or outside of it. While FortiAnalyzer
and FortiManager share a common hardware and software platform and can both take log entries,
FortiAnalyzer and FortiManager actually have different capabilities that are worth noting. The primary purpose
of FortiManager is to centrally manage multiple FortiGate devices. As such, log volumes are limited to a fixed
amount per day, which are less than the equivalent size FortiAnalyzer. On the other hand, the primary
purpose of FortiAnalyzer is to store and analyze logs, so the log limit is much higher (though the limit is model
dependent). Note that local disk or logging is not required for you to configure logging to FortiAnalyzer or
FortiManager.
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« FortiGate can send logs to both FortiAnalyzer and
FortiManager (FortiGate must be a registered device) _
Remote Logging and Archiving
rtiAnatyzer/FortiManager I © Disabled
10,0.1.210 Test Connectivity
FT ol 5 © Connected
f'__imal < .- (] 56,07 MiB / 1000.00 MiB
g \\/ . | 2082 MiB / 700.00 MIB
= e g chi : B 35.25 MiB / 300.00 MiB
Registﬁ;\h{/,f 3 ‘_.r"“Fm?rtIGate o Upload option Real Time  Every Minute m
FortiAnal /FortiM r\h{’ ) r e’ Allow access to FortiGate REST ARl (T
o na yzer o anager hﬁ“a_/ i Verify FortiAnalyzer certificate L & FAZ-VMOOOD0650480
# config log [fortianalyzer | fortianalyzer-
« Can configure up to three separate FortiAnalyzer and loud|fortianalyzerZ|fortianalyzer3] setting
FortiManager devices or one cloud FortiAnalyzer set status enable
instance using the CLI set server <server TP>
» Multiple devices may be needed for redundancy o
» Generating and sending logs requires resources—
be aware!
FOIATINET
NSE Training Institute ©Fortinet Inc. All Rights Reserved. 17

The process to configure FortiGate to send logs to FortiAnalyzer or FortiManager is identical. In order for
FortiGate to send logs to either device, you must register FortiGate with FortiAnalyzer or FortiManager. After it
is registered, FortiAnalyzer or FortiManager can begin to accept incoming logs from FortiGate.

You can configure remote logging to FortiAnalyzer or FortiManager using both the GUI and CLI.

GUI: On the Log Settings page, enable logging to FortiAnalyzer/FortiManager, and type the IP address of
the remote logging device.

CLI: For both FortiAnalyzer and FortiManager, use the config log fortianalyzer setting
command. Even though FortiManager isn’'t explicitly mentioned in the command, it is used for
FortiManager as well. Using the CLI, up to three separate devices or one cloud FortiAnalyzer instance can
be added to increase redundancy for the protection of log data. The commands for the three devices are

not cumulative. Generating logs uses system resources, so if FortiGate frequently creates and sends logs
to multiple places, CPU and RAM usage increase.

Note that the Test Connectivity function on the GUI will report as failing until FortiGate is registered on
FortiAnalyzer or FortiManager, because it is not yet authorized to send logs.
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Upload Option

+ Configure logging options:

* Real Time
+ Every Minute
« Every 5 Minutes (default)

* store-and-upload (CLI configuration only)

* Near real-time uploading and consistent high-speed compression and analysis

Remote Logging and Archiving

Sendiogsto ForvanazesiFortanager [N © Disales

1P address. 1001210 Test Connectivity

[ | 5607 MIB / 100000 MIB
I 20,82 MIR/ 70000 MG
B 3525 MIB / 300,00 M8

ARy 5 i |

Toate REST AR
Verify FortiAnalyrer certificate [ o FAZ VMO0000650:40

set upload-option

# configure log fortianalyzer setting
[store-and-upload |realtime/l-minute/5-minute]

NSE Training Institute

+ By default, if the FortiAnalyzer disk is full, the oldest logs are overwritten; however, you
can configure FortiAnalyzer to stop logging

© Fortinet Inc. All Rights Reserved.

FortiGate allows near real-time uploading and consistent high-speed compression and analysis to

FortiAnalyzer and FortiManager.

On the GUI, upload options include Real Time, Every Minute, and Every 5 Minutes (default).

If your FortiGate model includes an internal hard drive, you also have the store-and-upload option. This
allows you to store logs to disk and then upload to FortiAnalyzer or FortiManager at a scheduled time (usually
a low bandwidth time). You can configure the store-and-upload option, as well as a schedule, on the CLI

only.
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FortiAnalyzer Temporarily Unavailable to FortiGate?

« The FortiGate miglogd process caches logs on FortiGate when FortiAnalyzer is not reachable
« When maximum cached value is reached, miglogd will drop cached logs (oldest first)

* When FortiAnalyzer connection is back, miglogd will send the cached logs

+ FortiGate buffer will keep logs long enough to sustain a reboot of FortiAnalyzer, but is not intended for lengthy
outages

- FortiGate devices with an SSD have a configurable log buffer

Local-FortiGate # diagnose test application miglogd 6

mem=0, disk=0, alert=0, alarm=0, sys=0, faz=19, faz-cloud=0, webt=0, fds=0
interface-missed=0

pueues in all miglogds: cur:0 total-so-far:153| -

global log dev statistics:
faz 0: sent=l5,lfailed=01 cached=0, dropped=0 , relayed=0

Local-FortiGate # diagnose log kernel-stats

fgtlog: 1

fgtlog 0: total-log=32, ffailed-log=0]log-i
queue=0
et
NSE Training Institute ©Fortinet Inc. All Rights Reserved. 19

If FortiAnalyzer becomes unavailable to FortiGate for any reason, FortiGate uses its miglogd process to cache
the logs. There is a maximum value to the cache size, and the miglogd process will begin dropping cached
logs (oldest first) once this value is reached. When the connection between the two devices is restored, the
miglogd process begins to send the cached logs to FortiAnalyzer. Therefore, the FortiGate buffer keeps logs
long enough to sustain a reboot of your FortiAnalyzer (if you are upgrading the firmware, for example), but it is
not intended for a lengthy FortiAnalyzer outage.

On FortiGate, the CLI command diagnose test application miglogd 6 displays statistics for the
miglogd process, including the total cache size and current cache size.

The CLI command diagnose log kernel-stats will show anincrease in failed-1og if the cache is
full and needs to drop logs.

FortiGate devices with an SSD disk have a configurable log buffer. When the connection to FortiAnalyzer is

unreachable, FortiGate is able to buffer logs on disk if the memory log buffer is full. The logs queued on the
disk buffer can be sent successfully after the connection to FortiAnalyzer is restored.
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FortiCloud

FortiCloud, Syslog, and FortiSIEM Log Storage

Syslog and FortiSIEM

» Must activate FortiCloud account (dashboard) _

Remote Logging and Archiving

Send logs to FortiAnalyzer/FortiManager @ Enabled

Send logs to syslog i

) Cloud Logging Settings

FortiGate Cloud

# config log fortiguard setting
set status enable
set source-ip <src IP used to connect FortiCloud)
set upload-option <realtime | l-minute | S-minute>
sel enc-algorithm <high-medium | high | low>

end

1P Address/FQDN

# config log [syslogd | syslogd2 | syslogd3d | syslogd4]
set status enable
set server <syslog IP>
end

« FortiGate logs can be sent to syslog servers in
default, CSV, or CEF format

$ config log syslogd3 setting

set format [default | csv | cef]

setting

end

FoATNET

E Training Institute
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Similar to FortiAnalyzer and FortiManager, you can configure remote logging to FortiCloud on the Log
Settings page or the CLI. However, you must first activate your FortiCloud account, so FortiGate can
communicate with your FortiCloud account. Once complete, you can enable FortiCloud logging and set the
upload option. If you want to store your logs to disk first and then upload to FortiCloud, you must specify a
schedule. When disk usage is set to WAN optimization (wanopt), the store and upload option for logging to
FortiCloud is removed.

You can also configure remote logging to syslog and FortiSIEM on the Log Settings page or the CLI. You
can configure FortiGate to send logs to up to four syslog servers or FortiSIEM devices using the config log
syslogd CLI command.

FortiGate supports sending logs to syslog in CSV and CEF format, an open log management standard that
provides interoperability of security-related information between different network devices and applications.
CEF data can be collected and aggregated for analysis by enterprise management or Security Information
and Event Management (SIEM) systems, such as FortiSIEM. You can configure each syslog server
separately to send log messages in CEF or CSV format.

You can configure an individual syslog to use CSV and CEF format using the CLI. The example shown on this
slide is for syslogd3. All other syslog settings can be configured as required independently of the log message
format, including the server address and transport (UDP or TCP) protocol.
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VDOMs and Remote Logging

« |If you have a FortiGate with Virtual Domains (VDOMs)

configured, you can globally add multiple FortiAnalyzers
and syslog servers. -
* Up to three FortiAnalyzer devices

« Up to four syslog servers

# config global

config log fortianalyzer setting
set status enable
set server 10.0.1.1

end
config log fortianalyzer2 setting

set status enable
set server 10.0.2.1
end

# config vdom
edit Training

end

config log setting
set faz-override enable
set syslog-override enable

NSE Training Institute

© Fortinet Inc. All Rights Reserved.
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If you have a FortiGate with virtual domains (VDOMs) configured, you can globally add multiple

FortiAnalyzers and syslog servers. You can configure up to three FortiAnalyzer devices and up to four syslog

servers under global settings.
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Log Transmission

+ FortiGate uses UDP 514 (or TCP 514, if reliable logging is enabled) for log transmission

config log fortianalyzer setting
status enable

server "10.0.1.210"

serial "FAZ-VM0O0O000&5040"
ENC-algoL LM Nigh-medlum]
upload-uption reallime

set

set

set

| set

sel
end

Remote Logging and Archiving

Connection status

Storage usage

Analyties usage

Archive usage

Upload option

Allow access to FortiGate REST AP

Verity FortiAnalyzer certificate

Send logs to FortiAnalyzer/FortiManager

IP address

O
O

LAZEE © Disat
10.0.1.210
© Connected

B
Every Min

FAZVMDOO0D&504

aled

Test Connectivity

45.20 MIB / 1000.00 MiB
F.55 MIB / TO0.00 MIB
35.25 MIB / 300.00 MiB

ute  Every 5 Minutes

0

compressed format

NSE Training Institute
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* Log messages are stored on disk and transmitted to FortiAnalyzer as plain text in LZ4

« Reduces disk log size and reduces log transmission time and bandwidth usage

22

FortiGate uses UDP port 514 (or TCP port 514, if reliable logging is enabled) for log transmission.

Log messages are stored on disk and transmitted to FortiAnalyzer as plain text in LZ4 compressed format.
This reduces disk log size and reduces log transmission time and bandwidth usage.
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+ Changes the log transport delivery method from UDP to TCP
« TCP provides reliable data transfer

» If you enable logging to FortiAnalyzer using the GUI, reliable logging is auto-enabled

« If you enable logging to FortiAnalyzer using the CLI, reliable logging is not auto-enabled. You must
manually enable using the CLI command:

* FortiCloud uses TCP, and you can set the encryption algorithm
using the CLI (default setting is high)

« If using reliable logging, you can encrypt communications using SSL-secured OFTP

(OFTPS)
# config log fortianalyzer setting
set status enable
[set enc-algorithm [high medium | high | low] ]
set reliable enable
end
FoATRET
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When you enable reliable logging on FortiGate, the log transport delivery method changes from UDP (User
Datagram Protocol) to TCP (Transmission Control Protocol). TCP provides reliable data transfer,
guaranteeing that the data transferred remains intact and arrives in the same order in which it was sent.

If you enable logging to FortiAnalyzer or FortiManager using the GUI, reliable logging is automatically
enabled. If you enable logging using the CLI, you must enable reliable logging using the CLI command shown
on this slide.

Logging to FortiCloud uses TCP, and you can set the encryption algorithm using the CLI (the default setting is
high).

Optionally, if using reliable logging, you can encrypt communications using SSL-encrypted OFTP traffic, so

when a log message is generated, it is safely transmitted across an unsecure network. You can encrypt
communications using SSL-secured OFTP by configuring the enc-algorithm setting on the CLI.
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Knowledge Check

1. Which storage type is preferred for logging?
Y'A. Remote logging
B. Hard drive

2. Which protocol does FortiGate use to send encrypted logs to FortiAnalyzer?
Y'A. OFTPS
B. SSL

3. If you enable reliable logging, which transport protocol will FortiGate use?
A. UDP
¥B. TCP

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved.
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Lesson Progress

I Log Basics

': a/ 'Local and Remote Logging

1

() Log Settings and Log Search

3 Protect Log Data

S

NSE Tralnlng Inst!tute © Fortinet Inc. All Rights Resenved. 25

Good job! You now understand remote logging.

Now, you will learn about log settings.
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Log Settings and Log Search

Objectives

+ Configure log settings

« Enable logging on firewall policies
* Hide user names in logs

* View and search for log messages

Configure alert email
+ Configure threat weight

NSE Training Institute 2%

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in log settings, you will be able to successfully enable logging on your
FortiGate, and ensure logs are generated on traffic caused by traffic passing through your firewall policies.
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Remote Logging and Archiving |
_ Sendlogs toFortinayzer/FortiManager © Oisabled
IP address 1001210 Test Connectivity |
lDCai I ug Connection status O Connected
S E—— Storage usage ] 45.20 MiB / 1000.00 MIB
Disk sage IB / 700.00 M
y © | store logs locally : L 995 M /70000 M8
Enable Local Reports ® ] 35.25MIB/300.00MIB
PO or l'emOteW? Ipload option Rea Time  Every Minute Em\rsMhu'm
Enable Historical FortView @O e = '
— Allow access to FortiGate REST API
Verlfy FortiAnalyzer certificate © 7 FAZ-VMODDDOS5040
Fvent Logging Customize * Log event logs and traffic logs?
Local TrafficLog Al <«— * Local traffic logs = traffic directly to and from
;l Log Allowed Traffic D Log Denied Unicast Traffic FortiGate (d|sab|ed by defau]t)
| Log Local Out Traffic [] Log Denied Broadcast Traffic

» Event logs = system information generated
by FortiGate

GUI Preferences )
« Translate IPs to host names for convenience?

(Can impact CPU usage and page

Resolve Unknown Applications @ @© responsive ness )

Resolve Hostnames @ O ‘ <

FoATINET
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The Log Settings page allows you to decide if, where, and how a log is stored.

As previously discussed, you must configure whether to store logs locally on your FortiGate disk, or remotely
to an external device, such as FortiAnalyzer.

You must also configure what event logs and local traffic logs to capture. Local traffic logs provide information
about traffic directly to and from FortiGate. By default, this option is disabled because of the large number of
logs they can generate. Event logs provide all of the system information generated by FortiGate, such as
administrator logins, configuration changes made by administrators, user activity, and daily operations of the
device—they are not directly caused by traffic passing through firewall policies. For example, IPsec VPNs
closing, or routing protocol activity, are not caused by traffic passing through a firewall policy. One exception
might be the user log, because it does record user login and logout events on traffic that passes through
policies. The event logs you choose to enable depend on what features you are implementing and what
information you need to get from the logs.

The Resolve Hostnames feature resolves IP addresses to host names. This requires FortiGate to perform

reverse DNS lookups for all IP addresses. If your DNS server is not available or is slow to reply, it can impact
your ability to look through the logs, because the requests will time out.
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Log Filtering

+ Configure log filter settings to determine which logs are recorded
+ Configure up to four remote syslog or FortiSIEM logging servers:

# config log [syslogd | syslogd2 | syslogd3 | syslogd4] filter

+ Configure up to three FortiAnalyzer or FortiManager devices or one cloud FortiAnalyzer instance:

4 config log [fortianalyzer | fortianalyzer-cloud | fortianalyzer2 |
tortianalyzer3] filter

» Filters include:

+ Severity <level> - VOIP [enable/disable]

« Forward traffic [enable/disable] + DLP archive [enable/disable]
+ Local traffic [enable/disable] +  GTP [enable/disable]

- Multicast traffic [enable/disable] «  Filter [string]

« Sniffer traffic [enable/disable] + Filter type [include | exclude]

« Anomaly [enable/disable]

FoATINET
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While the log settings on the GUI allow you to configure what event logs and local traffic logs to capture, you
can also set more robust and granular options using the CLI.

Previously, we mentioned that you can configure up to four logging services for syslog and FortiSIEM using
the command config log syslogd setting, and up to four FortiAnalyzer or FortiManager devices using
the config log fortianalyzer setting. You can control what logs are sent to each of these devices
separately, using the command config log syslogd filter for remote syslog or FortiSIEM, and the
command config log fortianalyzer filter for FortiAnalyzer or FortiManager devices.

In this way, you can set devices to different logging levels and/or send only certain types of logs to one device
and other types (or all logs) to others. For example, you can send all logs at information level and above to
fortianalyzer, alert level and above to fortianalyzer2, and only traffic logs to fortianalyzer3.
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+ Firewall policy settings decide if a log
message caused by traffic passing
through a firewall policy is generated or
not

« Hardware acceleration affects logging
- Traffic offloaded to NP6 and NP6Lite
processors does not log traffic statistics.

« Traffic offloaded to NP7 processors have
improved logging of traffic statistics
capabilities

* Can disable hardware acceleration

« Can enable NP packet logging
(degrades NP performance)

NSE Training Institute

Enabling Logging on Firewall Policies

Protocel Options Bl default - #
Security Profiles

AntiVirus © [EH default | #

Web Filter © [T Category-block-and-warning v ¢

Video Filter
DNS Filt © | 3 default v 2
ion Control @  [IEEH block-high-risk - #
PS »
File Filter »

55L Inspection N certificate-inspection * 4

Logging Options

Log Allowed Traffic

& Security Events m

Generate Logs when Session Starts (B

Capture Packets »

© Fortinet Inc. All Rights Reserved.

After you configure all logging settings, you can enable logging on your firewall policies. Only when enabled

on a firewall policy can a log message—caused by traffic passing through that firewall policy—generate.

Generally, if you configure FortiGate to inspect traffic, you should also enable logging for that security feature
to help you track and debug your traffic flow. Except for violations that you consider to be low in severity, you'll

want to know if FortiGate is blocking attacks. Most attacks don’t result in a security breach on the first try. A
proactive approach, when you notice a persistent attacker whose methods seem to be evolving, can avoid a

security breach. To get early warnings like this, enable logging for your security profiles.

To enable logging on traffic passing through a firewall policy, you must do the following:

1. Enable the desired security profile(s) on your firewall policy.

Enable Log Allowed Traffic on that firewall policy. This setting is vital. If disabled, you will not receive
logs of any kind—even if you have enabled a security profile on your firewall policy. You can choose to log

only security events, or log all sessions:

+ Security Events: If enabled (along with one or more security profiles), security log events appear
in the forward traffic log and security log. A forward traffic log generates for packets causing a

security event.

« All Sessions: If enabled, a forward traffic log generates for every single session. If one or more

security profiles is also enabled, security log events appear in the forward traffic log and security

log.
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Hiding User Names in Logs

« Some laws require that usernames be anonymized

+ Use the following command to hide usernames in traffic and UTM logs, so that the
username appears as anonymous

# config log setting
set user-anonymize enable
end

date=2021-03-16 time=14:45:16 logid=0317013312 type=utm subtype=webfilter
eventtype=ftgd allow level=notice vd="root" policyid=2 identidx=1
sessionid=31232959 user="anonymous"|group="ldap_users" srcip=192.168.1.24
srcport=63355 srcintf="port2" dstip=66.171.121.44 dstport=80 dstintf="portl"
service="http" hostname="www.fortinet.com" profiletype="Webfilter Profile"
profile="default" status="passthrough" regtype="direct" url="/" sentbyte=304
rcvdbyte=60135 msg="URL belongs to an allowed category in policy" method=domain
class=0 cat=140 catdesc="customl"”

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 30

On FortiGate, you can hide usernames in traffic logs and UTM logs, so that the username appears as
anonymous. This is useful, because some countries do not permit non-anonymized logging.

To anonymize usernames, use the set user-anonymize enable CLI command.

It is assumed that logging is enabled in firewall policies and security profiles, and that identity-based policies
are configured on FortiGate.
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Viewing Log Messages: GUI

1 Log&R -
cdtin el c & © Add Fllter [T I oetaits
Forward Tralfic & Disk
Date,/Time 2 Source Device Destinatlon ication Name Result
2 minutes ago 10.0.1.20 = 94.102.51.124 Log Detalls x
2 minutes ago 10.0.1.20 == 13%.99.113.97 (homeschoolingpena.com) Security
3 mi £ 3RO 10.0.1.20 L7 4:101_1%2_150:535- hgﬂm'. e
3 minutes ago 10,0.1.20 B3 87.247.245.1 0V Ime 2022/01/04
3 minutes ago 100.1.20 W 35.208.12.102 (jowrite 11:55:52
3 minutes ago 10.0.1.20 M 31.170.161.86 (v ;;24
root
Source
10.0.1.20
10.200.1.1
55362
n Reserved
ce M port3

34.102.136.180

80
United States
ce ® portl
S B Application Control
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You can access your logs on the GUI in the Log & Report menu. The options that appear in this menu
depend on your configuration. Security logs appear only if security events exist.

Select the type of log you want to view, such as Forward Traffic. Logs on the GUI appear in a formatted table
view. The formatted view is easier to read than the raw view, and enables you to filter information when
viewing log messages. To view the log details, select the log in the table. The log details then appear in the
Log Details pane on the right side of the window.

If archiving is enabled on security profiles that support it (such as DLP), archived information appears within
the Log Details pane in the Archived Data section. Archived logs are also recorded when using
FortiAnalyzer or FortiCloud.

If you configure FortiGate to log to multiple locations, you can change the log display location in this section.
In the example shown on this slide, the log location is set to Disk. If logging to a syslog, you must view logs
on the syslog instead.
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Searching for Logs: Filters

 Add log filters to search for specific * If the filter you want to add is not
logs showing as a value on the GUI,
but does appear in the log itself,
add the table column on the GUI
c & © Add Filter
Date/Time | Application Name E Device
Archive
3seconds ago | pate/Time 02222 Sty
3seconds ago ‘;H £12222 +| Use quick filter options to search | -
29seconds agq oo 12222 data already in the log table o
Minute ago Result 12222 )
2 minutes ago "SOUI'Ce ¥8.32) 11132 —
3minutes ago ;c[“m F8.32) BN 1.1.132 Canesl
3 minutes ago "‘"?‘.»‘! ' 78.32) BN 11132
5 minutes ago ;”'” - 78.88) 229.118.95.200
6 minutes ago LLLI = En2222
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Depending on your configuration, your FortiGate might record a high volume of logs. This can make it more
difficult to locate a specific log, especially during an investigation.

To navigate the logs more efficiently, you can set up log filters. The more information you specify in the filter,
the easier it is to find the precise log entry. Filters are configurable for each column of log data on the display.
Click Add Filter to select the filter from the drop-down list that appears. If you see data that you want to filter
on in a log in the table already, you can right-click that data to select the quick filter option. For example, if you
see an antivirus log in the table with a specific botnet name, right-click the botnet name in the table and a
quick filter option appears that lets you filter on all logs with that botnet name.

By default, the most common columns are shown and less common columns are hidden. Accordingly, if
filtering data based on a column that is hidden, be sure to add the column as a selected column. To add
columns, right-click any column field, and, in the pop-up menu that appears, select the column in the
Available Columns section.

If your search filters don’t return any results when the log data does exist, the filter may be poorly formed.
FortiGate looks for an exact match in the log, so you must form the search string correctly.
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Viewing Logs Associated With a Firewall Policy

* Access log messages generated by individual policies

+ Create Mew ] # Edit & Delete Q, Policy Lookup ar Q m By Sequence
Mame Source Destination Schedule Service Action MAT Security Profiles Log Bytes

[E]  port3 - 8 portl @
P2to_P1 LOCAL SUBNET @ always ed 2 defauit
[T certifcate-inspection

=0

Set Status ET = all I8 always @ ALL v ACCEPT @ Enabled EZH no-inspection 0 uTM 0B
Y Filter by Name

| €& Copy
B Paste
#+ Insert Empty Policy » o & Iumwwm B11ac58e-791b-51e7-4600- 1 HE I Fackd? b Add Filter ®| [@= (0 Detais
atel T D tinat ot N Result Pal
B Show Matching Logs ”ﬂ« Y Source ice Destination Appiication Name e ey
2 minutes ago 100110 S 8 8.8 8 (dns googie) o 49B/1658 P3to0 P11}
Tas Ghow in Fortiview
Aminutes ago 00110 S 8.5.88 (drogoagic)  1388/3708 Pt P11
# Edit 3 minutes ago 100.1.10 el 184.24.144 126 (data cren.com) PFito P11
»_ EditinCLI I minutes ago 10:40.1.10 W 34.219.57,14 (push services modilta.com) o 2068/ 44K Pa e Pl
& Delete Policy 3 minutes ago 100.1.10 W LBEE {drgoogie) v &7E/ 1658 P30 P1{1
FoATINET e 1
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You can also access log messages generated by individual policies. Right-click the policy for which you want
to view all associated logs and, in the pop-up menu, select Show Matching Logs. FortiGate takes you to the
Forward Traffic page where a filter is automatically set based on the policy UUID.
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Viewing Log Message: CLI

Configures what log messages you will see, how many log messages you can
# execute log filter <— view at one time (a maximum of 1000 lines of log messages), and the type of
log messages you can view

# execute log display < Allows you to see spe_ciﬂc log messages that you already configured within
the execute log filter command

Local-FortiGate # execute log display

40 logs found.

10 logs rebturned.

1: date=2021-04-13 time=08:45:45 eventtime=1618328745810305885 £=="-0700" logid="0000000020"
type="traffic" subtype="forward"” level="notice" vd="root" srcip=10.0.1.10 srcport=40570
srcintf="port3” srcintfrole="undsfined" dstip=74.6.143.25 dstport=443 dstintcf="portl"”
dstintfrole="undefinsd"” srccountry="Ressrved" dstcountry="Unitsd States" sessionid=4201 proto=6
action="accept" policyid=1 policytype="poliecy" poluuid="bllacS8e-T791b-51T7-4600-12£825%a68549"
policyname="Full Access" service="HTTES" trandisp="snat" transip=10.200.1.10 transport=40570
duration®=153 ssentbyts=6623 rcovdbyte=23201 ssntpkt=40 rcvdpkt=40 appcat="unacanned”
sentdelta=€623 rovddelta=23201

2: date=2021-04-13 time=08:45:4€ eventtime=1€18328746107660006 t=z="-0700" logid="0000000020"
type="traffic"” subtype="forward" level="notice" vd="root" srcip=10.0.1.10 srcport=359%08
srcintf="port3" srcintfrole="undefined" dstip=54.243.151.211 dstport=443 dstintf="portl"
dstintfrole="undefined" srccountry="Reserved" dstcountry="United States" sessionid=4255 proto=@
action="accept" policyid=l policytype="policy" poluuid="bllacS8c-791b-51e7-4600-12£fE825a685d5"
policyname="Full Access" service="HTTPS" trandisp="snat” transip=10.200.1.10 transport=3550d
duration=147 sentbyte=2932 rcvdbyte=B084 sentpkt=23 rcovdpkt=1% appcat="unscanned"
sentdelta=2332 rcvddelta=8084
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You are not restricted from viewing log messages on the GUI. You can also view log messages on the CLI,
using the execute log display command. This command allows you to see specific log messages that
you already configured within the execute log filter command. The execute log filter
command configures what log messages you will see, how many log messages you can view at one time (a
maximum of 1000 lines of log messages), and the type of log messages you can view.

Logs appear in the raw format view. The raw format displays logs as they appear within the log file.

Similar to the GUI, if you have configured either a syslog or SIEM server, you will not be able to view log
messages on the CLI.
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of event

Configuring Alert Email

+ Send notification to email upon detection

« While there is a default mail server
preconfigured, it is recommended to
configure your own SMTP server first

Email Service @

Use custom settings @O
SMTP Server

Port &

Authentication »

10.200.1.254

i Specify

set
set
set
set
set
set
set
set
set
end

# config alertemail

setting

username "fortigate@training.lab"
mailtol "admin@training.lab"
filter-mode category | threshold

email-interval 1
IPS-1logs enable
HA-logs enable

antivirus-logs enable
webfilter-logs enable

log-disk-usage-warning enable

Security Mode RELTE SMTPS | STARTTLS

Default Reply To

NSE Training Institute
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Because you can’t always be physically watching the logs on the device, you can monitor events by setting up
alert email. Alert emails provide an efficient and direct method of notifying an administrator of events.

Before you configure alert email, you should configure your own SMTP server on your FortiGate first. The
FortiGate has an SMTP server preconfigured, but it is recommended that you use your internal email server if

you have one.

You can configure alert emails using the CLI. You can trigger alert emails based on event (such as any time
an intrusion is detected or the web filter blocked traffic), or on minimum log severity level (such as all logs at
the Alert level or above). You can configure up to three recipients.
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Configuring Threat Weight

* Prioritize solving the most relevant issues
by configuring severity levels for IPS

signatures, web categories, and
applications with a threat weight

» Set risk level values for low, medium,
high, and critical

Risk Level Values

* View detected threats from Dashboard >
Security
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In order to prioritize solving the most relevant issues easily, you can configure severity levels for IPS
signatures, web categories, and applications that are associated with a threat weight (or score).

On the Threat Weight page, you can apply a risk value of either low, medium, high, or critical to each
category-based item. Each of these levels includes a threat weight. By default, low = 5, medium = 10, high =
30, and critical = 50. You can adjust these threat weights based on your organizational requirements.

After threat weight is configured, you can view all detected threats on the Security page. You can also search
for logs by filtering on threat score.

Note that threat weight is for informational purposes only. FortiGate will not take any action based on threat
weight.
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Knowledge Check

1. In your firewall policy, which setting must you enable to generate logs on traffic sent
through that firewall policy?
Y'A. Log Allowed Traffic
B. Event Logging

2. With email alerts, you can trigger alert emails based on or log severity level.
YA event
B. threat weight

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved.
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Lesson Progress

J Log Basics

J Local and Remote Logging

|

~/ 'Log Settings and Log Search

Protect Log Data
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Good job! You now understand how to troubleshoot communication issues.

Now, you will learn how you can protect your log data.
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Protecting Log Data

Objectives

+ Perform log backups
+ Configure log rolling and uploading
* Perform log downloads

NSE Training Institute 39

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in using various methods to protect your logs, you will be able to meet
organizational or legal requirements for logs.
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Backing Up Logs

* Export all logs to FTP, TFTP, or USB (stored as LZ4 compressed files):

# execute backup disk alllogs [ftp | tftp | usb]

+ Export specific log type to FTP, TFTP, or USB (stored as LZ4 compressed files)

# execute backup disk log [ftp | tftp | usb] <log type>

These backups cannot be
restored to FortiGate devices

Sy A =
(2) L4 adminw
USE Disk: 379 GE SMI USB DISK
Available: 350GE

| LogS2e 2356 K8 (14 les)

Copy to USB

o

FoATINET
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You can also protect your log data by performing log backups, which is to say copying log files from the
database to a specified location.

The execute backup disk alllogs command backs up all logs to FTP, TFTP, or USB, while execute
backup disk log <log type> backs up specific log types (such as web filter or IPS) to FTP, TFTP, or
USB. These logs are stored in LZ4 format. You can restore FortiGate backup logs to a FortiAnalyzer device
and then view on both FortiGate and FortiAnalyzer devices.

You can also back up logs to USB using the GUI. The GUI menu item appears when you insert a USB drive
into a FortiGate USB port.
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Log Rolling and Uploading
Log ro"ing # config log disk setting
« Similar to zipping a file, rolling lowers space set max-log-file-size <1-100>
requirements needed to contain them set roll-schedule [daily | weekly]
« Can configure max log file size to roll (default MG Sell=NHE SR
20 MB)
5 # config log disk setting
< Can configure roll schedule and time RS A ———
LOg uploading set upload-destination [FTP]

set uploadip [IPv4 IP]

« Can configure rolled log files to upload to an ,
set uploadport [integer]

FTP server _
. . set source-ip [source IPv4 IP]

+ Can specify which types of log files to upload set uploaduser [F4P user]

« Can configure an upload schedule and time set uploadpass [FTP user password]
(command not shown—similar to log rolling set uploaddir [remote FTP dir]
example) set uploadtype [log type]

+ Can delete log files after uploading (enabled by Set-upoad-delate-filus Lauehle® | disabilel
default)
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Using the config log disk setting command, you can configure logs to roll (which is similar to zipping
a file) to lower the space requirements needed to contain them so they don’t get overwritten. By default, logs
roll when they reach 20 MB in size. You can also configure a roll schedule and time.

Using the same CLI command, you can also configure rolled logs to upload to an FTP server to save disk
space. You can configure which types of log files to upload, when, and whether to delete files after uploading.
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Log Downloading

* Download logs to ensure you have a copy when they are eventually overwritten on
FortiGate

« Can download logs on the GUI
» Based on current view, including any log filters set

Opening disk-traffic-forward-2020-03-02_0931.log

have chose

dish-traffic-forward-2020-03-02_0931.log
which . g

What should Firefox do with this file?

* Downloaded in raw format

FoATINET
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You can also download a copy of the logs from FortiGate and save them on a server or on a computer to view
and access later. This ensures that you still have a copy when the originals are eventually overwritten on
FortiGate.

You can download logs by clicking the download icon on the associated log type page (for example, Forward
Traffic or Web Filter). This downloads only the logs in the results table—not all logs on disk. As such, you
can add log filters if you want to download only a subset of logs. When you download the log messages on the
GUI, you are downloading log messages in the raw format.
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Knowledge Check

1. What happens when logs roll?
YA It lowers the space requirements needed to contain those logs.
B. They are uploaded to an FTP server.

2. When you download logs on the GUI,
A. alllogsin the SQL database are downloaded.
¥'B. only your current view, including any filters set, are downloaded.

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 43
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Lesson Progress

w/ Log Basics

,( 'Local and Remote Logging

|

w/ 'Log Settings and Log Search

J Protect Log Data
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Congratulations! You have completed this lesson. Now, you will review the topics that you covered in this
lesson.
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Review
v Understand log basics v" Understand miglogd
v" Describe the effect of logging on v View and search for log messages on
performance the GUI and CLI
v ldentify log storage options v View logs on FortiView
v Configure local and remote logging v Configure alert email and threat weight
v Understand disk allocation and v Configure log backups, rolling,
reserved space uploading, downloading

v"Identify external log storage options
v" Configure remote logging

Understand log transmission and how to
enable reliable logging and OFTPS

v Configure logging settings
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This slide shows the topics that you covered in this lesson.

By mastering the topics covered in this lesson, you learned to configure local and remote logging, view logs,
search logs, and protect your log data.
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FortiGate Security

Certificate Operations .

"% FortioS 7.0

Last Modified: 24 January 2022

In this lesson, you will learn why FortiGate uses digital certificates, how to configure FortiGate to use
certificates (including using certificates to inspect the contents of encrypted traffic), and how FortiGate
manages certificates.
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Lesson Overview

' Authenticate and Secure Data Using Certificates

| Inspect Encrypted Data

' Manage Digital Certificates on FortiGate
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In this lesson, you will learn about the topics shown on this slide.
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Authenticate and Secure Data Using Certificates

Objectives

« Describe why FortiGate uses digital certificates

= Describe how FortiGate uses certificates to authenticate users
and devices

+ Describe how FortiGate uses certificates to ensure the privacy
of data

NSE Training Institute 3

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating an understanding of how FortiGate uses certificates, you will be better able to judge how
and when certificates could be used in your own networks.
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Why Does FortiGate Use Digital Certificates?

* Inspection
« FortiGate dynamically generates temporary certificates to perform full SSL inspection

« FortiGate can inspect certificates to ensure that they are trusted and valid, before permitting a client to
connect to an outside device

* Privacy
« FortiGate uses digital certificates, and their associated private keys, to establish SSL connections with
other devices, such as FortiGuard

= Authentication

+ Users who have certificates issued by a trusted certificate authority (CA), can authenticate on FortiGate
to access the network or to establish a VPN connection

« Administrator users can use certificates as second-factor authentication to log in to FortiGate

FrATIET
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FortiGate uses digital certificates to enhance security.

FortiGate uses digital certificates for inspection. The device can generate certificates on demand for the
purpose of inspecting encrypted data that is transferred between two devices; essentially, a man-in-the-middle
(MITM) attack. FortiGate can also inspect certificates to identify people and devices (in the network and on the
internet), before it permits a person or device to make a full connection to the entity that it is protecting. If
FortiGate trusts the certificate, it permits the connection. But if FortiGate does not trust the certificate, it can
prevent the connection. How you configure FortiGate determines the behavior; however, other policies that
are being used may also affect whether connection attempts are accepted or rejected.

FortiGate uses digital certificates to enforce privacy. Certificates, and their associated private keys, ensure
that FortiGate can establish a private SSL connection to another device, such as FortiGuard, a web browser,
or a web server.

FortiGate also uses certificates for authentication. Users who have certificates issued by a known and trusted
CA can authenticate on FortiGate to access the network or to establish a VPN connection. Administrator
users can use certificates as a second-factor authentication to log in to FortiGate.
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the certificate identify the device or person associated |+“5¢,ed

* FortiGate uses the X.509v3 certificate standard
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Using Certificates to Identify a Person or Device
* What is a digital certificate? Field Value
+ A digital identity produced and signed by a CA e wuwmwwmmaz
= Analogy: passport or driver's license _|Sgnature algorithm shaiRsA
* How does FortiGate use certificates to identify fwm"‘a‘“‘?""‘*'" :{tﬂ o e
. . |Issuer -us ’
devices and people? ~|valid from Tuesday, September 06, 2016...
* The Subject and Subject Alternative Name fields in |valid to

Wednesda tember 06, 2...
s st Training, Otta].

_|Public key
.-_g._‘Cernﬁcatg Template Name
L.E’hanced Key Usage
iy ey Usage

RSA (1024 Bits)
EFS

Encrypting File System (1.3.6....
Key Encipherment (20)

11d743b3be 04429 7d a0 }.

@_“CRJ.

{51 Subject Key Identifier
() | Authority Key Identifier KeyID=f3 92 ec cb 4d cf 8 d4..
Distribution Points

[1]CRL Distribution Point: Distr...
i A 2
QOther Name:Prinapal Name=d }.

.':J-Stb]ect Alternative Name
.| Thumbprint algorithm shal
| Thumbprint Obba6a938d770c93bbfb ...
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What is a digital certificate?

A digital certificate is a digital document produced and signed by a CA. It identifies an end entity, such as a
person (example, Joe Bloggins), a device (example, webserver.acme.com), or thing (example, a certificate
revocation list). FortiGate identifies the device or person by reading the value in the Subject field, which is
expressed as a distinguished name (DN). FortiGate could also use alternate identifiers, shown in the Subject
Alternative Name field, whose values could be a network ID or an email address, for example. FortiGate can
use the Subject Key Identifier and Authority Key Identifier values to determine the relationship between
the issuer of the certificate (identified in the Issuer field) and the certificate. FortiGate supports the X.509v3
certificate standard, which is the most common standard for certificates.
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How Does FortiGate Trust Certificates?

+ FortiGate does the following checks against a
certificate before trusting it and using it:
+ Revocation check

* You must download the relevant certificate revocation
lists (CRLs) to FortiGate or configure FortiGate to use
OCSP

+ Certificates are identified by a serial number on the
CRL

= CA certificate possession

* FortiGate uses the Issuer value to determine if
FortiGate possesses the corresponding CA certificate

« Without the corresponding CA certificate, FortiGate
cannot trust the certificate

+ Validity dates
= Digital signature validation

« The verification of the digital signature on the certificate
must pass

NSE Training Institute

Field value
| |version V3
_|Signature algorithm shalRSA
_Signature hach algorithm shal
| 1ssuer fortinet-us-FGT-NPS-CA, forti,
_|valid from Tuesday, September 06, 20161.
| valid to Wednesday, September 06, 2.].
'-Stbject W St Training, Otta...
_|public key RSA (1024 Bits)
‘J Certificate Template Name EFS
{3y |Enhanced Key Usage Encrypting File System (1.3.6....
Gy Key Usage Key Encipherment (20)
{31/ SMIME Capabilities [1]SMIME Capability: Object I...
{3, Subject Key Identifier 11d7 43 b3 be 04 4a 3 7d 20...
[5) | Authority Key Identifier KeylD=f392ec cb 4d cfe d4...
[y | cRL Distribution Points [1]CRL Distribution Point: Distr..

() Authority Information Access
;__:_1__ Subject Alternative Name

| Thumbgrint algorithm

_ Thumbprint

[1]Authority Info Access: Acc...

Other Name:Prinapal Name=d,..

shal

Obba6a938d 770c93bb b ...

©Fortinat Ine. All Rights Raserved

FortiGate runs the following checks before it trusts the certificate:

» Checks the CRLs locally (on FortiGate) to verify if the certificate has been revoked by the CA. If the serial
number of the certificate is listed on the CRL, then the certificate has been revoked and it is no longer
trusted. FortiGate also supports Online Certificate Status Protocol (OCSP), where FortiAuthenticator acts

as the OCSP responder.

* Reads the value in the Issuer field to determine if it has the corresponding CA certificate. Without the CA

certificate, FortiGate does not trust the certificate. FortiOS uses the Mozilla CA certificate store. You can

view the list by clicking Security Profiles > SSL Inspection > View Trusted CA List > Factory Bundles.

« Verifies that the current date is between the Valid From and Valid To values. If it is not, the certificate is

rendered invalid.

+ Validates the signature on the certificate. The signature must be successfully validated. Because a valid

signature is a critical requirement for trusting a certificate, it may be useful to review how FortiGate verifies

digital signatures.
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FortiGate Verifies a Digital Signature

//\\ S Hash
*k 6' Server aS
‘af"‘ ] Function

10101 | 10101 _
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Before it generates a digital signature, the CA runs the content of the certificate through a hash function,
which produces a hash result. The hash result, which is a mathematical representation of the data, is referred
to as the original hash result. The CA encrypts the original hash result using its private key. The encrypted
hash result is the digital signature.

When FortiGate verifies the digital signature, it runs the certificate through a hash function, producing a fresh
hash result. FortiGate must use the same hash function, or hashing algorithm, that the CA used to create the
digital signature. The hashing algorithm is identified in the certificate.

In the second part of the verification process, FortiGate decrypts the encrypted hash result (or digital
signature) using the CA public key, and applying the same algorithm that the CA used to encrypt the hash
result. This process verifies the signature. If the key cannot restore the encrypted hash result to its original
value, then the signature verification fails.

In the third, and final, part of the verification process, FortiGate compares the fresh hash result to the original
hash result. If the two values are identical, then the integrity of the certificate is confirmed. If the two hash
results are different, then the version of the certificate that FortiGate has is not the same as the one that the
CA signed, and data integrity fails.
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Certificate-Based User Authentication

« A user certificate includes:

« The digital signature, which is the result of the CA private key encrypting the hash result of the
certificate

= The user public key

+ To authenticate with a user certificate, the authentication server (FortiGate) must have
the CA certificate whose corresponding private key signed the user certificate

« The CA certificate contains the CA public key, which allows the authentication server to decrypt and
validate anything encrypted and signed by the CA private key

Authentlcatlon
server

ﬁ'gE Tl'aining Institute © Fortinet Inc. Al Rights Resenved a8

Certificate-based user authentication uses an end-entity certificate to identify the user. This certificate
contains the user public key and the signature of the CA that issued the certificate. The authentication server
(for example, FortiGate) must have the CA certificate whose private key signed the user certificate. FortiGate
verifies that the certificate signature is valid, that the certificate has not expired, and that the certificate hasn’t
been revoked. If any of these verifications fail, the certificate-based user authentication fails.

You can configure FortiGate to require that administrators use certificates for second-factor authentication.
The process for verifying administrator certificates is the same.
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Self-Signed SSL Certificates

+ By default, FortiGate uses a self-signed SSL certificate
» Not listed with an approved CA, therefore, by default, not trusted

2
o= 5
o ® L

Certificate store

Server Certificate self-sign i

You are using a default built-in certificate, which will not be able to verify
your server’'s domain name (your users will see awarning). Itis
recommended to purchase a certificate for your domain and upload it for
use.

FNEE Training Institute ©Fortinet Inc. All Rights Resenvad q

As you can see in the example shown on this slide, trust in the web model is determined by whether or not
your certificate store possesses the CA certificate that is required to verify the signature on the SSL certificate.
Certificate stores come prepopulated with root and subordinate CA certificates. You can choose to add or
remove the certificates, which will affect which websites you trust.

By default, FortiGate uses a self-signed certificate to authenticate itself to HTTPS clients.

You can configure self-signed certificates to establish SSL sessions, just like those certificates issued by
Verisign, Entrust Datacard, and other certificate vendors. But, because self-signed certificates do not come
prepopulated in client certificate stores, your end users get a security warning. You can choose to add the
self-signed certificate to clients, or to purchase an SSL certificate from an approved CA vendor for your
FortiGate device.
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+ SSL features:
+ Privacy of data
« |dentifies one or both parties using certificates
+ Uses symmetric and asymmetric (public key) cryptography

+ Symmetric cryptography
+ Uses the same key to encrypt and decrypt data

+ When FortiGate establishes an SSL session between itself and another device, the symmetric key (or
rather the value to produce it) must be shared so that data can be encrypted by one side, sent, and
decrypted by the other side

+ Asymmetric cryptography
+ Uses a pair of keys. One key performs one function and the other key performs the opposite function.

For example, if FortiGate connects to a web server to initiate an SSL session, it would use the web
server public key to encrypt a string known as the premaster secret. The web server private key would

decrypt the premaster secret
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FortiGate uses SSL to ensure that data remains private when connecting with servers, such as FortiGuard,
and with clients, such as a web browser. Another feature of SSL is that FortiGate can use it to identify one or
both parties using certificates. SSL uses symmetric and asymmetric cryptography to establish a secure
session between two points.

It is beneficial to understand the high-level process of an SSL handshake, in order to understand how
FortiGate secures private sessions.

An important attribute of symmetric cryptography is that the same key is used to encrypt and decrypt data.
When FortiGate establishes an SSL session between itself and another device it must share, the symmetric
key (or rather the value required to produce it), so that data can be encrypted by one side, sent, and
decrypted by the other side.

Asymmetric cryptography uses a pair of keys: one key performs one function and the other key performs the

opposite function. When FortiGate connects to a web server, for example, it uses the web server public key to
encrypt a string known as the premaster secret. The web server private key decrypts the premaster secret.
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Now, you will learn more about the process of establishing an SSL session.

In the first step of the example shown on this slide, FortiGate connects to a web server that is configured for
SSL. In the initial hello message, the browser provides critical information that is needed to communicate with
the web server. This information includes the SSL version number and the names of the cryptographic
algorithms that it supports.

In the second step, the web server receives the message from FortiGate and chooses the first suite of
cryptographic algorithms included in the message, and verifies that it is also supported by the web server. The
web server replies with the chosen SSL version and cipher suite, and then sends its certificate to FortiGate.
Note that the certificate information is passed as cleartext over the public network. The information contained
in a certificate is typically public, so this is not a security concern.

In the third step, FortiGate validates the web server certificate. The checklist shown on this slide represents

the checks that FortiGate performs on the certificate to ensure that it can be trusted. If FortiGate determines
that the certificate can be trusted, then the SSL handshake continues.
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In the fourth step, FortiGate generates a value known as the premaster secret. FortiGate uses the server
public key, which is in the certificate, to encrypt the premaster secret. FortiGate then sends the encrypted
premaster secret to the web server. If a third-party intercepted the premaster secret, they would be unable to
read it, because they do not have the private key.

In the fifth step, the web server uses its private key to decrypt the premaster secret. Now, both FortiGate and
the web server share a secret value that is known by only these two devices.
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In the sixth step, both FortiGate and the web server derive the master secret based on the premaster secret.

In the seventh step, based on the master secret value, FortiGate and the web server generate the session
key. The session key is a symmetric key. It is required to encrypt and decrypt the data. Because both sides
have the session key, both sides can encrypt and decrypt data for each other.

In the eighth and final step before these two entities establish the secure connection, both FortiGate and the
web server send each other a summary (or digest) of the messages sent so far. The digests are encrypted
with the session key. The digests ensure that none of the messages exchanged during the creation of the
session have been intercepted or replaced. If the digests match, the secure communication channel is
established.

The SSL handshake is now complete. Both FortiGate and the web server are ready to communicate securely,
using the session keys to encrypt and decrypt the data they send over the network or internet.
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Knowledge Check

1. Which attribute or extension identifies the owner of a certificate?
+ A The subject name in the certificate
B. The unique serial number in the certificate

2. How does FortiGate determine if a certificate has been revoked?
< A. It checks the CRL that resides on FortiGate
B. It retrieves the CRL from a directory server
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Good job! You now understand why and how FortiGate uses certificates to authenticate devices and people.
You also understand how FortiGate uses certificates to ensure the privacy of data as it flows from FortiGate to
another device, or from another device to FortiGate.

Now, you will learn about how to inspect encrypted data.
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Objectives
+ Describe certificate inspection and full SSL inspection
+ Configure certificate inspection and full SSL/SSH inspection
* |dentify what is required to implement full SSL inspection
* |dentify the obstacles to implementing full SSL inspection and
possible remedies
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in understanding and configuring full SSL inspection and certificate inspection,
you will be able to implement one of these SSL inspection solutions in your network.
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(slide contains animation)

While there are benefits to using HTTPS, there are risks associated with its use as well, because encrypted
traffic can be used to get around normal defenses. For example, if a session is encrypted when you download
a file containing a virus, the virus might get past your network security measures.

In the example shown on this slide, Bob connects to a site with a certificate issued by a legitimate CA.
Because the CA is an approved CA, the CA verification certificate is in Bob’s certificate store, and Bob’s
browser is able to establish an SSL session with the example . com site. However, unknown to Bob, the

example.com site has been infected with a virus. The virus, cloaked by encryption, passes through FortiGate
undetected and enters Bob’s computer. The virus is able to breach security because full SSL inspection is not

enabled.

You can use full SSL inspection, also known as deep inspection, to inspect encrypted sessions.
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+ FortiGate uses the server name indication (SNI) to discern the hostname of the SSL
server at the beginning of the SSL handshake
« If there is no SNI, FortiGate looks at the subject and subject alternative name fields

« The only security feature you can apply using SSL certificate inspection mode is web
filtering

+ While offering some level of security, certificate inspection does not permit the inspection
of encrypted data
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During the exchange of hello messages at the beginning of an SSL handshake, FortiGate parses server name
indication (SNI) from client Hello, which is an extension of the TLS protocol. The SNI tells FortiGate the
hostname of the SSL server, which is validated against the DNS name before receipt of the server certificate.
If there is no SNI exchanged, then FortiGate identifies the server by the value in the Subject field or SAN
(subject alternative name) field in the server certificate.

When you use certificate inspection, FortiGate inspects only the header information of the packets. You use
certificate inspection to verify the identity of web servers. You can also use it to make sure that the HTTPS
protocol isn't used as a workaround to access sites you have blocked using web filtering.

The only security feature that you can apply using SSL certificate inspection mode is web filtering. However,
since only the packet is inspected, this method does not introduce certificate errors and can be a useful
alternative to full SSL inspection when you use web filtering.

Certificate inspection offers some level of security, but it does not allow FortiGate to inspect the flow of
encrypted data between the outside server and the internal client.
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FortiGate has a read-only preconfigured profile for SSL certificate inspection named certificate-inspection. If
you want to enable SSL certificate inspection, select this profile when configuring a firewall policy.

Alternatively, you can create your own profile for SSL certificate inspection by following the steps below:
1. On the FortiGate GUI, click Security Profiles > SSL/SSH Inspection.

2. Click Create New to create a new SSL/SSH inspection profile.
3. Select Multiple Clients Connecting to Multiple Servers, and click SSL Certificate Inspection.
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+ Full SSL inspection requires that FortiGate act as a CA to generate an SSL private key
and certificate as a proxy web server

« To be compliant with the Internet Engineering Task Force (IETF) RFC 5280, the CA certificate requires
these two extensions to issue certificates:

* cA=True
« keyUsage=keyCertSign
* FortiGate devices that support full SSL inspection can get their CA certificate from a
couple of sources:
+ A self-signed Fortinet_ CA_SSL certificate from within FortiGate
+ A certificate issued by an internal CA (FortiGate then acts as a subordinate CA)

+ The root CA certificate must be imported into the client machines
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FortiGate must act as a CA in order for it to perform full SSL inspection. The internal CA must generate an
SSL private key and certificate each time an internal user connects to an external SSL server. The key pair
and certificate are generated immediately so the user connection with the web server is not delayed.

Although it appears as though the user browser is connected to the web server, the browser is connected to
FortiGate. FortiGate is acting as a proxy web server. In order for FortiGate to act in these roles, its CA
certificate must have the basic constraints extension set to cA=True and the value of the keyUsage extension
set to keyCertSign.

The cA=True value identifies the certificate as a CA certificate. The keyUsage=keyCertSign value indicates
that the certificate corresponding private key is permitted to sign certificates. For more information, see RFC
5280 Section 4.2.1.9 Basic Constraints.

All FortiGate devices that support full SSL inspection can use the self-signed Fortinet CA_SSL certificate that
is provided with FortiGate, or an internal CA, to issue FortiGate a CA certificate. When FortiGate uses an
internal CA, FortiGate acts as a subordinate CA. Note that your client machines and devices must import the
root CA certificate, in order to trust FortiGate and accept an SSL session. You must install the chain of CA
certificates on FortiGate. FortiGate sends the chain of certificates to the client, so that the client can validate
the signatures and build a chain of trust.
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Some FortiGate devices offer a mechanism to inspect encrypted data that flows between external SSL
servers and internal clients. Without full SSL inspection, FortiGate cannot inspect encrypted traffic, because
the firewall does not have the SSL key that is required to decrypt the data, and that was negotiated between
client and server during the SSL handshake.

There are two possible configurations for full SSL inspection: one for outbound traffic and one for inbound
traffic.

If the connection request is outbound (initiated by an internal client to an external server), you must select the
option, Multiple Clients Connecting to Multiple Servers. Then, you must select the CA certificate that will
be used to sign the new certificates. In the example shown on this slide, it is the built-in FortiGate_CA_SSL
certificate, which is available on FortiGate devices that support SSL inspection. You will also learn about
configuring full SSL inspection for inbound traffic in this lesson.
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In step 1, an internal web browser connects to an SSL-enabled web server. Normally, when a browser
connects to a secure site, the web server sends its certificate to the browser. However, in step 2, FortiGate
intercepts the web server certificate. In step 3, the FortiGate internal CA generates a new key pair and
certificate. The new certificate subject name must be the DNS name of the website (for example, ex.ca). In
steps 4 and 5, the new key pair and certificate are used to establish a secure connection between FortiGate
and the web browser. A new temporary key pair and certificate are generated each time a client requests a
connection with an external SSL server.

Outward facing and included in step 5, FortiGate uses the web server certificate to initiate a secure session
with the web server. In this configuration, FortiGate can decrypt the data from both the web server and the
browser, in order to scan the data for threats before re-encrypting it and sending it to its destination. This
scenario is, essentially, an MITM attack.
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The browser presents a certificate warning when you attempt to access an HTTPS site that uses an untrusted
certificate. Untrusted certificates include self-signed SSL certificates, unless the certificate is imported into the
browser-trusted certificate store. FortiGate has its own configuration setting on the SSL/SSH Inspection
page, which includes options to Allow, Block, or Ignore untrusted SSL certificates.

When you set the Untrusted SSL certificates setting to Allow and FortiGate detects an untrusted SSL
certificate, FortiGate generates a temporary certificate signed by the built-in Fortinet_CA_Untrusted

certificate. FortiGate then sends the temporary certificate to the browser, which presents a warning to the user
indicating that the site is untrusted. If FortiGate receives a trusted SSL certificate, then it generates a
temporary certificate signed by the built-in Fortinet_ CA_SSL certificate and sends it to the browser. If the
browser trusts the Fortinet CA_SSL certificate, the browser completes the SSL handshake. Otherwise, the
browser also presents a warning message informing the user that the site is untrusted. In other words, for this
function to work as intended, you must import the Fortinet_ CA_SSL certificate into the trusted root CA
certificate store of your browser. The Fortinet_CA_Untrusted certificate must not be imported.

When the setting is set to Block and FortiGate receives an untrusted SSL certificate, FortiGate blocks the
connection outright, and the user cannot proceed.

When the setting is set to Ignore, FortiGate sends the browser a temporary certificate signed by the
Fortinet_CA_SSL certificate, regardless of the SSL certificate status—trusted or untrusted. FortiGate then
proceeds to establish SSL sessions.
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The scenario shown on this slide describes how FortiGate handles a trusted external site regardless of the
Untrusted SSL Certificate setting.

In step 1, the browser initiates a connection with an external site that is trusted by FortiGate. In step 2, the
trusted server sends its SSL certificate to FortiGate. In step 3, FortiGate trusts the certificate because it has
the corresponding CA certificate in its trusted certificate store. FortiGate can validate the signature on the SSL
certificate. In step 4, because FortiGate trusts the SSL certificate, it generates a temporary certificate signed
by the Fortinet_CA_SSL certificate. FortiGate sends the temporary certificate to the browser. Finally, in step 5,
the browser trusts the temporary certificate because the Fortinet_ CA_SSL certificate is in its trusted root CA
store. After the browser finishes validating the certificate, it completes the SSL handshake with FortiGate.
Next, FortiGate continues the SSL handshake with the trusted server.

FortiGate Security 7.0 Study Guide 332



Certificate Operations

DO NOT REPRINT

CODRTINET
JINTIINL ]

Untrusted SSL Certificates—Allow, Untrusted Site

Fortinet_CA_
Untrusted

FEATINET
NSE Tl'aining Institute ©Fortinet Inc. All Rights Reservad 75

The scenario shown on this slide describes how FortiGate handles an untrusted external site when Untrusted
SSL Certificate is set to Allow.

In step 1, the browser initiates a connection with an external site that is not trusted by FortiGate. In step 2, the
untrusted server sends its self-signed SSL certificate to FortiGate. In step 3, FortiGate does not find a copy of
the certificate in its trusted certificate store and, therefore, does not trust the SSL certificate. In step 4,
because FortiGate does not trust the SSL certificate, it generates a temporary certificate signed by the
Fortinet_CA_Untrusted certificate. This temporary certificate is sent to the browser. In step 5, the browser
does not trust the temporary certificate because it does not have the Fortinet_ CA_Untrusted certificate in its
trusted root CA store. The browser displays a warning alerting the user that the certificate is untrusted. If the
user decides to ignore the warning and proceed, the browser completes the SSL handshake with FortiGate.
Next, FortiGate continues the SSL handshake with the untrusted server.

The user may have the option to write this temporary certificate to the browser trusted certificate store.
However, this has no impact in the future. The next time the user connects to the same untrusted site, a new
temporary certificate is produced for the session.
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The scenario shown on this slide describes how FortiGate handles an untrusted external site when Untrusted
SSL Certificate is set to Block.

In step 1, the browser initiates a connection with an external site that is not trusted by FortiGate. In step 2, the
untrusted server sends its self-signed SSL certificate to FortiGate. In step 3, FortiGate does not find the
certificate in its trusted certificate store and, therefore, does not trust the SSL certificate. In step 4, because

FortiGate does not trust the SSL certificate, it stops the session. In step 5, FortiGate notifies the browser that
the site is blocked.
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The scenario shown on this slide describes how FortiGate handles an untrusted external site when Untrusted
SSL Certificate is set to Ignore.

In step 1, the browser initiates a connection with an external site that is not trusted by FortiGate. In step 2, the
untrusted server sends its self-signed SSL certificate to FortiGate. Because the setting is set to Ignore,
FortiGate does not check the certificate store. In step 3, FortiGate generates a temporary certificate signed by
Fortinet_ CA_SSL certificate, and sends the certificate to the browser. In step 4, the browser trusts the
certificate because Fortinet CA_SSL certificate is in its trusted root CA store. After the browser finishes
checking the certificate, it completes the SSL handshake with FortiGate. Next, FortiGate continues the SSL
handshake with the trusted server.

A connection to a trusted site is handled the same way.
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Within the full SSL inspection profile, you can also specify which SSL sites, if any, you want to exempt from
SSL inspection. You may need to exempt traffic from SSL inspection if it is causing problems with traffic, or for
legal reasons.

Performing SSL inspection on a site that is enabled with HTTP public key pinning (HPKP), for example, can
cause problems with traffic. Remember, the only way for FortiGate to inspect encrypted traffic is to intercept
the certificate coming from the server, and generate a temporary one. After FortiGate presents the temporary
SSL certificate, browsers that use HPKP refuse to proceed. The SSL inspection profile, therefore, allows you
to exempt specific traffic.

Laws protecting privacy might be another reason to bypass SSL inspection. For example, in some countries, it
is illegal to inspect SSL bank-related traffic. Configuring an exemption for sites is simpler than setting up
firewall policies for each individual bank. You can exempt sites based on their web category, such as finance
or banking, or you can exempt them based on their address. Alternatively, you can enable Reputable
websites, which excludes an allowlist of reputable domain names maintained by FortiGuard from full SSL
inspection. This list is periodically updated and downloaded to FortiGate devices through FortiGuard.
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FortiGate can detect certificates that are invalid for the following reasons:

» Expired: The certificate is expired.

* Revoked: The certificate has been revoked based on CRL or OCSP information.

+ Validation timeout: The certificate could not be validated because of a communication timeout.
» Validation failed: The certificate could not be validated because of a communication error.

When a certificate fails for any of the reasons above, you can configure any of the following actions:

* Keep untrusted & Allow: FortiGate allows the website and lets the browser decide the action to take.
FortiGate takes the certificate as trusted.

« Block: FortiGate blocks the content of the site.
* Trust & Allow: FortiGate allows the website and takes the certificate as trusted.

The certificate check feature can be broken down into two major checks, which are done in parallel:
+ FortiGate checks if the certificate is invalid because of the four reasons described on this slide.

+ FortiGate performs certificate chain validation based on the CA certificates installed locally and the
certificates presented by the SSL server. This is described in this lesson.

Based on the actions configured and the check results, FortiGate presents the certificate as either trusted
(signed by Fortinet CA_SSL) or untrusted (signed by Fortinet CA_Untrusted), and either allows the content
or blocks it. You can also track certificate anomalies by enabling the Log SSL anomalies option.
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You can enable SSH deep scan when you select Multiple Clients Connecting to Multiple Servers. When
you enable SSH deep scan, FortiGate does an MITM attack for SSH traffic. A process similar to the one done
for full SSL inspection takes place. FortiGate intercepts the SSH key sent by the server, generates a new one,
and sends it to the client. If the SSH client had stored the original host key, then it detects a change in the host
key and warns the user. The user can then replace the original host key with the new host key generated by
FortiGate.

By default, SSH deep scan listens on TCP port 22. You can specify a different port number, or select Any in
the SSH port field. When you do this, FortiGate scans all connections to identify SSH traffic using different
ports. Specifying a port for SSH traffic is not as comprehensive as searching all ports, but it is easier on the
performance of the firewall.

Finally, note that SSH deep scan is a proxy-based inspection feature only. In addition, the only security
features that use SSH deep scan are antivirus and data leak prevention.
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In the example shown on this slide, FortiGate is protecting a web server. This is the second configuration
option for full SSL inspection. When configuring the SSL inspection profile for this server, you must select
Protecting SSL Server, import the server key pair to FortiGate, and then select the certificate from the
Server Certificate drop-down list.

When Alice attempts to connect to the protected server, FortiGate becomes a surrogate web server by
establishing the secure connection with the client using the server key pair. FortiGate also establishes a
secure connection with the server, but acting as a client. This configuration allows FortiGate to decrypt the
data from either direction, scan it, and if it is clean, re-encrypt it and send it to the intended recipient.

You must install the server certificate and private key plus the chain of certificates required to build the chain
of trust. FortiGate sends the chain of certificates to the browser for this purpose.
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Full SSL Inspection on Inbound Traffic—Part 2

[ T m——

* The inspection profile allows multiple
certificates defined in one profile for
multiple servers . ————

- FortiGate acts similar to the way it would : . em m—
if the connection targets one server,
however, it hits a shared external IP

https:/fwww bbb com

address:
« Certificate selection to a particular server is
based on SNI on each request compared ‘,

against CN on the certificate

« If no matching SNI, FortiGate selects the first
certificate on the list

&-»

SNI: www.aaa.com

L
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IP:172.16.1.1
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ﬂ
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By creating a full SSL inspection profile on inbound traffic, you can configure the profile to use multiple web
sites if they are approachable by the same external IP address. When FortiGate receives client and server
hello messages, it selects the certificate to perform the full SSL inspection based on server name indication
(SNI) value against the common name (CN) on the certificate part of the inspection profile. If a certificate CN
matches the SNI on the request, FortiGate then selects this certificate to replace the original certificate and
uses it to inspect the traffic.

If the SNI does not match the CN in the certificate list in the SSL profile, then FortiGate selects the first server
certificate in the list.
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After you create and configure an SSL inspection profile, you must assign it to a firewall policy so FortiGate
knows how to inspect encrypted traffic. Most of the internet traffic is being encrypted nowadays. For this
reason, you usually want to enable SSL inspection to protect your network from security threats transported
over encrypted traffic. If you don’t want to enable SSL or SSH inspection, select the no-inspection profile
from the drop-down list. If SSL inspection is not enabled in a policy, FortiGate will not scan SSL or SSH
encrypted traffic matching that policy.

If you select a profile with full SSL inspection enabled, the option Decrypted Traffic Mirror appears. Enable

this option if you want FortiGate to send a copy of the decrypted SSL traffic to an interface. When you enable
Decrypted Traffic Mirror, FortiGate displays a window with the terms of use for this feature. The user must

agree with the terms before they can use the feature.
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Certificate Warnings

« The browser may display a certificate warning during SSL inspection because it does
not trust the CA

« To avoid certificate warnings, do one of the following:
» Use the Fortinet_CA_SSL certificate and install the FortiGate CA root certificate in all the browsers

« Use an SSL certificate issued by a CA and ensure that the root CA certificate is installed on all the
browsers

ATNET
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When doing full SSL inspection using the FortiGate self-signed CA, your browser displays a certificate
warning each time you connect to an HTTPS site. This is because the browser is receiving certificates signed
by FortiGate, which is a CA it does not know and trust. The browser also displays a certificate warning when
performing SSL certificate inspection and an HTTPS website is blocked by FortiGate. Because FortiGate
needs to present a replacement message to the browser, FortiGate performs MITM and signs the certificate
with its self-signed CA as well.

You can avoid this warning by doing one of the following:

* Download the Fortinet. CA_SSL certificate and install it on all the workstations as a trusted root authority.
+ Use an SSL certificate issued by a CA and ensure the certificate is installed in the necessary browsers.

You must install the SSL certificate on FortiGate and configure the device to use that certificate for SSL
inspection. If the SSL certificate is signed by a subordinate CA, ensure that the entire chain of certificates—
from the SSL certificate to the root CA certificate—is installed on FortiGate. Verify that the root CA is installed
on all client browsers. This is required for trust purposes. Because FortiGate sends the chain of certificates to
the browser during the SSL handshake, you do not have to install the intermediate CA certificates on the
browsers.
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Full SSL Inspection and HSTS/HPKP

+ Some web servers implement security measures to mitigate MITM attacks
« HTTP strict transport security (HSTS)
* A mechanism whereby websites are accessible only through secure connections—RFC 6797 (IETF)
« HTTP public key pinning (HPKP)
= Associates or pins a public key to a specific web server
* For example, some browsers require a Google certificate when accessing any Google site
« HPKP and HSTS are intended to work together

Public key is not the corract
kay associated with this
hitps.fivoww, google com website

|ssuer: e Issuer:

Google Intemet Authority e e FortiGate CA
& Issued to < /_'/ s Issued to
B www.google.com ! ~ - www gaogle com
-~ Public key . il Public key
google com & FortiGate
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Some security measures have been introduced by the IETF to mitigate MITM attacks. Some of these
measures cause problems when you implement outbound full SSL inspection.

HTTP strict transport security (HSTS) and HTTP public key pinning (HPKP) are security features designed to
thwart MITM attacks. HSTS is “a mechanism enabling websites to declare themselves accessible only
through secure connections ...”, according to RFC 6797 of the IETF. In other words, a user from a web
browser would be forced to use HTTPS when connecting to a website with this policy; there would be no
option to connect using HTTP. HPKP is a security feature imposed by the web server that associates one or
more public keys with the website for a specified period of time. The public key doesn’t have to be the web
server public key, it could be one of the intermediate or root CA public keys, as long as it exists in the
certificate chain. When the web browser visits an HPKP-enabled website, hashes of the public keys
associated with a website are cached on the client machine.

Going forward, each time the web browser connects to the web server, it compares one or more of the keys
presented with the cached key fingerprints. If the browser cannot match at least one of the keys, the SSL
handshake terminates. This is a problem for outbound full SSL inspection. FortiGate generates a new
certificate and public key to establish an SSL session with the web browser. FortiGate cannot provide an
authentic certificate chain, so the connection would be rejected by the browser. Predictably, this could prevent
users from connecting to many legitimate sites.
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Resolving HPKP Issues

+ Exempt those websites from full SSL inspection

« Use SSL certificate inspection instead

+ Use a web browser that does not support HPKP, like Chrome, Internet Explorer, or Edge
* Disable the security setting in the browser (not always an option)
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The options available to circumvent HPKP are limited. One option is to exempt SSL inspection for those sites.
Another option is to use SSL certificate inspection instead. A third option is to use a browser that does not
support HPKP, like Chrome, Internet Explorer, or Edge. Last, in some browsers it is possible to disable HPKP.
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Applications and SSL Inspection

» Any SSL application might be impacted by SSL inspection (not just the browser)
» The solution depends on the application security design
« Consider other SSL-based protocols such as FTPS, SMTPS, and STARTTLS (not just HTTPS)

* Microsoft Outlook 365 for Windows error after enabling full SSL inspection:
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More and more applications are using SSL to securely exchange data over the internet. While most of the
content in this lesson centers around the operation and impact of SSL inspection on browsers, the same
applies to other applications using SSL as well. After all, the browser is just another application using SSL on
your device.

For this reason, when you enable SSL inspection on FortiGate, you need to consider the potential impact on
your SSL-based applications. For example, Microsoft Outlook 365 for Windows reports a certificate error
when you enable full SSL inspection because the CA certificate used by FortiGate is not trusted. To solve this
issue, you can import the CA certificate into your Windows certificate store as a trusted root certificate
authority. Because Microsoft Outlook 365 trusts the certificates in the Windows certificate store, then the
application won'’t report the certificate error anymore. Another option is to exempt your Microsoft Exchange
server addresses from SSL inspection. While this prevents the certificate error, you are no longer performing
SSL inspection on email traffic.

There are other applications that have built-in extra security checks that prevent MITM attacks, such as HPKP
or certificate pinning. For example, Dropbox uses certificate pinning to ensure that no SSL inspection is
possible on user traffic. As a result, when you enable full SSL inspection on FortiGate, your Dropbox client
stops working and reports that it can’t establish a secure connection. In the case of Dropbox, the only way to
solve the connection error is by exempting the domains Dropbox connects to from SSL inspection.

In addition, remember that SSL is leveraged by different protocols, not just HTTP. For example, there are
other SSL-based protocols such as FTPS, POP3S, SMTPS, STARTTLS, LDAPS, and SIP TLS. If you have
an application using any of these SSL-based protocols, and you have turned on SSL inspection along with a
security profile that inspects those protocols, then the applications may report an SSL or certificate error. The
solution depends on the security measures adopted by the application.
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Knowledge Check

1. Which certificate extension and value is required in the FortiGate CA certificate in
order to enable full SSL inspection?
A. CRL DP=ca_arl.arl

v B. cA=True

2. Which configuration requires FortiGate to act as a CA for full SSL inspection?
¥ A_ Multiple clients connecting to multiple servers
B. Protecting the SSL server
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Lesson Progress

v Authenticate and Secure Data Using Certificates

v Inspect Encrypted Data

' Manage Digital Certificates on FortiGate
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Good job! You now can describe certificate and deep inspection, and you can configure FortiGate to use
either one of these options.

Now, you will learn how to manage digital certificates on FortiGate.
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Manage Digital Certificates on FortiGate

Objectives

« Generate a certificate request
* Import CRLs
« Back up and restore certificates
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in generating certificate requests, importing CRLs, and backing up and
restoring certificates, you will be able to manage certificates on FortiGate.
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Generating a CSR for a CA

®
FortiGate Certificate Signing Request CA
(CSR) l

FGT Server
< Certificate

* A certificate signing request (gSR) that includes the public key and is signed by the
private key is submitted to a CA
« File is usually a *.CSR (certificate signing request)
+ User information and key data is verified
» Datais published in industry-standard format and the digital signature of the CA is applied
+ The signature guarantees the integrity of the data and that the data has been verified by a trusted authority
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The process of obtaining a digital certificate for FortiGate begins with creating a certificate signing request

(CSR). The process is as follows:

1. FortiGate generates a CSR. A private and public key pair is created for FortiGate. The CSR is signed by
the FortiGate private key.

2. FortiGate submits the CSR to a CA. The CSR includes the FortiGate public key and specific information
about FortiGate (IP address, distinguished name, email address, and so on). Note that the private key
remains confidential on FortiGate.

3. The CA verifies that the information in the CSR is valid, and then creates a digital certificate for FortiGate.
The certificate is digitally signed using the CA private key. The CA also publishes the certificate to a
central repository. The certificate binds the public key to FortiGate.

4. The certificate is returned to install on FortiGate.
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G ting a CSR
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¥ Fortinet_Factory C =USs, 5T = California, L = Sunnyvale, O... This certificate is embedde =
State / Province CA
] Country / Region »
E-Mail support@acme.corp
Subject Alternative Name
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Enrollment Method Online SCEP
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You can generate a CSR on the Certificates page of the GUI by clicking Generate. Enter all of the required

information, such as the IP address (or FQDN) and company name. Ensure the key type and size fit your

requirements. You can submit the CSR to a CA using either of the following methods:

+ Select File Based to generate the CSR as a .csr file, which is then sent to the CA.

» Select Online SCEP to submit the CSR to the CA online using the Simple Certificate Enrollment Protocol
(SCEP). For example, if you are using FortiAuthenticator as your CA, you can enable and configure SCEP
on FortiAuthenticator and use this method.
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CSR Enrollment Types

» File-based method
« Select CSR and click Download
« Submit file to CA

| + Generate || & Edit | EDelete | Hlmport = | @ View Det |-t Download |

Name Subject = Commer|

s T — T R e e
% Fortinet_Wifi C = US, 5T = California, L = Sunnyvale, O = "For..  This certificate is embed
B¥ SsL_Cert

* Online SCEP method
« Enter the CA server URL used for SCEP and the challenge password provided by the CA administrator
« A CSR is automatically submitted online

Enroliment Method File Based
CA Server URL link.ca-auth.local

Challenge Password = password
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If you are using the file-based method, the CSR is added to your list of certificates on the Certificates page.
Select the CSR and click Download. The administrator can now submit the file (. csr), which is a PKCS#10

request, to the CA. PKCS#10 is the most common format for a certificate request. The CA uses this file to
generate a signed certificate.

If using the online SCEP method, enter the CA server URL used for SCEP and the challenge password
provided by the CA administrator. The CSR is automatically submitted online.

After the CSR is submitted using either method, FortiGate shows the certificate status as Pending until the
certificate is returned by the CA and imported into FortiGate. At this point, the status changes to Valid and the
digital certificate can be used.

Note that if you delete the CSR, you cannot install the certificate and you must start over.
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* To import a local certificate:
1. Click Import > Local Certificate
2. Browse for the CER file provided by CA
Himport =
Comments =
B¥ Fortinet_CA_SSL C=US, ST cr ale, O =Fort.. Thisis the default CA certificate t
¥ Fortinet_CA_Untrusted C = US, ST = CBlifornia, L = Sunnyvale, O = Fort.. Thisis the default CA certificate t
Import Certificate Issuer & Expires & Status =
Type PKCS #12 Certificate = Certificate Automated Fortinet 2023/07/0405:56:58 @ Valid
Certificatefile ~ © Upload DigiCertinc 2021/12/25 16:59:59
FEIATINET e g
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The file-based method of submitting a CSR is a manual process. The SCEP process, which occurs
automatically online, requires no manual file import.

You can import the certificate from the Certificates page. Click Import and select Local Certificate. On the
Import Certificate dialog, in the Type field, select Local Certificate and browse to the CER file provided by
the CA.

After you import the certificate, the status changes from Pending to Valid. Note that it is possible to add a
certificate that FortiGate uses in SSL communications without generating and signing a CSR. The CA can
create a certificate for your FortiGate without a CSR (though the CA is responsible for providing all the
certificate details for your FortiGate device). In this way, you can add a certificate using the following methods:

+ Upload a PKCS#12 file, which is a single file that includes the signed certificate file and the key file
» Upload both a certificate file and the key file

An administrator user with the super_admin profile can put a password on a certificate and control access to
its private key.
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» Automated Certificate Management
Environment protocol (ACME)

* Let's Encrypt CA offers public Free SSL
server certificates

+ Configure FortiGate to use certificate
managed by Let's Encrypt

+ Use server certificates for secure
administrator log in
* To import ACME certificates:

» FortiGate must have public IP address and
FQDN

port 80 and 443

« Subject Alternative Name (SAN) cannot be
edited and filled with FortiGate FQDN

NSE Training Institute

« CA management services that support ACME

« Public facing interface must have no VIPs on

Importing a Local Certificate—Automated

Import Certificate

Type Local Certificate = PKCS#12 Certificate = Certificate

This certificate will be automatically provisioned using the ACME
o protocol with the Let’s Encrypt service. It's the easlest way to install 2

Let's Encrypt.

Certificate name  acme-cert

Domain acme fortinet.lab

Email | training@fortinet.com
Let's Encrypt el

By continuing, you agree to the CA Terms of Service.

3072 4096

Renew window 30

ACME service

RSA key size

trusted certificate on your FortiGate, For more information, please visit:
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You can also import local certificate which gets provisioned by an external service using the ACME protocol.

Defined in RFC 8555, automated local certificate import can use the public Let's Encrypt CA to provide free

SSL server certificates. You can configure FortiGate to use a certificate managed by Let’'s Encrypt and other
certificate management services that use the ACME protocol.

Importing ACME certificates must meet the following criteria:
» FortiGate must have a public IP address and a hostname FQDN that resolves to the same public IP

address.

» The public facing interface that ACME can access must have no virtual IP configured to forward port 80

(HTTP) or 443 (HTTPS). The interface has to listen for ACME update requests.

» SAN field is automatically filed with the FortiGate FQDN. It cannot be edited or allowed to have multiple

SANSs or wildcards.

FortiGate Security 7.0 Study Guide

353



Certificate Operations

DO NOT REPRINT

CODRTINET
TN TIINL- 1

-
* FortiGate administrators can manually
import CRLs  System > Certificates
+ Upload options: Generate | & Edit S Delete [ Simport = | @ View
« HTTP Local Certificate
« LDAP : — CA Certificate
« SCEP [ Local CA Certificate @ Remote Certificate
« File Based & Fortinet CA SSL C=US,ST al
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Import CRL
ImportMethod | File Based [[ERIIaN R
© HTTP
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O LDAP
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“ Cancel
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When FortiGate is validating a certificate, it checks that the certificate serial number is not listed in a CRL
imported to FortiGate.

You can import a CRL from the Certificates page by clicking Import > CRL. In the Import CRL dialog, you
can select one of these four import options: HTTP, LDAP, SCEP, and File Based. The first three options
point to external repositories and require you to connect to the repositories to upload the CRL to FortiGate.

The last option, File Based, requires you to have the CRL file locally stored before you can upload the CRL to
FortiGate.

Before the CRL expires, FortiGate automatically retrieves the latest iteration using the protocol specified in the
configuration.
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Backing Up and Restoring Certificates

+ Back up keys and certificates through the
CLI (TFTP server required for import and
export):

FortiGate

execute vpn certificate local
import tftp <file-name str>
<tftp ip>.

* execute vpn certificate local
export tftp <certificate-name str>
<file-name str> <tftp ip>.

+ Keys and certificates are stored in the
PKCS#12 file

« Configuration backup also contains the 5 CA certificates
keys and certificates CA

& Password-protected
PKCS#12 file
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Local certificates of
FortiGate device

When you back up the FortiGate configuration, the keys and certificates are backed up as well.

FortiGate also provides the option to store digital certificates as a PKCS#12 file, which includes the private
and public keys as well as the certificate. You can restore the PKCS#12 file to a FortiGate device of any
model or firmware version, or to a non-FortiGate device.

You can perform the backup and restore on the CLI only, which requires the use of a TFTP server.
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* You can configure CA and local
certificates per VDOM

config vpn certificate local
edit Fortinet Factory
set range <global/vdom>
set source <factory/user/bundle/fortiguard>
end
end

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Resenved

Certificate Configuration—VDOM and Global

K§ Fortinet CA S5L

¥¥ Fortinet CA Untrusted

¥ Fortinet_Factory

E§ Fortinet_Factory_Backup
E§ Fortinet S5L

5§ Fortinet_S5L_D5A1024
¥ Fortinet SSL_ D5A2048
¥ Fortinet_S5_ECDSA236
¥ Fortinet SSL_ECDSA384
E¥ Fortinet_SSL_ECDSAS21
¥ Fortinet S5L_ED448

¥ Fortinet S5L_ED25519
¥ Fortinet_S5L_RSA1024
¥ Fortinet_S5L_RSA2048

E§ Fortinet S5L RSA4096

1 Fortinet_Wifi

R Fortinet CA
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You can configure a CA and local certificate globally or for a VDOM. If you upload a certificate to a VDOM, it
is accessible only inside that VDOM. If you upload a certificate globally, it is accessible to all VDOMs and

globally.

Global and VDOM-based certificate configuration includes the ability to view certificate details, as well as to

download, delete, and import certificates.

Note that some of the FortiGate certificates have specific signature algorithms and key lengths in their names,
such as Elliptic Curve Digital Signature Algorithm 256 (ECDSA256) and RSA2048. Policy and technical

requirements may determine which certificates you use.
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« Avoids certificate warnings

[E Local CA Certificate @
5 Fortinet CA_SSL US, ST = California, L = Sunnyvale, O... 1

E¥ Fortinet_CA_Untru
# Edit

[E Local Certificate @

i¥ Fortinet_Factory

E¥ Fortinet_Factory_B.

&9 Fortinet_SSL

= Strict SSL fails with no override option if CA is untrusted

Installing an SSL Certificate Issued by a Private CA

* Private CA certificates used by SSL should be installed on endpoints

Select Centficate Store [

Select the certificate store you want 1o e,

Besed to: FEMEVINO0000000

Bomred by: FEMEVN0000000

il fram 8/3/2007 b & 107202

troeed Cortcate|

Chent Authentication Issuers =
Semart Card Trusted Roots

n
|| Show physicsl stores.
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If you are using an SSL certificate issued by a private CA, you must install the CA certificate in the list of
trusted CAs. If you fail to do this, a warning message appears in your web browser any time you access an
HTTPS website. Encrypted communications might also fail, simply because the CA that issued and signed the

certificate is untrusted.

Once you download the SSL certificate from FortiGate, you can install it on any web browser or operating
system. Not all browsers use the same certificate repository. For example, Firefox uses its own repository,
while Internet Explorer and Chrome store certificates in a system-wide repository. In order to avoid certificate
warnings, you need to install the SSL certificate as a trusted root CA.

When you install the certificate, make sure that you save it to the certificate store for root authorities.
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Knowledge Check

1. Which CSR enrollment method is supported by FortiGate?
A.  Enrollmentover Secure Transport (EST)
¥ B. Simple Certificate Enroliment Protocol (SCEP)

2. After a CSR has been enrolled and imported into FortiGate, the status of the certificate
should change to:

< A Valid
B. Pending
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FortiGate Security 7.0 Study Guide 358



Certificate Operations

DO NOT REPRINT

CODRTINET
TN T1

TN L
Lesson Progress

< Authenticate and Secure Data Using Certificates

v | Inspect Encrypted Data

'

< Manage Digital Certificates on FortiGate

.ngg Tr‘alnlng Instltu'te ©Fortinet Inc. All Rights Reservad 51

Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in this lesson.
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Review

v Describe why FortiGate uses digital certificates

v Describe how FortiGate uses certificates to authenticate users and
devices

v" Describe how FortiGate uses certificates to ensure the privacy of data
v Describe certificate inspection and full SSL inspection

v Configure certificate inspection and full SSL/SSH inspection

v

v

Identify what is required to implement full SSL inspection

Identify the obstacles to implementing full SSL inspection and possible
remedies

v Generate a certificate request
v Import CRLs
v" Back up and restore certificates

'N:C.;HE Tr‘alnlng |nstltute ©Fortinet Inc. All Rights Reservad 52

This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned how FortiGate uses certificates, and how to
manage and work with certificates in your network.

FortiGate Security 7.0 Study Guide 360



Web Filtering

DO NOT REPRINT

N -—

......................
----------------------

NSE Training Institute @
FortiGate Security

Web Filtering .

- - .
S7% FortiOS 7.0 _
Last Modified: 24 January 2022

In this lesson, you will learn how to configure web filtering on FortiGate to control web traffic in your network.
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Web Filtering
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Lesson Overview
Inspection Modes
. Web Filtering Basics
' Additional Proxy-Based Web Filtering Features
T
'Video Filtering
 /DNS and File Filtering |
'Best Practices and Troubleshooting \
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In this lesson, you will learn about the topics shown on this slide.
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Inspection Modes

Objectives

+ Describe FortiGate inspection modes
* Review NGFW operation modes

FEIRTINET

NSE Training Institute 3

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in understanding inspection modes, you will be able to implement the
appropriate inspection modes to support the desired security profiles.
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Inspection Modes

* Per firewall policy setting

+ Two inspection modes:

« Flow-based
» Default inspection mode is flow based (in policy)
+ Only supports flow-based security profiles
* Proxy-based
= Allow both inspection modes in security profiles
* More thorough and covers more protocols than flow based

Inspection Mode = Flow-based BE{OSEEH:T

i&:l"émET Training Institute ©Fortinet Inc. All Rights Reserved

Each inspection component plays a role in processing traffic on its way to its destination. Having control over
flow-based and proxy-based mode is helpful if you want to be sure that only flow-based inspection mode is
used. In most cases, proxy mode is preferred because more security profile features and more configuration
options are available. However, some implementations require all security profile scanning to use only flow-
based inspection mode for the highest possible throughput. You can configure the firewall policy to use flow-
based mode (which is the default option for a new policy), and vice versa. While both modes offer significant
security, proxy-based mode is more thorough while flow-based mode is designed to optimize performance.

You can select the inspection mode in a firewall policy. Switching from flow-based to proxy-based mode will
not require removing the selected security profiles on the policy. However, switching from proxy-based to
flow-based mode will remove any security profiles configured to use proxy-based inspection mode.
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Flow-Based Inspection

* Default inspection mode

+ Uses single-pass direct filter approach (DFA) pattern matching to identify possible
attacks or threats

* File is scanned on a flow basis as it passes through FortiGate
* Requires fewer processing resources
+ Faster scanning

Client FortiGate Server

SYN

SYN-ACK

ACK

B T
P Sy f—— p———

FOATINET
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Flow-based inspection mode examines the file as it passes through FortiGate, without any buffering. As each
packet arrives, it is processed and forwarded without waiting for the complete file or web page. If you are
familiar with the TCP flow analysis of Wireshark, then that is essentially what the flow engine sees. Packets
are analyzed and forwarded as they are received. Original traffic is not altered. Therefore, advanced features
that modify content, such as safe search enforcement, are not supported.

The advantages of flow-based mode are:
* The user sees a faster response time for HTTP requests compared to proxy based
* There is less chance of a time-out error because of the server at the other end responding slowly

The disadvantages of flow-based mode are:

* A number of security features that are available in proxy-based mode are not available in flow-based mode
+ Fewer actions are available based on the categorization of the website by FortiGuard services
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Proxy-Based Inspection

* More thorough inspection

+ Adds latency

+ Complete content is scanned Client FortiGate Server

* Two TCP connections s
+ From client to FortiGate acting as proxy server —
+ From FortiGate to server

ACK

SN

« Communication is terminated on Layer 4 SracK

ALK

* More resource intensive
* Provides a higher level of threat protection

Inspection Mode @ Flow-based BE{OAEER=T!

i&:l"émET Training Institute ©Fortinet Inc. All Rights Reserved 6

Proxy-based scanning refers to transparent proxy. It's called transparent because, at the IP layer, FortiGate is
not the destination address, but FortiGate does intercept the traffic. When proxy-based inspection is enabled,
FortiGate buffers traffic and examines it as a whole, before determining an action. Because FortiGate
examines the data as a whole, it can examine more points of data than it does when using flow-based
inspection.

In TCP connections, the FortiGate proxy generates the SYN-ACK to the client, and completes the three-way
handshake with the client, before creating a second, new connection to the server. If the payload is less than
the oversize limit, the proxy buffers transmitted files or emails for inspection, before continuing transmission.
The proxy analyzes the headers and may change the headers, such as HTTP host and URL, for web filtering.
If a security profile decides to block the connection, the proxy can send a replacement message to the client.
This adds latency to the overall transmission speed.

Proxy-based inspection is more thorough than flow-based inspection, yielding fewer false positives and
negative results.
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Configuring Inspection Mode

Policy & Objects > Firewall Policy
Inspection Mode = Flow-based -

Protocol Port Mapping

HTTP @ Any Ehsin

SMTP @ Any Bl

POP3 @ Any

fy
IMAP @© Any
FTIP © Any
NNTP @  Any
MAPI © 135

DNs @ 53
CIFs @ 445

80
25
110
143
21
11

9
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FortiGate web filters are also security profiles. The security profiles are customizable, according to the
selected inspection mode. So, the first step, before setting up a web filter, is to configure the inspection mode.

The protocol options profile determines the protocols your security profiles use, for example, to inspect web or
DNS traffic.

Note that HTTPS inspection port numbers, and other settings related to the handling of SSL, are defined
separately in the SSL/SSH inspection profile.
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* Features two modes:

« Profile-based
* Requires application control and web filtering profiles
= Apply the profiles to the policy
- Applicable to proxy-based and flow-based inspection modes
+ Policy-based
= Application control and web filtering applied directly to the policy
= Does not require application control and web filtering profiles
* Applicable only to flow-based inspection mode

 Antivirus configuration is always profile based, regardless of the NGFW mode selection
+ Set the NGFW policy-based mode in the system settings of FortiGate or VDOM

NGFW Mode @ Profile-based lilaEES=e

i&:l"émET Training Institute ©Fortinet Inc. All Rights Reserved 8

FortiGate, or the individual VDOM, has two next-generation firewall (NGFW) modes available:

1. Profile-based mode: Requires administrators to create and use application control and web filter profiles
and apply them to a firewall policy. Profile-based mode is applicable to use flow-based or proxy-based
inspection mode as per the policy.

2. Policy-based mode: Administrators can apply application control and web filter configuration directly to a
security policy. Flow-based inspection mode is the only applicable process available in policy-based
NGFW mode.

Antivirus scanning is available as a security profile that you can apply in a profile-based NGFW mode firewall
policy or policy-based NGFW mode security policy.

You can change NGFW mode in the system settings of FortiGate or the individual VDOM. Note that the
change will require you to remove all existing policies in either mode.
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NGFW Mode—Policy Based

+ Security policy and SSL Inspection & Authentication (consolidated) policy must be
configured

« Traffic to match SSL Inspection & Authentication policy first
» If allowed, then to inspect applications and URL configured on security policy
+ Inspect traffic with additional security profiles, if enabled, such as AV, IPS, and file filter

+ Can use users and groups if authentication is required _

+ Available actions in security policy: Accept or Deny —
MName Access
- SSL inspection profile to be selected in the consolidated policy | e = -
utgoing Interface | ™ port -
+
MNew Policy Destination = an X
Name @ Access Schedule [® always g
Incoming Interface | ™ port2 » Service Specify
Outgoing Interface ™ portl b Application [ Linkedin x
Source =al x W Twitter E
Destination = al = URL Category Business ®
+ Information and Computer Security X
Service @ AL x -
* Action Passagl @ DENY
ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. g

If you configured FortiGate to use NGFW policy-based mode or created a VDOM specifically to provide
NGFW policy-based mode, you must configure a few policies to allow traffic.

SSL Inspection & Authentication (consolidated) policy: This allows traffic from a specific user or user group to
match the criteria specified within the consolidated policy and inspect SSL traffic using the SSL inspection
profile selected. FortiGate can either accept or deny the traffic.

Security policy: If the traffic is allowed as per the consolidated policy, FortiGate then processes it based on the
security policy to analyze additional criteria, such as URL categories for web filtering and application control.
Also, if enabled, the security policy further inspects traffic using security profiles such as AV, IPS, and file
filter.
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Knowledge Check

1. Which is the default inspection mode on a firewall policy?
A.  Proxy based
+ B. Flow based

2. How does NGFW policy-based mode differ from profile-based mode?
A. Policy-based flow inspection supports web profile overrides.
+ B. Policy-based flow inspection defines URL filters directly in the firewall policy.

3. Which statement about proxy-based web filtering is true?
+ A. It requires more resources than flow-based
B. It transparently analyzes the TCP flow of the traffic

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Resenved
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i ) Web Filtering Basics |

| | Additional Proxy-Based Web Filtering Features |

' Video Filtering |

) DNS and File Filtering \

—

| | Best Practices and Troubleshooting ‘
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Good job! You now understand inspection modes.

Now, you will learn about web filtering basics.
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Web Filtering Basics

Objectives

» Describe web filter profiles

* Work with web filter categories
+ Configure web filter overrides

« Configure custom categories

Submit a FortiGuard rating request

FEIRTINET

NSE Training Institute 12

After completing this section, you should be able to achieve the objectives shown on this slide.
By demonstrating competence in web filtering basics, you will be able to describe web filter profiles, use

FortiGuard web filter profiles, configure web filter overrides, define custom categories, and submit FortiGuard
rating requests.
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Why Apply Web Filtering?

* Mitigate the negative effects of inappropriate web content

+ Preserve employee productivity

* Prevent network congestion

* Prevent data loss and exposure of confidential information
* Decrease exposure to web-based threats

* Prevent copyright infringement

+ Prevent viewing of inappropriate or offensive material

TIATINET
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Web filtering helps to control, or track, the websites that people visit. There are many reasons why network
administrators apply web filtering, including to:

* Preserve employee productivity

* Prevent network congestion, where valuable bandwidth is used for non-business purposes

* Prevent loss or exposure of confidential information

» Decrease exposure to web-based threats

» Limit legal liability when employees access or download inappropriate or offensive material

* Prevent copyright infringement caused by employees downloading or distributing copyrighted materials
» Prevent children from viewing inappropriate material
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When Does Web Filtering Activate?

.. WWW.acme.com
@ ,”? = //;\'\_,
P s S e . . .
< | Ve = Filtering is based on

request

® - Web Filter:
SYN « HTTP GET

SYN/ACK o
&

ACK
HTTP GET

¢

Web Fliter [’;j]
T

FEATINET
14
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(slide contains animation)
The example on this slide shows the flow of an HTTP filter process.

FortiGate looks for the HTTP GET request to collect URL information and perform web filtering.

So, as shown, in HTTP the domain name and URL are separate pieces. The domain name might look like the
following in the header: Host: www.acme.com, and the URL might look like the following in the header:

/index.php?login=true.

If you filter by domain, sometimes it blocks too much. For example, the blogs on tumblr.com are considered
different content, because of all the different authors. In that case, you can be more specific, and block by the
URL part, tumblr.com/hacking, for example.
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Web Filter Profiles—Flow Based
 Profile based « Policy based
= Configure web filter profile = Apply application control and URL categories

+ FortiGuard categories directly in a security policy

+ Static URL

« Rating option

= Apply profile to firewall policy
_Security Proflies > Web Filter Policy & Objects > Security Policy
foweorepoie | |
. Mame @ Full Access
Incoming Interface ™ port2 hd
Outgoing Interface * portl -
Source =2 FABRIC_DEVICE x
+
Destination 2an x
+
Schedule [@ always -
Service mzmu Specify
Application +
URL Category +
.N"§E Training Institute ©Fortinet Inc. All Rights Reserved. 15

Now, you will look at the web filter profile.

You can configure this security profile to use a feature set for proxy-based or flow-based inspection modes.
However, depending on the mode you select, the available settings are different. Flow-based inspection has
fewer available options.

In the examples shown on this slide, the web filter profile has a FortiGuard category-based filter that
categorizes the websites based on categories and subcategories by FortiGuard. FortiGate offers two NGFW
options:
* Profile-Based (default)

+ Webfilters are defined as security profiles and applied to the firewall policy
* Policy-Based

* URL categories are defined directly under the firewall policy
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Web Filter Profiles—Proxy Based
* Proxy-based options _

+ Configure web filter profile :
New Web Filter Profile

* Local categories
* Remote categories Name Web Filter Profile

* Search engines Comments Write a comment... 1 0/255

* Proxy options
X Feature set Flow-based
* Apply profile to firewall policy _ ‘
N Proxy-based inspection mode type (O FortiGuard Category Based Filter

(O Allow users to override blocked categories
E3 Search Engines

Static URL Filter

Rating Options

£3 Proxy Options
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In the example shown on this slide, the security profile is configured to use a proxy-based feature set. The
profile is available to a firewall policy configured to use proxy-based inspection mode. Other local options
include:

+ Search Engines

» Static URL Filter

+ Rating Options

* Proxy Options

After you configure your web filter profile, apply this profile to your firewall policy so the filtering is applied to
your web traffic.
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FortiGuard Category Filter

+ Split into multiple categories and subcategories
- Release new categories and subcategories compatible with updated firmware
« Qlder firmware has new values mapped to existing categories

* Live connection to FortiGuard
+ Active contract required
« Two-day grace period on expiry

« Can use FortiManager instead of FortiGuard

r:.'gE Training Institute ©Fortinet Inc. All Rights Reserved

Rather than block or allow websites individually, FortiGuard category filtering looks at the category that a
website has been rated with. Then, FortiGate takes action based on that category, not based on the URL.

FortiGuard category filtering is a live service that requires an active contract. The contract validates
connections to the FortiGuard network. If the contract expires, there is a two-day grace period during which
you can renew the contract before the service cuts off. If you do not renew, after the two-day grace period,
FortiGate reports a rating error for every rating request made. In addition, by default, FortiGate blocks web
pages that return a rating error. You can change this behavior by enabling the Allow websites when a rating
error occurs setting. You will learn more about this setting in this lesson.

You can configure FortiManager to act as a local FortiGuard server. To do this, you must download the

databases to FortiManager, and configure FortiGate to validate the categories against FortiManager, instead
of FortiGuard.
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How Are Categories Decided?

 FortiGate queries the FortiGuard
Distribution Network (FDN) to determine
a website category

FATINET

@ FortiGuard Labs

* The web filter rating is determined by:

« Human rater “
« Text analysis W Web Filter Lookup

= Exploitation of web structure

* Description of categories: —
« www.fortiguard.com/webfilier/categories
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Website categories are determined by both automatic and human methods. The FortiGuard team has
automatic web crawlers that look at various aspects of the website in order to come up with a rating. There
are also people who examine websites and look into rating requests to determine categories.

To review the complete list of categories and subcategories, visit
www.fortiguard.com/webfilter/categories.
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How Does It Work?

- e URL categories

<2

Categories action:

(Profile) (Policy)
Allow Allow Accept
Block Block Deny
Monitor Monitor
Warning Warning
Authenticate  Authenticate
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So, how does it work?

FortiGate queries the FDN—or FortiManager, if it has been configured to act as a local FortiGuard server—to
determine the category of a requested web page.

When users visit websites, FortiGate uses the FortiGuard live service to determine the category that the URL
belongs to and takes a configured action for that category, such as allow or block access. Using this feature,
you can perform bulk URL filtering, without individually defining each website.

You can enable the FortiGuard category filtering on the web filter, or DNS filter profiles. Categories and
subcategories are listed, and you can customize the actions to perform individually.

The actions available depend on the mode of inspection:

Proxy: Allow, Block, Monitor, Warning, and Authenticate

Flow-based, profile-based: Allow, Block, Monitor, Warning, and Authenticate
Flow-based, policy-based: Action defined in a security policy (accept or deny)
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Web Filter FortiGuard Category Action—Warning

« Category Action =

@ Allow @& Monitor @ Block Warning & Authenticate _

« Exclusive for web filtering
« Proxy mode
» Flow mode (profile-based only)
- Not available in:

« Static URL filtering feature
« DNS filter profile

* FortiGuard warning page / oty S

« Customizable warning interval

===

Sas

FortiGuard Intrusion Preventlon - Access
Blocked
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The warning action informs users that the requested website is not allowed by the internet policies. However,
the action gives the user the option to proceed to the requested website, or return to the previous website.

You can customize the warning interval, so you can present this warning page at specific times, according to
the configured period.
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Web Filter FortiGuard Category Action—Authenticate

T —— WebFilter_Group 1. Define Users and Group

Freeware and Software Downloads @ Allow ‘ “““““““““““““““““““““““ . - — -

File Sharing and Storage S Allow 8 2 - Set ACt!Ol'l = AUthe ntl cate
J5treaming Media and Download Authentir:tel ‘ '

Peer-to-peer File Sharing S Allow 3. SeIeCt User Group

Internet Radic and TV @ Allow gy

Interpet Telephory 9 Allow FortiGuard Intrusion Prevention - Access

: Blocked
www . youtube.com o >
&~ L@
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The authenticate action blocks the requested websites, unless the user enters a successful username and
password.

You can customize the interval of time to allow access. Users are not prompted to authenticate again if they
access other websites in the same category until the timer expires.

Choosing this action prompts you to define user groups that are allowed to override the block.
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Threat Feeds

+ Dynamically import external block

lists from an HTTP server Threat Feeds
» Block list to enforce special security

requirements AT
+ Long-term or short-term policies pivg

+ Dynamically imported, any new

Changes are instantly imported by Fg;ttifgl;.:;d IP Address Domain Name| Malware Hash

FortiOS

Minutes (1 43200)
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The Threat Feeds feature enables FortiGate to dynamically import external block lists from an HTTP server.
You can use the block lists to enforce special security requirements specified by your organization. These
requirements can include long-term policies to always block access to specific websites, or short-term
requirements to block access to known compromised locations. These block lists are text files that are in plain
text format, where each line contains a single URL to be blocked.

Because the lists are dynamically imported, any changes made to the list are instantly imported by FortiOS
using the Security Fabric feature.

FortiGuard Category: This resource name appears as a remote category in web filter profiles and SSL
inspection exemptions.

IP Address: This resource name appears as an external IP block list in DNS filter profiles and as a
source/destination in IPv4 policy, IPv6, and Proxy policy.

Domain Name: This resource name will appear as a remote category in DNS filter profiles.

Refresh Rate: Using this setting, you can specify how often, in minutes, block lists can be refreshed from the
external source.

The size of the block list file can be 10 MB or 128,000 lines of text, whichever is most restrictive.

Note that the DNS profile supports only IPv4 addresses and ignores IPv6 addresses.
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* Where can it be used? —————
+ FortiGuard Category T T | T | T -
* Web filter profile — Under Remote Categories e Ao
+ SSL/SSH Inspection profile — Under Exempt from SSL :
Inspection in Web Categories =l
* IP Address e = ——
+ DNS filter profile — Under External IP Block Lists ESHGN
= Source/destination in firewall policy
» Domain Name Static Domain Filter
= DNS filter profile — Under Remote Categories Domain Filter >
External IP Block Lists @ | B Fabric 2 | x
DNS Translation @ O
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You can add dynamic block lists to:
* Web filter profiles and SSL inspection exemptions
* DNS filter profiles and source/destination addresses in firewall policies
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Web Rating Override

* Override the rating applied to a host name by FortiGuard service
+ Host name reassigned to a completely different category and uses that action
« Rating overrides are checked before contacting FortiGuard for a rating

« Override applies to FortiGate device only
« Changes are not submitted to FortiGuard subscription services

* Host names only
* google.com v
* Wwww.google,com v~
* www.google.com/index.html ¥

* google.* ¥
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When using FortiGuard category filtering to allow or block access to a website, one option is to make a web
rating override and define the website in a different category. Web ratings are only for host names—no URLs
or wildcard characters are allowed.

If the contract expires, and the two-day grace period passes, web rating overrides are not be effective. All
website category rating requests are returned with a rating error.
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Web Rating Override—Configuration

+ Changes a website category, not the category action
+ Make an exception

# Edit  EfDelete | Status~ | €§ Custom Categories Search Q (® Show original categories

Status & Comments = Ref.
= Finance and Banking @

@ Enable
E Games @ Edit Web Rating Override

www.canamvrl.com ® Enable URL ] www.fortinet.com I Lookup rating

B Health and Wellness € Category General Interest - Business

www.fortinet.com @ Enable Sub-Category  Information Technology

Comments = Write a comment 407255
Override to
Category General Interest - Personal -
Sub-Category Health and Wellness -
FEATINET
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If you want to make an exception, for example, rather than unblock access to a potentially unwanted category,
change the website to an allowed category. You can also do the reverse. You can block a website that
belongs to an allowed category.

Remember that changing categories does not automatically result in a different action for the website. This
depends on the settings within the web filter profile.
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Web Filtering

Custom Categories

B Games €

B Health and

www.fortinet.com

Q (B Show original categories

Status~ | ©§ Custom Categories

Ret =

| deCreate New
www.canamvrl.com b o

Name = Number of Override URLs = Number of Web Filter Profile References =

custom1 0 1

custom2 o 1

© Enable
@ Enable

Status =

» Can add additional customized

categories

= Cannot delete categories in use
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If the predefined categories in FortiGuard are not suitable for the situation, you can add additional custom
categories.
You can add and delete custom categories as needed, as long as they are not in use.
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URL Filtering
+ Check against configured URLs in
B static URL Filter URL filter
Block invalid URLs (B » Entries are checked from top to bottom
URL Filter © « Four possible actions:
| #CreateNew || # Edit = @Delete | | Searc Q + Allow: Access is permitted. Traffic is
= passed to remaining operations,
e Type £etion it including FortiGuard web filter, web

content filter, web script filters, and

*\.something\.[org|biz] Regular Expression @ Exempt @ Enable e .
;. ke Tk B Erad antivirus scanmng.
somewhere” ildcar onitor nable - -
» Block: Attempts are denied. User given
www.somesite.com/someURL  Simple @ Block @ Enable ] a rep|acement message_

* Monitor: Trafficis allowed through. Log
) . entries are created. Also subject to all
URL: www.somesite.com/someURL other security profile inspections.
« Exempt: Allows traffic from trusted
sources to bypass all security
inspections.

» Types of URL patterns:

+ Simple, wildcards, or regular
expressions
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Static URL filtering is another web filter feature. Configured URLs in the URL filter are checked against the
visited websites. If a match is found, the configured action is taken. URL filtering has the same patterns as
static domain filtering: simple, regular expressions, and wildcard.

Take a look at how it works.

When a user visits a website, FortiGate looks at the URL list for a matching entry. In the example shown on
this slide, the website matches the third entry in the table, which is set as type Simple. This type means that
the match must be exact—there is no option for a partial match with this pattern. Also, the action is set to
Block, so FortiGate displays a block page message.
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* Request to re-evaluate a website rating:

& Filtering

Web Filter cache @ Clear cache after 60

Email Filter cache ©
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2 | Minutes

Clear cache after 30 2 | Minutes

FortiGuard filtering services HTTPS 8888 -

% Test Connectivity 47N ¢
Filtering services avaliability Web Filtering  ©

Anti-Spam (+]

Il-zequcst re-evaluation of a URLs cntcgorvl

+ Request for a website rating: www.fortiguard.com/webfilter

= Home . WebFilter

Birtemwe the Wirk Fites © irogis ies

¥ Web Filter Lookup

Search URL Q, 56+ |

St o LR, 0 chenc s Rtbng P Veesion

Latest Web Filter Databases 24 32996
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There is always the possibility for errors in ratings, or a scenario where you simply do not agree with the rating

given. In that case, you can use the web portal to contact the FortiGuard team to submit a website for a new
rating, or get it rated if it is not already in the database.
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Knowledge Check

1. Which is a valid action for FortiGuard web category filtering?
v A Allow
B. Deny

2. Which is a valid action for static URL filtering?
< A Exempt
B. Warning
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Good job! You now understand the basics of web filtering.

Now, you will learn about additional proxy-based web filtering features.
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Additional Proxy-Based Web Filtering Features

Objectives

+ Configure usage quotas

+ Configure web profile overrides

+ Configure web filter to support search engines
+ Configure web content filtering

NSE Training Institute

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in additional proxy-based web filtering features, you will be able to configure
usage quotas, web profile overrides, search engine filters, and web content filtering.
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FortiGuard Quotas

* Can apply only to the actions: + Configuration:
+ Monitor, Warning, or Authenticate _
+ Assign quota for each source IP or for Eatsgory Ui iola @) O
each user, if authentication is enabled [#createNew | # Eai
+ Dedicated monitor feature Category Total quota

Streaming Media and Do.. 5 minute(s)

* FortiGuard dashboard monitor is not
added by default

« You can add the monitor by clicking the + « Monitor:

S H ARl gard Dashboard > FortiGuard Quota Monitor

Lier 2 |Category Usage Quota

10.01.10

User 100.1.10
b Weh Filter Profile  default
Category Used Quota Remaining

Streaming Media and Download | Bsecond(s) 4 minute{s) and 52 second(s)
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FortiGate also includes a feature to customize the quotas of time to access the categories that are set to
monitor, warning, or authenticate in the web filter profile in proxy-based inspection mode.

You can customize multiple quotas (timers). Each quota can be applied to either a single category or multiple
categories. If the quota applies to multiple categories, the timer is shared among all the categories instead of
having a single timer for each individual category.

FortiGate automatically assigns quotas for each source IP, or each user if the authentication action is used, as
the dashboard monitor shows. By default, the dashboard monitor is not added. You can click the + symbol to
add FortiGuard Quota monitor to the User & Authentication section.

Now, take a look at how quotas work.
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N oy Q [ r\ Category: Games

“Games” Quota N

+ Allow specific categories for a
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period of time or specific quota
& b of traffic

« Separate time for quotas

+ Configure separately, or as a group
» 5 minutes: Advertising
= 20 minutes: Streaming Media

T « Apply only to categories with
O oS actions:

“Games” Quota
|

; = Monitor, Warning, or Authenticate
“Games” Quota -
]
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As shown on this slide, the FortiGuard quota limits the time users spend on websites, based on category. You
can also set a quota, on the amount of traffic that can be allowed to a particular category.

A quota cannot redirect the user once the website is loaded in their browser. For example, if the user has 45
seconds left in their quota, and they access a website from the specified category, the selected website will
likely finish loading before the remaining 45 seconds are up. Then, the user can stay on that website, and that
website won't be blocked until the browser is refreshed. This scenario occurs because the connection to the
website is not, usually, a live stream. After you receive the information, the connection is closed.

Note that the quota resets every 24 hours at midnight.
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* Override web filter profile for:
U Comments = Ref. =
) Default web filtering. 1
* User grOU p Monitor and log all visited URLS, flow-based, 1]
* SOUFCE IP EE2 wifi-default Default configuration for offloading WiFi traffic. 1
* Requires authentication 1
« Customize override expiration Riew Admiistration Olerride
Scope range m User group | Source IP
User & student -
Original profile [ default v
MNew profile | m monitor-all -
Expires 04/18/2021@ | 08:07:00.000 PM @
Status Disable
NSE ini i © Fortinet Inc. All Rights Reserved. 34
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You can also override the filter profile. Web profile overrides change the rules that are used to inspect traffic.
Overrides authorize specified users, user groups, or predefined source IPs, to use a different web filter profile
to inspect their traffic.

In the example shown on this slide, the new profile applied to the user student, inspects all of that user’s web
traffic from the time that the new profile is applied, until the timer expires. To use this override, you must
enable an override authentication. When you enable the web profile override, the FortiGuard block page
shows a link you can select to activate the override.
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* A proxy-based mode feature

+ Requires FortiGate to use deep SSL inspection =
earc NgiNes

» Not supported when using certificate inspection

- - . - a * I Bi:
+ FortiGate requires full access to the application layer | Enforce ‘Safe Search’on Google, Yahoo!, Bing, Yandex O
data Log all search keywords @ [ @]

* Restricts websites or images from search

results
- Rewrites the search URL to enable safe search
+ For Google, Yahoo, Bing, and Yandex config webfilter profile

edit "default™

* Logs all search keywords config web

set safe-search url header
end
next
end
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Search engine filtering is available when you configure a web filter profile while setting the feature set to
proxy-based.

Safe search is an option that some browsers support. It applies internal filters to the search results. When you
enable safe search for the supported search sites, FortiGate appends code to the URL to enforce the use of
safe search. For example, on a Google search, FortiGate adds the string ssafe=active to the URL in the
search. So, even if it is not locally enabled in the browser, FortiGate applies safe search to the requests when
they pass through. Safe search is supported for Google, Yahoo, Bing, and Yandex.

As a proxy-based web filter feature, search engine filtering is supported only when using full SSL inspection
because FortiGate requires access to the full header.
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* Requires FortiGate to use SSL deep inspection

+ Controls access to web pages containing specific patterns

» Scans the content of every website accepted by security policies
* Matches content from wildcards or Perl regular expressions

* The maximum number of web content patterns in a list is 5000

+ Actons; Socuty Proios > Wob Fitr

L Exempt B Static URL Filter
e B |OCK Block invalid URLs »
URL Filter e )
Block malicious URLs discovered by FortiSandbox (O
knmenl Filter L & 1|
& Create New | & Edit
Pattern Type & Pattern 3 Language Action ¥ Status ¥
Wildcard something” Western @ Exempt @ Enable
Regular Expression  “\quelquecque  French @ Block @ Enable
(2]
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You can also control web content in the web filter profile by blocking access to websites containing specific
words or patterns. This helps to prevent access to sites with questionable material.

You can add words, phrases, patterns, wildcards, and Perl regular expressions to match content on websites.
You configure this feature on a per-web-filter-profile basis, not at the global level. So, it is possible to add
multiple web content filter lists and then select the best list for each web filter profile.

The system administrator can specify banned words and phrases and attach a numerical value, or score, to
the importance of those words and phrases. When the web content filter scan detects banned content, it adds

the scores of banned words and phrases on the page. If the sum is higher than the threshold set in the web
filter profile, FortiGate blocks the site.

The maximum number of web content patterns in a list is 5000.

Like search engine filtering, web content filtering requires that FortiGate uses deep SSL inspection because
FortiGate requires full access to the packet headers.
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Advanced Web Filter Settings

+ Rating options:

& Rating Options
Allow websites when a rating error occurs @D

©

Rate URLs by domain and IP Address
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You can use advanced web filtering settings to improve the web filter.

The rating options are as follows:

1. Allow websites when a rating error occurs. If a rating error occurs from the FortiGuard web filter
service, users have full unfiltered access to all websites.
2. Rate URLs by domain and IP Address. This option sends both the URL and the IP address of the

requested site for checking, providing additional security against attempts to bypass the FortiGuard
system.
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If you configure the web filter profile to use a proxy-based feature set, the advanced proxy option settings for

web filtering are as follows:

1. Block access to some Google accounts and services. You can include an exception list.

2. HTTP POST is the command used by your browser when you send information, so you can limit the
information and files to websites. The Allow option prevents a server timeout when scanning, or when
other filtering processes are performed for outgoing traffic.

3. Filter cookies, Java applets, and ActiveX scripts from web traffic.
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Knowledge Check
1. Which action can be used with the FortiGuard quota feature?
¥ A Monitor
B. Shape
2. Which statement about web profile overrides is true?
A. Itis used to change the website category.
+ B. Configured users can activate this setting through an override link on the FortiGuard block page.
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Good job! You now understand additional proxy-based web filtering features.

Now, you will learn about video filtering.
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Video Filtering

Objectives
« Enable a YouTube API key
+ Filter YouTube videos using FortiGuard

« Filter YouTube based on restriction level
» Filter YouTube channels
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in video filtering, you will be able to control access to YouTube using
FortiGuard categories and YouTube static IDs.
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Video Filter Profile

« Control YouTube content access:
+ To allow, monitor, or block based on category
= To allow, monitor, or block access to channels
= To set restriction levels

Separate FortiGuard license for video filtering vo uTu h e
« Supported only on proxy-based firewall policy

* Requires full SSL inspection
* Requires YouTube API key

Filter videos in two methods:
» FortiGuard categories

+ Channel ID X /
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Video filtering allows you to control access to YouTube content using parameters that are associated with the
video channel, video categories, or the video itself. It is part of the FortiGuard service, which requires a
separate license bundled with the other security FortiGuard services.

To apply the video filter profile, proxy-based firewall polices currently allow you to enable the video filter
profile. You must enable full SSL inspection on the firewall policy.

You must obtain a YouTube API key to use the video filter feature. The API key allows FortiGate to match

parameters identified when users access YouTube content, and match the parameters with the local
categories defined on the video filter.
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Web Filtering

YouTube API Key

+ Access Google developer console

+ Obtain YouTube API key
+ Create a new project
« Enable YouTube data API v3
+ Create a credential
« Copy APl key

* Enable YouTube key on CLI

+ You can add multiple YouTube API
keys

config wvideofilter youtube-key
edit 1
set key “youtube api key”
next
end
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The YouTube API can help you to configure a video filter on FortiGate, and control access to content based
on the content categories. You must have access to the Google developer console to obtain the API key. For
more information about the Google developer console, visit cloud.google.com.

To obtain the YouTube API key:

1.
2.
3.

4.

Create a new project on the Google developer console.
Continue to fill in the project information by selecting your organization name and location.

In APIs and services, click ENABLE APIS AND SERVICES to add YouTube data API v3 from the

library.

Enable the API and create a new credential to generate the API key.

Now the key is generated, you can add the key to FortiGate on CLI. Create a new object under config
videofilter youtube-key and add the key using command set key “youtube api key”.
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Video Filter Profile—FortiGuard Categories

+ FortiGuard categories for video filtering
are based on universal classification:

@ FortiGuard Category Based Filter

« Combine popularonline video provider | © Alow  ® Monitor @ Bioc |
categories Category & Action

- FortiGuard video categories: S— =

ntertainmen ow

+ Applicable to videos from YouTube, Vimeo, i~ © Allow

Dailymotion Kz ® Allow

+ Require API to determine category and match Lifestvie ® Allow

it on the video filter Music ® Allow

« Security action determines the flow of security News © Allow

checks: People © Allow

» If setto allow, bypass the rest of video filter Society © Allow

proﬁle |5pm-(s @ Allow

» If set to monitor, log access and continue
« If block, log and prevent playing the video

55%
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The video filter can identify videos using universal categories used by major online video content providers,
such as YouTube. The generic classification combines multiple categories by these providers into one
category. For example, the FortiGuate video category Entertainment includes YouTube categories, such as
entertainment, comedy, movies, shows, and trailers.

The FortiGuard video categories are universal, to cover the common classifications used in the categories of
online video content providers. Currently, it is applicable to content hosted by YouTube, Vimeo, and
Dailymotion. Some of these providers offer API queries that enable FortiGate to identify the content and
match it to local FortiGuard video categories.

In a video filter profile, if a FortiGuard category is allowed, the video content bypasses the rest of the security
checks configured on the video profile, such as channel override and YouTube restriction level. If the action is
set to monitor or block, then the video content undergoes further security checks configured on the video filter
profile.
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You can restrict YouTube access on a video filter by setting the restriction level to Moderate or Strict. When
users access YouTube content using the firewall policy with the video filter profile applied, the users are given
only content that is screened according to a filter applied by Google. Moderate restricted access is similar to

strict but makes more videos available.

The YouTube channel ID is used to identify YouTube channels. It allows FortiGate to apply actions to access
related content on the channel. These actions can allow, monitor, or block access to the channel. If a video
filter has a channel override to block a specific YouTube channel, access to this channel is stopped only to
this particular channel. If a user attempts to access the channel while surfing YouTube content, an error
message appears telling the user that they must connect to the internet. If the user accesses the channel
using the URL, a blocked replacement message shows up to confirm the reason why access is blocked.
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Knowledge Check

1. Which is required to configure YouTube video filtering?
¥ A YouTube API key
B. Username

2. Which action can be used with the video FortiGuard categories?
A.  Authenticate
+ B. Monitor
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Good job! You now understand the video filtering feature.

Now, you will learn about DNS and file filtering.
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DNS and File Filtering

Objectives

« Apply a DNS filter
+ Apply a file filter
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in DNS and file filtering, you will be able to apply a DNS and file filters on
FortiGate.
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* Uses FortiGuard SDNS ratings of DNS queries to decide access
+ FortiGate must use FortiGuard SDNS service for DNS lookups

* DNS queries redirected to FortiGuard SDNS server
+ Lightweight

+ Lacks the precision of HTTP filtering

SSL inspection available
« DNS over TLS (DoT)
« DNS over HTTPS (DoH)

» Cannot inspect a URL, only a host name
+ DNS resolves host name

Supports URL filtering and FortiGuard category only
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You can also inspect DNS traffic using the DNS filter security profile.

Rather than looking at the HTTP protocol, this option filters the DNS request that occurs before an HTTP GET
request. This has the advantage of being very lightweight, but at a cost, because it lacks the precision of
HTTP filtering.

Although DNS traffic is plain text, it can be encapsulated within a DNS over TLS (DoT) or DNS over HTTPS
(DoH) payload. You can use the SSL inspection profile on the firewall policy to decrypt the payload and apply
the DNS filter on the original DNS request.

Every protocol generates DNS requests in order to resolve a host name; therefore, this kind of filtering
impacts all of the higher level protocols that depend on DNS, not just web traffic. For example, it could apply
FortiGuard categories to DNS requests for FTP servers. Very few web filtering features are possible beyond
host name filtering because of the amount of data available at the point of inspection.
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(slide contains animation)
This example illustrates filtering at the DNS lookup process.

DNS filtering looks at the nameserver response, which typically occurs when you connect to a website.

As discussed previously, in HTTP, the domain name and URL are separate pieces. The domain name might
look like this in the header: Host: www.acme.com, and the URL might look like this in the header:

/index.php?login=true.

When a device initiates a DNS lookup, it sends the FQDN information in the initial request. The DNS lookup
occurs before the HTTP request can be sent.

When FortiGate receives the DNS request from the client, it sends a simultaneous request to the FortiGuard

SDNS servers. With the FortiGuard SDNS service, there are two possible results:

1. Category is allowed: The original DNS response is passed and the remainder of the connection flow
continues normally through to the HTTP 200 response. At this point, other web filters might be applied.

2. Category is blocked: FortiGate overrides the site IP address with the FortiGuard override address and
presents a DNS error to the client.

As a result, if you are using a DNS filter, and the domain is blocked, the connection is blocked before the
HTTP request is even sent.
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- Static Domain Fil
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Log all DNS queries and responses O
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Here's a look at the DNS filter profile.

The DNS filter includes various configuration settings. You can enable or disable the FortiGuard category-
based filter and the static domain filter. You also have the option to:

* Redirect botnet command and control requests to block portal

» Allow DNS requests when a rating error occurs from the FortiGuard web filter service

+ Redirect blocked requests to a specific portal (the Use FortiGuard Default setting is recommended)

Using the DNS Translation feature, you can translate a DNS-resolved IP address to another IP address you
specify on a per-policy basis.

After you enable and save the settings you require, remember to apply this profile to your firewall policy to
activate the options. Any traffic being examined by the policy has those operations applied to it.
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How Does It Work?

Categories action:
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Proxy-
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Allow Allow Security Allow
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So, how does it work?

FortiGate queries the FortiGuard SDNS servers—or FortiManager, if it has been configured to act as a local
FortiGuard server—to identify the category of a requested website.

When users visit websites, FortiGate uses the FortiGuard SDNS service to identify the category that the URL
belongs to and takes a configured action for that category, such as allow, or redirect to a block portal. Using
this feature, you can perform bulk URL filtering, without individually defining each website.

You can enable the FortiGuard category filtering on DNS filter profiles, just as for web filter profiles.
Categories and subcategories are listed, and you can customize the actions to perform individually.

DNS filtering supports the following actions:
* Allow

* Redirect to block portal

* Monitor
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* Inspects DNS requests
+ Actions to DNS requests
» Redirect to Block Portal, Allow, and Monitor
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e
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You can configure DNS filtering to allow, redirect to a block portal, or monitor access to websites through the
static domain filter. Entries in the domain list are checked against the DNS requests. If a match is found, the
configured action is taken.

Patterns set to Simple are exact text matches. Patterns set to Wildcard allow for some flexibility in the text
pattern by allowing wildcard characters and partial matching to occur. Patterns set to Reg. Expression allow
for the use of PCRE regular expressions.

With this feature, you can prevent many HTTP requests from ever being made, because the initial lookup
fails.
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When you enable Block DNS requests to known botnet C&C in your DNS filter profile, DNS lookups are
checked against the botnet command and control database. This database is dynamically updated from
FortiGuard and stored on FortiGate.

All matching DNS lookups are blocked. Matching uses a reverse prefix match, so all subdomains are also
blocked.

This service requires an active IPS and web filtering license.

FortiGate Security 7.0 Study Guide 414



Web Filtering

DO NOT REPRINT

CODRTINET
JINTIINL ]

File Filter
+ File filter profile to inspect files over Security Profiles > File Filter

Ediit File Fliter Profile

HTTP and other protocols: -
« Support most of the protocols in flow-based o MR
Featune set Frove-naseo [T

« Proxy-based covers MAPI and SSH

» Create rules to block or monitor files
based on file type

« Choose which direction of traffic
* Incoming
= Qutgoing
+ Both

+ Specify files types in one rule or more—
depends on traffic direction and security Se
action needed VORI e ey

Aatch Files

Pasword-protectedony
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The file filter profile can provide file filtering when enabled on firewall policies. It inspects files traversing over
HTTP and other protocols, such as FTP and SSH.

You can select supported file types, such as compressed files and javascript content, when creating a new file
filter rule. The rule can also specify whether to log or block files entering or leaving the network, or both.
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Knowledge Check

1. Which statement about blocking the known botnet command and control domains is
true?

« A. DNS lookups are checked against the botnet command and control database.
B. The botnet command and control domains can be enabled on the web filter profile.

2. Which security profile inspects only the fully qualified domain name?
A.  Web Filter
¥ B. DNS Filter

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved.
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/ Web Filtering Basics

J Additional Proxy-Based Web Filtering Features

w/ Video Filtering

/ DNS and File Filtering
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Good job! You now understand DNS and file filtering.

Now, you will learn about best practices and troubleshooting.
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Best Practices and Troubleshooting

Objectives

« Understand HTTP inspection order

* Troubleshoot filter issues

* Investigate FortiGuard connection issues
+ Apply web filter cache best practices
Monitor logs for web filtering events
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in best practices and troubleshooting, you will be able to apply various best
practices and troubleshooting techniques to avoid and investigate common issues.

FortiGate Security 7.0 Study Guide 418



DO NOT REPRINT

Web Filtering

CODRTINET
TN TIINL- 1

HTTP Inspection Order

EXEMPT

(from ALL further inspection)

Exempt

Advanced
Filters

Static URL
Filter

Category
Filter

Allowed

Allowed

Block Page Block Page Block Page
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Remember that the web filtering profile has several features. So, if you have enabled many of them, the

inspection order flows as follows:

1. The local static URL filter

2. FortiGuard category filtering (to determine a rating)

3. Advanced filters (such as safe search or removing Active X components)

For each step, if there is no match, FortiGate moves on to the next check enabled.
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Apply the Filters
* It's not working. Why?

« Did you apply the security profiles to the firewall policies?
= Did you apply the SSL inspection profile, if needed?

: : : config firewall polic
« |s FortiGuard SDNS service accessible for DNS filters? editgl B *
set dnsfilter-profile <profile>
set webfilter-profile <profile>
Security Profiles end
AntiVirus » . , .
config firewall profile-group
Web Filter © | B default v & =it grand D
DNS Filter © | BB default v & set dnsfilter-profile <profile>
Anplication Control (D set webfilter-profile <profile>
" next
1PS @ end
File Filter ®
SSL Inspection certiﬁcate-inspection v &
ronrmer o 2 .
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You have configured your security profiles, but they are not performing web or DNS inspection. Why?

Check to see if you have applied the security profiles to your firewall policies. Also, make sure that the SSL
inspection profile is applied as needed.

Additionally, to use the FortiGate DNS filter, you must use the FortiGuard SDNS service for DNS lookups.
DNS lookup requests sent to the FortiGuard SDNS service return with an IP address and a domain rating that

includes the FortiGuard category of the website. As a result, for this mechanism to work, the FortiGuard
SDNS service must be reachable by FortiGate.
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FortiGuard Connection

* FortiGuard category filtering requires a live connection

+ Weight Calculation: default = (difference in time zone) x 10
+ Goes down over time (never below default)
» Goes up if FortiGuard requests are lost

FortiGate-VM64 # diagnose debug rating
Locale : english

Service : Web-filter

Status : Enable
License : Contract
Y

Hum. of servers : 1
Protocol : hreps
Port : 443

Anycast : Enable
Default servers : Included

—=- Server List (Wed Apr 21 13:5%9:43 2021) —-

ks Weight RTT Flags TZ FortiGuard-requests Curr Lost Total Lost Updated Time
173.243.140.16 -72 101 DI o 3& o 0 Wed Apr 21 13:58:13 2021

e
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Category-based filtering requires a live connection to FortiGuard.

You can verify the connection to FortiGuard servers by running the diagnose debug rating CLI

command. This command displays a list of FortiGuard servers you can connect to, as well as the following

information:

* Weight: Based on the difference in time zone between FortiGate and this server (modified by traffic)

* RTT: Return trip time

* Flags: D (IP returned from DNS), T (Contract server contacted), T (being timed), F (failed)

* TZ: Server time zone

* FortiGuard-requests: The number of requests sent by FortiGate to FortiGuard

* Curr Lost: Current number of consecutive lost FortiGuard requests (in a row, resets to 0 when one
packet succeeds)

* Total Lost: Total number of lost FortiGuard requests

The list is of variable length depending on the FortiGuard Distribution Network.
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Web Filter Cache

* Improves performance by reducing requests to FortiGuard

« Cache is checked before sending a request to the FortiGuard server

+ FortiGate remembers response of visited websites
= TTL settings control the number of seconds the query results are cached
» Request is considered a rating error after timeout (15 seconds as default)

« HTTPS port 443 enforced by default FortiGuard or FortiManager communications
+ Disable FortiGuard anycast setting on CLI to use UDP ports 443, 53, or 8888

* Enabled by default—default TTL is 60 minutes (3600 seconds)

_ config system fortiguard

B Filtering set fortiguard-anycast {enablel|disable}
Web Filter cache & Clearcache after &0 5 Minu!esl set protoco] {ndp | https }
Email Filter cache @ Clearcacheafter 30 % Minutes - .
; set port {B8888[53|443}
tiGuard filteri ices HTTPS 443 . .
o g —rn set webfilter-timeout {<1> - <30>}
end
FoATINET
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FortiGate can maintain a list of recent website rating responses in memory. So, if the URL is already known,
FortiGate doesn’t send back a rating request.

By default, FortiGate is configured to enforce the use of HTTPS port 443 to perform live filtering with
FortiGuard or FortiManager. Other ports and protocols are available by disabling the FortiGuard anycast
setting on the CLI. These ports and protocols to query the servers (FortiGuard or FortiManager) HTTPS port
53 and port 8888, UDP port 443, port 53, and port 8888. If you are using UDP port 53, any kind of inspection
reveals that this traffic is not DNS and prevents the service from working. In this case, you can switch to the
alternate UDP port 443 or port 8888, or change the protocol to HTTPS, but these ports are not guaranteed to
be open in all networks, so you must check beforehand.

Caching responses reduces the amount of time it takes to establish a rating for a website. Also, memory
lookup is much quicker than packets travelling on the internet.

The timeout defaults to 15 seconds, but you can set it as high as 30 seconds, if necessary.
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* Record HTTP traffic activity, such as:
+ Action, profile used, category, URL, quota info, and so on

2 | &] [0 AddFiter | (@~ (D Details

Date/Time User Source Action URL Category Description Sent / Recq
Minute ago 10.0.1.10 passthrough https:/bat.bing.com/ Search Engines and Portals 517B/0
Minute ago 10.0.1.10  passthrough https://site.fortinet.com/ Information Technology 517B/0 |
Minute ago 10.0.1.10 passthrough https://site.fortinet.com/ Information Technology 517B/0

date=2021-04-22 time=09:32:04 eventtime=1619109124643228175 tz="-0700"
logid="0317013312" type="utm" subtype="webfilter" eventtype="ftgd allow"
level="notice" wd="root" policyid=1l sessionid=9505 srcip=10.0.1.10 srcport=57734
srcintf="port3" srcintfrole="undefined" dstip=96.45.36.159 dstport=443
dstintf="portl" dstintfrole="undefined" proto=6 seryjce="HTTP3"
hostname="site.fortinet.com“lprofile=“monitor—all““acti0n="passthrouqh“|
regtype="direct" url=" - i i " =
direction="outgoing"| msg="URL belongs to an allowed category in policy"
Lmethod="domain" cat=52 catdesc="Tnformation Technology"l
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Now, take a look at the web filter log and report feature.

This slide shows an example of a log message. Access details include information about the FortiGuard quota
and category (if those are enabled), which web filter profile was used to inspect the traffic, the URL, and more

details about the event.

You can also view the raw log data by clicking the download icon at the top of the GUI. The file downloaded is
a plain text file in a syslog format.
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Knowledge Check

1. You have configured your security profiles, but they are not performing web or DNS
inspection. Why?
A. The certificate is not installed correctly.

v B. The profile is not associated with the correct firewall policy.

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. B4
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Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in the lesson.
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Review
~ Describe FortiOS inspection modes

Implement NGFW operation modes
Work with web filter categories and custom categories

Apply an SSL inspection profile to a firewall policy

Exempt traffic from SSL inspection

Configure web filter overrides and submit a FortiGuard rating request
Configure web profile overrides

Configure usage quotas

Configure web filter to support search engines

Apply video filter on proxy-based firewall policy

Apply DNS and file filtering

Monitor logs for web filtering events

ST T T S
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This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned how to configure web filtering on FortiGate to
control web traffic in your network.
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In this lesson, you will learn how to monitor and control network applications that may use standard or non-
standard protocols and ports—beyond simply blocking or allowing a protocol, port number, or IP address.
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| Application Control Basics

| Application Control Configuration

| Logging and Monitoring Application Control Events

' Best Practices and Troubleshooting

.ngg Tr‘alnlng Instltute ©Fortinet Inc. All Rights Reservad 2

In this lesson, you will learn about the topics shown on this slide.
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Application Control Basics

Objectives

« Understand application control
+ Detect types of applications

* Understand the FortiGuard application control services
database

+ Use application control signatures

NSE Training Institute 3

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in application control basics, you will be able to understand how application
control works on FortiGate.
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What Is Application Control and How Does It Work?
+ Detects and acts on network application traffic
» Such as Facebook, Skype, Gmail, LogMeln, and so on
« Supports many applications and categories, including P2P and proxy ﬁ
+ Can scan secure protocols - _f; ;
* Requires SSL/SSH inspection profile in the firewall policy E[;]j
* How does it work?
« Uses the IPS engine
» Uses flow-based scan (not proxy-based)
+ Compares traffic to known application patterns
* Only reports packets that match an enabled pattern
= Can detect even if users try to circumvent through an external proxy M
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Application control detects applications—often applications that consume a lot of bandwidth—and allows you
to take appropriate action related to application traffic, such as monitoring, blocking, or applying traffic
shaping.

Application control identifies applications, such as Google Talk, by matching known patterns to the
application’s transmission patterns. Therefore, an application can be accurately identified, only if its
transmission pattern is unique. However, not every application behaves in a unique way. Many applications
reuse pre-existing, standard protocols and communication methods. For example, many video games, such
as World of Warcraft, use the BitTorrent protocol to distribute game patches.

Application control can be configured in proxy-based and flow-based firewall policies. However, because
application control uses the IPS engine, which uses flow-based inspection, inspection is always flow-based.
By comparison, when applying web filtering and antivirus through an HTTP proxy, the proxy first parses HTTP
and removes the protocol, and then scans only the payload inside.

Why does FortiGate use a flow-based scan for application control?
Unlike other forms of security profiles, such as web filtering or antivirus, application control is not applied by a
proxy. It uses an IPS engine to analyze network traffic and detect application traffic, even if the application is

using standard or non-standard protocols and ports. It doesn’t operate using built-in protocol states. It
matches patterns in the entire byte stream of the packet, and then looks for patterns.
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Detecting Peer-to-Peer Applications

* Why is peer-to-peer (P2P) traffic so difficult to detect?

+ Traditional protocols (HTTP, FTP) have a client-server architecture
* It uses a single server with large bandwidth for many clients
= It requires predictable port numbers, NAT/PAT, and firewall policies

« Peer-to-peer protocols (BitTorrent, Skype) have a distributed architecture
* Each peer is a server with small bandwidth to share
« They are difficult to manage multiple firewall policies to block them
* They do not depend on port forwarding
* They use evasive techniques to bypass these limitations
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When HTTP and other protocols were designed, they were designed to be easy to trace. Because of that,
administrators could easily give access to single servers behind NAT devices, such as routers and, later,
firewalls.

But when P2P applications were designed, they had to be able to work without assistance—or cooperation—
from network administrators. In order to achieve this, the designers made P2P applications able to bypass
firewalls and incredibly hard to detect. Port randomization, pinholes, and changing encryption patterns are
some of the techniques that P2P protocols use.

These techniques make P2P applications difficult to block using a firewall policy, and also make them difficult
to detect by proxy-based inspection.

Flow-based inspection using the IPS engine can analyze packets for pattern matching, and then look for
patterns to detect P2P applications.

FortiGate Security 7.0 Study Guide 431



Application Control

DO NOT REPRINT

TN L
Client-Server Architecture

* Traditional download
* One client
+ One server
» Known port number
= Easily blocked by firewall policies
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This slide shows a traditional, client-server architecture. There may be many clients of popular sites, but often,
such as with an office file server, it’s just one client and one server.

Traditional downloads use a defined protocol over a standard port number. Whether it's from a web or FTP
site, the download is from a single IP address, to a single IP address. So, blocking this kind of traffic is easy:
you only need one firewall policy.

But, it's more difficult to block traffic from peer-to-peer downloads. Why?
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Peer-to-Peer Architecture

+ Peer-to-peer (P2P) download
+ One client
« Many servers
» Dynamic port numbers
« QOptionally, dynamic encryption
» Hard to block with traditional firewalls @ sittorrent

- Requires more sophisticated scanning @ sitTorrent B raiteirent

= (f\a BitTorrent

(\:\? BitTorrent

ATNET
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Peer-to-peer (P2P) downloads divide each file among multiple (theoretically unlimited) peers. Each peer
delivers part of the file. While having many clients is a disadvantage in client-server architectures, it is an
advantage for P2P architecture because, as the number of peers increases to n, the file is delivered n times
faster.

Because popularity increases the speed of delivery—unlike traditional client-server architecture where
popularity could effectively cause a denial of service (DoS) attack on the server—some software, such as
BitTorrent distributions of Linux, and games distributing new patches, leverage this advantage. Even if each
client has little bandwidth, together they can offer more bandwidth for the download than many powerful
servers.

Consequently, in order to download the file, the requesting peer can consume much more bandwidth per
second than it would from only a single server. Even if there is only one peer in your network, it can consume
unusually large amounts of bandwidth. Because the protocols are usually evasive, and there will be many
sessions to many peers, they are difficult to completely block.
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Application Control Signatures

* Application control requires a FortiGuard subscription
* The database of application control signatures is separate from the IPS database.

B Firmware & General Updates

@ Licensed (Expiration Dateg

I Application Control Signatures

@ Version 16.00943]

I Actions~

Device & OS Identification

® Version 1.00111

Internet Service Database Definitions = @ Version 7.0106%

= View List

W Upgrade Database
~

B FortiGuard Updates

Scheduled updates O

Every
1

IBETI Weekly  Automatic

Improve IPS quality € e
Use extended IPS signature package @O
AntiVirus PUR/PUA [i] O

Update server location

US only

Lowest latency locations
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Before you try to control applications, it's important to understand the signatures used by application control.

How does application control detect the newest applications and changes to application protocols?

Application control requires a subscription to FortiGuard application control. The database for application
control signatures is separate from the intrusion prevention system (IPS) database. You can configure
FortiGate to automatically update its application control signature database on the FortiGuard page. The

application control signature database information is also displayed on the FortiGuard page.
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Application Control Database

* You can view complete list of applications supported by FortiGuard application control
on https://fortiguard.com/

« You can review the application category or request a signature for a new application from the same
website.

@ Application Control

ATINET
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You can view the latest version of the application control database on the FortiGuard website, or by clicking
an individual application signature in the application control profile.

The application control database provides details about application control signatures based on category,
popularity, and risk, to name a few.

When building an application control signature, the FortiGuard security research team evaluates the
application and assigns a risk level. The assigned risk level is based on the type of security risk. The rating is
Fortinet-specific, and not related to the common vulnerability scoring system (CVSS) or other external
systems. If you aren’t aware of the specific application, this information can help you to decide if it would be
wise to block an application or not.

On the FortiGuard website, you can read details about each signature’s related application.

On this slide, you can see an example article for Tor is a web proxy, so it belongs in the proxy category. It is a
good practice to create test policies that you can use to observe policy behavior.

If there are new applications that you need to control, and the latest update doesn't include definitions for
them, you can go to the FortiGuard website and submit a request to have the new applications added. You
can also submit a request to re-evaluate an application category, if you believe an application should belong
to a different category.
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* Application control signatures are organized in a hierarchical structure
« The parent signature takes precedence over the child signature
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Many web applications offer functionality that can be embedded in third-party websites or applications. For
example, you can embed a Facebook Like button at the end of an article or reference a YouTube video on an
educational website. FortiOS gives administrators all the tools they need to inspect sub-application traffic. The
FortiGuard application control signature database is organized in a hierarchical structure. This gives you the
ability to inspect the traffic with more granularity. You can block Facebook apps while allowing users to

collaborate using Facebook chat.

FortiGate Security 7.0 Study Guide 436



Application Control

DO NOT REPRINT

CODRTINET
TN TIINL- 1

-—
Knowledge Check

1. Which statement about application control is true?
¥ A Application control uses the IPS engine to scan traffic for application patterns.
B. Application control is unable to scan P2P architecture traffic.

2. Which statement about the application control database is true?
< A.  The application control database is separate from the IPS database.
B. The application control database must be updated manually.

FNEE Training Institute ©Fortinet Inc. All Rights Resenvad 11

FortiGate Security 7.0 Study Guide 437



Application Control

DO NOT REPRINT

EODRTINIET

O\ T1TNLT L
Lesson Progress
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Application Control Configuration
ng

() Logging and Monitoring Application Control Events

' Best Practices and Troubleshooting
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Good job! You now understand basic application control functionality.

Now, you will learn about application control configuration.
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Application Control Configuration

Objectives

+ Configure application control in profile mode

+ Configure application control in next generation firewall
(NGFW) policy mode

+ Use the application control traffic shaping policy

NSE Training Institute 13

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in configuring the application control operation modes that are available on
FortiOS, you will be able to use application control effectively in both profile mode and NGFW policy mode.
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+ Configured when FortiGate NGFW mode is set to profile-based
+ Uses flow-based scanning techniques in both inspection modes

+ Allows you to filter application traffic based on:

« Categories
« Similar applications are grouped together
+ Can view application control signatures for that category
« Can configure actions for predefined categories

» Application overrides
+ Allows you to configure actions for specific signatures or applications

= Filter overrides
. Prg\rides a more flexible way to create application categorization based on behavior, popularity, protocol, risk,

and so on

* Must be applied to a firewall policy

ATNET
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When FortiGate or a VDOM is operating in flow-based (NGFW mode set to profile-based, policy set to flow-
based) inspection mode or policy set to proxy-based inspection mode, to configure application control,
administrators must create an application control profile and apply that profile to a firewall policy.

It is important to note that the application control profile uses flow-based scanning techniques, regardless of
which inspection mode is used on the policy.

The application control profile consists of three different types of filters:

+ Categories: Groups applications based on similarity. For example, all applications that are capable of
providing remote access are grouped in the Remote Access category. You can view the signatures of all
applications in a category or apply an action to a category as a whole.

» Application overrides: Provides the flexibility to control specific signatures and applications.

» Filter overrides: Useful when a predefined category does not meet your requirements and you want to
block all applications based on criteria that is not available in categories. You can configure the
categorization of applications based on behavior, popularity, protocol, risk, vendor, or the technology used
by the applications, and take action based on that.
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Configuring an Application Control Profile

* The application control profile is available only when NGFW mode is set to profile-based
inspection mode

Edlt Appiication Sensor

© Licensed (Expiration Date: 2023/0
106 Cloud Applications require deep Inspection
0 policies are uting this profile.

@ Version 1600943
Name

Comments  Default configuration for

offleading WiFi traffic I B View Application Signatures I

Categories

> CloudIT (47, &3 1)

= Game (84)

= MetworkService (330]

= P2P (58)

®-
o
]
L]
&
©-

= Remate.Access (86) = Soclal Media (115, £ 32

00000

]

S

S~ M

@~ Prony (168)
]

-]

= StorageBackup (164, & 14)

- Vol (24) = WebClient (24
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The application control profile is configured on the Application Control page. You can configure actions
based on categories, application overrides, and filter overrides. You can also view the list of application
control signatures by clicking View Application Signatures.

At the top of the Application Control profile page, you will see a summary of how many cloud applications
require deep inspection. Cloud applications that use SSL encryption cannot be scanned without a deep
inspection profile. FortiGate must decrypt the traffic in order to perform inspection and control application
traffic.

The Unknown Applications setting matches traffic that can’t be matched to any application control signature
and identifies the traffic as unknown application in the logs. Factors that contribute to traffic being
identified as unknown application include:

* How many rare applications your users are using
+  Which IPS database version you are using

Identifying traffic as unknown can cause frequent log entries. Frequent log entries decrease performance.
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Configuring Additional Options
* Application control profiles include additional options
©- o~
&= &=
©- o~
o~ &~
1€} S~ /] o=
@~ Wet t (24] o~
e
Priocity Detalts Type Action
o
Options
Block applications detected on non-default ports @ OB
Allowr and Log DNS Traffic L &
Quic 0 Allow m
Replacement Messages for HTTP-based Applications
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The number listed to the right of the cloud symbol indicates the number of cloud applications within a specified
category.

If you need to enable Allow and Log DNS Traffic, you should enable it only for short periods, such as during
an investigation. Depending on the application and how often it queries DNS servers, enabling this setting can
use significant system resources.

QUIC is a protocol from Google. Instead of using the standard TCP connections for web access, QUIC uses
UDP, which is not scanned by web filtering. Allowing QUIC instructs FortiGate to inspect Google Chrome
packets for a QUIC header, and generate logs as a QUIC message. Blocking QUIC forces Google Chrome to
use HTTP2/TLS1.2 and FortiGate to log QUIC as blocked. The default action for QUIC is Block.

The Replacement Messages for HTTP-based Applications setting allows you to replace blocked content
with an explanation (for the user’s benefit). However, for non-HTTP/HTTPS applications, you can only drop
the packets or reset the TCP connection.

After you've configured the application control profile, select the profile in the firewall policy. Like any other
security profile, the settings you configure in the application control profile are not applied globally. FortiGate
applies the application control profile settings only to traffic governed by the firewall policy in which you've
selected the application control profile. This allows granular control.
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Protocol enforcement is added to the application control profile, allowing the administrator to configure
network services (for example, FTP, HTTP, and HTTPS) on known ports (for example, 21, 80, and 443), while

blocking those services on other ports.

The feature takes action in the following scenarios:

*  When one protocol dissector confirms the service of network traffic, protocol enforcement can check
whether the confirmed service is whitelisted under the server port. If it is not, then the traffic is considered a
violation and IPS can take the action (for example, block) specified in the configuration.

+ There is no confirmed service for network traffic. It would be considered a service violation if IPS dissectors

rule out all the services enforced under its server port.
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The IPS engine examines the traffic stream for a signature match.

Then, FortiGate scans packets for matches, in this order, for the application control profile:

1. Application and filter overrides: If you have configured any application overrides or filter overrides, the
application control profile considers those first. It looks for a matching override starting at the top of the

list, like firewall policies.

2. Categories: Finally, the application control profile applies the action that you've configured for applications

in your selected categories.
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In the example profile shown on this slide, the application control profile blocks the Game and Video/Audio
categories. For applications in these categories, FortiGate responds with the application control HTTP block
message. (It is slightly different from the web filtering HTTP block message.) All other categories are set to
Monitor, except Unknown Applications, and are allowed to pass traffic.

In the Application and Filter Overrides section, you can see that some exceptions are specified. Instead of
being set to Block, Battle.Net (Game) and Dailymotion (Video/Audio) are set to Monitor. Because
application overrides are applied first in the scan, these two applications are allowed, and generate logs.

Next, the scan checks for Application and Filter Overrides. Because a filter override is configured to block
applications that use excessive bandwidth, it blocks all applications using excessive bandwidth, regardless of
categories that allow these applications.

This slide shows an example of how several security profile features could work together, overlap, or work as
substitutes, on the same traffic.

After the application control profile scan is done, FortiGate begins other scans, such as web filtering. The web
filtering scan could block Battle.Net and Dailymotion, but it would use its own block message. Also, web
filtering doesn’t check the list of application control overrides. So, even if an application control override allows
an application, web filtering could still block it.

Similarly, static URL filtering has its own exempt action, which bypasses all subsequent security checks.

However, application control occurs before web filtering, so that the web filtering exemption cannot bypass
application control.
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In the example profile shown on this slide, the filter override has been moved above the application override.
In this scenario, the filter override (Excessive-Bandwidth) is blocked and, since Dailymotion falls under the
excessive bandwidth category, Dailymotion is blocked even though it is set to Monitor under the Application
and Filter Overrides section.

The priority in which application and filter overrides are placed takes precedence.

FortiGate Security 7.0 Study Guide 446



Application Control

DO NOT REPRINT

CODRTINET
TN TIINL- 1

—
Actions
+ Allow
« Continue to next scan or feature and do not log (@~ |video/Audio (155, £ 16)
» Monitor e
@ Allow
« Allow but log

@ Block
s BlOCk = View Signatures (155)

- Drop packets and log bt ol el e
* Quarantine

« Block and log traffic from attacker I[P address until the expiration time
» Can set duration to days, hours, or minutes

* Good for the initial study of your network traffic

FNEE Training Institute ©Fortinet Inc. All Rights Resenvad 21

For each filter in the application control profile, you must indicate an action—what FortiGate does when traffic
matches. Actions include the following:

» Allow: Passes the traffic and does not generate a log

* Monitor: Passes the traffic, but also generates a log message

» Block: Drops the detected traffic and generates a log message

* Quarantine: Blocks the traffic from an attacker IP until the expiration time is reached and generates a log
message

The View Signature action allows you to view signatures from a particular category only and is not a
configurable action. The View Cloud Signatures action allows you to view application signatures for cloud
applications from a particular category.

Which is the correct action to choose?

If you're not sure which action to choose, Monitor can be useful initially, while you study your network. Later,
after you have studied your network traffic, you can fine-tune your filter selection by choosing the most
appropriate action. The action you choose also depends on the application. If an application requires feedback
to prevent instability or other unwanted behavior, then you might choose Quarantine instead of Block.
Otherwise, the most efficient use of FortiGate resources is to block.
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After you configure an application control profile, you must apply it to a firewall policy. This instructs FortiGate
to start scanning application traffic that is subject to the firewall policy.
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Block Page

* Application control in profile mode
displays similar HTTP block pages

For HTTP-based applications, application control can provide feedback to the user about why their application
was blocked. This is called a block page, and it is similar to the one you can configure for URLs that you block
using FortiGuard web filtering.

It is also worth mentioning that, if deep inspection is enabled in the firewall policy, all HTTPS-based
applications provide this block page.

The block page contains the following information:

Signature that detected the application (in this case, Dailymotion)

Signature’s category (Video/Audio)

URL that was specifically blocked (in this case, the index page of www.dailymotion.com), since a web
page can be assembled from multiple URLs

User name (if authentication is enabled)

Group name (if authentication is enabled)

UUID of the policy governing the traffic

The last item in this list can help you to identify which policy on FortiGate blocked the page, even if you have a
large number of policies with many FortiGate devices securing different segments.
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When FortiGate is operating in NGFW policy-based mode, administrators can apply application control to a
security policy directly, instead of having to create an application control profile first, and then apply that to a
firewall policy. Eliminating the need to use an application control profile makes it easier for the administrator to
select the applications or application categories they want to allow or deny in the firewall policy.

It is important to note that all security policies in an NGFW policy-based mode VDOM or FortiGate must

specify an SSL/SSH inspection profile on a consolidated policy. NGFW policy-based mode also requires the
use of central source NAT (SNAT), instead of NAT settings applied within the firewall policy.
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You can select one or more applications, application groups, and application categories on a security policy in
the Application section. After you click the + icon for an application, a pop-up window opens. In that window,
you can search for and select one or more application signatures, application groups, or application
categories. Based on the applications, groups, and application categories applied to the policy, FortiOS
applies the security action to the application traffic.

You can configure the URL Category within the same security policy; however, adding a URL filter causes
application control to scan applications in only the browser-based technology category, for example,
Facebook Messenger on the Facebook website.

You can also configure the Group with multiple applications and application categories. This allows the
administrator to mix multiple applications and categories.

In addition to applying a URL category filter, you can also apply AntiVirus and IPS security profiles to
application traffic that is allowed to pass through.
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FortiOS uses a three-step process to perform NGFW policy-based application filtering. Here is a brief
overview of what happens at each step.

In step 1, FortiOS allows all traffic while forwarding packets to the IPS engine for inspection and identification
of the traffic. At the same time, FortiOS creates an entry in the session table allowing the traffic to pass and it
adds amay dirty flagtoit.

In step 2, as soon as the IPS engine identifies the application, it updates the session entry with the following
information: dirty flag, app_valid flag, and an application ID.

In step 3, the FortiOS kernel performs a security policy lookup again, to see if the identified application ID is
listed in any of the existing security policies. This time the kernel uses both Layer 4 and Layer 7 information
for policy matching. After the criteria matches a firewall policy rule, the FortiOS kernel applies the action
configured on the security policy to the application traffic.
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Configuring application control in NGFW policy-based mode is simple. You can create a new security policy or
edit an existing security policy. In the Application section, select the applications, categories, or groups that

you want to allow or deny, and change the security policy Action accordingly. On applications that you

selected to allow, you can further enhance network security by enabling antivirus scanning and IPS control.
You can also enable the logging of Security Events or All Sessions to ensure that all application control
events are logged.
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You must have a matching central SNAT policy in NGFW policy-based mode to be able to pass traffic. NAT is
applied on the traffic based on criteria defined in the central SNAT policy.

It is extremely important to arrange security policies so that the more specific policies are located at the top to
ensure proper use of application control.

A default SSL Inspection & Authentication policy is defined to inspect traffic accepted by any of the security
firewalls, and by using the certificate-inspection SSL inspection profile.
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NGFW policy matching works using a top-to-bottom approach. You must have a specific policy above a more
broad or open policy. For example, if you would like to block Facebook but allow the Social.Media category,
you must place the policy blocking Facebook traffic above the policy allowing the Social.Media category.
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« Useful for managing bandwidth-intensive apps

Total: 1,536 Kbps

FEATINET

E Training Institute ©Fortinet Inc. All Rights Resenved 30

If an application is necessary, but you must prevent it from impacting bandwidth then, instead of blocking it
entirely, you can apply a rate limit to the application. For example, you can rate limit applications used for
storage or backup leaving enough bandwidth for more sensitive streaming applications, such as video
conferencing.

Applying traffic shaping to applications is very useful when you're trying to limit traffic that uses the same TCP
or UDP port numbers as mission-critical applications. Some high-traffic web sites, such as YouTube, can be
throttled in this way.

Examine the details of how throttling works. Not all URL requests to www . youtube . com are for video. Your
browser makes several HTTPS requests for:

* The web page itself

+ Images

» Scripts and style sheets

+ Video

All of these items have separate URLs. If you analyze a site like YouTube, the web pages themselves don’t
use much bandwidth; it is the video content that uses the most bandwidth. But, since all content is transported
using the same protocol (HTTPS), and the URLs contain dynamically generated alphanumeric strings,
traditional firewall policies can't block or throttle the traffic by port number or protocol because they are the
same. Using application control, you can rate limit only videos. Doing this prevents users from saturating your
network bandwidth, while still allowing them to access the other content on the site, such as for comments or
sharing links.
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You can limit the bandwidth of an application category, application group, or specific application by configuring
a traffic shaping policy. You can also apply traffic shaping to FortiGuard web filter categories and to the
application group.

You must ensure that the matching criteria aligns with the firewall policy or policies to which you want to apply
shaping. It does not have to match outright. For example, if the source in the firewall policy is set to all
(0.0.0.0/0.0.0.0), you can set the source in the traffic shaping policy to any source that is included in all,
for example, LOCAL_SUBNET (10.0.1.0/24).

If the traffic shaping policy is not visible in the GUI, you can enable it on the Feature Visibility page.

There are two types of shapers that you can configure on the Traffic Shaping Policy page, and you can

apply them in the traffic shaping policy:

» Shared shaper: applies a total bandwidth to all traffic using that shaper. The scope can be per policy or for
all policies referencing that shaper.

* Per-IP shaper: applies traffic shaping to all source IP addresses in the security policy. Bandwidth is
equally divided among the group.

Note that the outgoing interface is usually the egress interface (WAN). The Shared shaper setting is applied
to ingress-to-egress traffic, which is useful for restricting bandwidth for uploading. The Reverse Shaper
setting is also a shared shaper, but it is applied to traffic in the reverse direction (egress-to-ingress traffic).
This is useful for restricting bandwidth for downloading or streaming, because it limits the bandwidth from the
external interface to the internal interface.
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Knowledge Check
1. Which statement about application control in an NGFW policy-based configuration is
true?
< A. Applications are applied directly to the security policies.
B. The application control profile must be applied to firewall policies.
2. Which statement about the HTTP block page for application control is true?
+ A. It can be used only for web applications.
B. It works for all types of applications.
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Good job! You now understand application control configuration.

Now, you will learn about logging and monitoring application control events.
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Objectives

« Enable application control logging events
« Monitor application control events
« Use FortiView to see a detailed view of application control logs
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in application control configuration, including reviewing application control logs,
you will be able to effectively use and monitor application control events.
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Enabling Application Control Logging

* Example of NGFW policy-based mode firewall policies
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Regardless of which operation mode application control is configured in, you must enable logging on the
security or firewall policy. When you enable the logging of security events or all sessions on a security or
firewall policy, application control events are also logged. You must apply application control to the security or
firewall policy to enable application control event logging.

When the Deny action is selected on a security or firewall policy, you must enable the Log Violations option
to generate application control events for blocked traffic.
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All application control events are logged on the Application Control pane on the Log & Report page. You
can view details about individual logs by clicking on the log entry.

In the example shown on this slide, access to Dailymotion is blocked using the default application control
profile. This information is available in the Log Details section, as well as information about the log source,
destination, application, and action.

Note that this log message was generated by application control using a profile-based configuration. In an
NGFW policy-based configuration, you will not find information such as application sensor name, because it
does not apply. The remainder of the information and structure of the log message is the same for each log,
regardless of which inspection mode FortiGate is operating in.

You can also view the details on the Forward Traffic logs pane. This pane is where firewall policies record
activity. You can also find a summary of the traffic to which FortiGate applied application control. Again, this is
because application control is applied by a firewall policy. To find out which policy applied application control,
you can review either the Policy ID or the Policy UUID fields of the log message.
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On the Dashboard menu, the Top Applications standalone page provides details about each application,
such as the application name, category, and bandwidth. You can drill down further to see more granular
details by double-clicking an individual log entry. The detailed view provides information about the source,
destination, policies, or sessions for the selected application.

FortiGate Security 7.0 Study Guide 463



Application Control

DO NOT REPRINT

CODRTINET
TN TIINL- 1

L

Knowledge Check
1. Where do you enable logging of application control events?
< A Application control logs are enabled in the firewall policy configuration.

B. Application control logs are enabled on the FortiView Applications page of FortiGate.
2. Which piece of information is not included in the application event log when using

NGFW policy-based mode?
¥  A. Application control profile name

B. Application name

FNEE Training Institute ©Fortinet Inc. All Rights Resenvad 38
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Lesson Progress

J | Application Control Basics

'« | Application Control Configuration
ng

e / Logging and Monitoring Application Control Events

' Best Practices and Troubleshooting
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Good job! You now understand application control logging and monitoring.

Now, you will learn about application control best practices and troubleshooting.
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Best Practices and Troubleshooting

Objectives

« Recognize best practices for application control configuration

« Understand how to troubleshoot application control update
issues

NSE Training Institute 40

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in application control best practices and troubleshooting, you will be able to
configure and maintain an effective application control solution.
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Best Practices for Application Control

* Apply application control to only the traffic that requires it
+ Specify subnets (source, destination, or both) within the firewall policy, whenever possible
« Don’t apply application control to internal-to-internal traffic

+ If using load balancing or failover internet connections, apply identical application control
on all load balancing or redundant firewall policies

+ Select Deep-Inspection instead of Certificate-based inspection as the SSL/SSH
inspection method

* Use a FortiCloud account to save and view application control events in FortiView
+ FortiGate devices that don't have an internal disk for logging require FortiCloud logging to use FortiView

Use hardware acceleration for application signature matching

ATNET
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This slide lists some best practices to keep in mind when implementing application control on FortiGate.
Not all traffic requires an application control scan. Don’t apply application control to internal-only traffic.

To minimize resource use on FortiGate, be as specific as possible when creating firewall policies. This
reduces resource use, and also helps you build a more secure firewall configuration.

Create identical firewall policies for all redundant internet connections, to ensure that the same inspection is
performed on failover traffic. Select Deep-Inspection instead of Certificate-based inspection for the
SSL/SSH inspection mode, to ensure content inspection is performed on encryption protocols.

FortiGate models that feature specialized chips, such as network processors and content processors, can
offload and accelerate application signature matching for enhanced performance.

You can use a FortiCloud account to save and view application control logs in FortiView, on FortiGate devices
that do not have a log disk.
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Application Control Troubleshooting

* If FortiGuard has update issues, make sure that:

» FortiGate has a stable connection to the internet
« FortiGate is able to resolve DNS (update.fortiguard.net)

« TCP port 443 is open
+ Force FortiGate to check for new application control updates:

execute update-now

+ Verify that the application control signatures database version is up-to-date with the
FortiGuard website

B License Information

i Actions~

Allocatad RAM

iq"é'E Training Institute ©Fortinet Inc. All Rights Resenvad 42

If you are experiencing issues with a FortiGuard application control update, start troubleshooting the issue

with the most basic steps:
* Make sure that FortiGate has a stable connection to the internet or FortiManager (if FortiGate is configured

to receive updates from FortiManager)
« If the internet connection is stable, check DNS resolution on FortiGate
+ If FortiGate is installed behind a network firewall, make sure that port443 is being allowed from FortiGate

You can check the FortiGuard website for the latest version of the application control database. If your locally

installed database is out-of-date, try forcing FortiGate to check for the latest updates by running the execute
update-now command.
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Knowledge Check

1. Which protocol does FortiGate use with FortiGuard to receive updates for application
control?
A. UDP

¥ B. TCP

2. Which SSL/SSH inspection method is recommended for use with application control
scanning to improve application detection?
A. Certificate-based inspection profile

+ B. Deep-inspection profile

FNEE Training Institute ©Fortinet Inc. All Rights Resenvad 43
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Congratulations! You have completed this lesson.

Now, you’ll review the objectives that you covered in this lesson.
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Review

Understand application control

Detect types of applications

Understand FortiGuard application control services

Use application control signatures

Configure application control in profile mode

Configure application control in NGFW policy mode

Use the application control traffic shaping policy

Enable application control logging events

Monitor application control events

Use the dashboard to see a detailed view of application control logs
Recognize best practices for application control configuration
Understand how to troubleshoot application control update issues
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This slide shows the objectives that you covered in this lesson.
By mastering the objectives covered in this lesson, you learned how to use methods beyond simply blocking

protocols, port numbers, or IP addresses, to monitor and control both standard and non-standard network
applications.
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In this lesson, you will learn how to use FortiGate to protect your network against viruses.
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Lesson Overview

. JAntivirus Basics

Antivirus Scanning Modes

- ' Antivirus Configuration

| 'Best Practices

i D Troubleshooting
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In this lesson, you will learn about the topics shown on this slide.
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Antivirus Basics

Objectives

+ Use antivirus signatures
« Review antivirus scanning techniques
* Enable FortiSandbox with antivirus

+ Differentiate between available FortiGuard signature databases

NSE Training Institute 3

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in antivirus basics, you will be able to understand and apply antivirus on
FortiGate.
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Whatis Antivirus and How Does It Work?
+ Antivirus is a database of virus signatures that is used to identify malicious code
» Virus names: <vector>/<pattern>
+ Example: W32/Kryptik.EMT!tr
- <vector> for a virus will always be the same, but vendors assign different IDs for <pattern>
* To detect a virus, the antivirus engine must match file with pattern <signature>
+ Each vendor uses different detection engines and signatures, such as:
« MD5
+ CRC
= Combinations of file attributes
= Binary values in some areas
* Encryption keys
» Parts of code
HEE Training Institute ©Fortinet Inc. All Rights Resenvad 4

An antivirus is a database of virus signatures that is used to identify infections. During an antivirus scan, in
order to be detected as a virus, the virus must match a defined pattern called a signature.

Different vendors assign different names to the same virus. All vendors use the attack vector designation in
the virus name. The vector comes at the beginning of the virus name. Some examples include:

* W32, which represents 32-bit Windows

+ W64, which represents 64-bit Windows

+ JS, which represents JavaScript (which is cross-platform)

Some vendors also use a pattern as part of the virus name. Some patterns detect only one virus per pattern.
Other patterns are more flexible and can detect multiple viruses per pattern. The pattern that the vendor uses
depends on the vendor’s engine.

Host-based antivirus software, such as FortiClient, can help at the host level; however, host-based antivirus
software cannot be installed on routers. Also, guest Wi-Fi networks and ISP customers might not have
antivirus software installed.

So, how can you protect guest networks, ISP customers, and your own network from malware threats?
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Antivirus Scanning Techniques

« Antivirus scan:

+ Detects and eliminates malware in real time
= Stops threats from spreading SRS BE Seah
+ Preserves the client reputation of your public IP n

« Grayware scan:

+ Uses grayware signatures
+ Detects and blocks unsolicited programs e Grayware Scan

« Antivirus actions apply

Antivirus Scan

- Machine learning (Al) scan: [ Optional (must be enabled in CLI)|

* Machine learning training model
+ Trained by FortiGuard Labs o
« Malware detection model
+ To detect Windows Portable Executables (PEs)
« Mitigation process for zero-day attacks

« CLI command to enable
+ Set status to enable, monitor,ordisable

Al Scan

config antivirus settings
set machine-learning-detection {enable| monitor | disable}
end

FEATINET
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Like viruses, which use many methods to avoid detection, FortiGate uses many techniques to detect viruses.

These detection techniques include:

» Antivirus scan: This is the first, fastest, simplest way to detect malware. It detects viruses that are an exact
match for a signature in the antivirus database.

» Grayware scan: This scan detects unsolicited programs, known as grayware, that have been installed
without the user’s knowledge or consent. Grayware is not technically a virus. It is often bundled with
innocuous software, but does have unwanted side effects, so it is categorized as malware. Often, grayware
can be detected with a simple FortiGuard grayware signature.

+ Machine learning (Al) scan: These scans are based on probability, so they increase the possibility of false
positives, but they also detect zero-day attacks. Zero-day attacks are malwares that are new, unknown,
and, therefore, have no existing associated signature. If your network is a frequent target, enabling an Al
scan may be worth the performance cost because it can help you to detect a virus before the outbreak
begins. By default, when the Al engine detects a new virus, it logs the file as Suspicious but does not
block it. You can choose whether to block or allow suspicious files.

The Al scan is an optional feature that must be enabled in the CLI. You can configure the action for the Al
scan to enable, monitor, or disable using the CLI command in the antivirus settings.

If all antivirus features are enabled, FortiGate applies the following scanning order: antivirus scan, followed by
grayware scan, followed by Al scan.
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Sandboxing

* FortiSandbox detects zero-day attacks Security Fabric > Fabric Connectors

. . . Edit Fabric Connector
with high certainty: OttrFortint Prchcts
+ FortiGate uploadsfiles to FortiSandbox Cloud 4
or a FortiSandbox appliance
+ Two type of cloud sandboxing —
» FortiGate cloud: You must activatea statur © Disabiod
FGrtiCloud account Sorver 1001201 Test Connectivity

Motifier emal  sdain@acine corp

* FortiSandbox cloud: You will require an

entitlement license embedded to FortiGate _

« Uploaded files are executed in an isolated ER TR
environment (VMs) Sorebieus Secuthy

- FortiSandbox examines the effects of the
software to detect new malware

* You can configure FortiGate to receive a o S Siogs
signature database from FortiSandbox Stats © Dissbed
Cloud or a FortiSandbox appliance to e o <
supplement the FortiGuard database

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Resenvad

What if Al scans are too uncertain? What if you need a more sophisticated, more certain way to detect
malware and find zero-day viruses?

You can integrate your antivirus scans with either FortiSandbox Cloud or a FortiSandbox appliance. Note you
will need to enable cloud sandboxing on the CLI under system global settings for configuration options to
appear on GUI . For environments that require more certainty, FortiSandbox executes the file within a
protected environment (VMs), then examines the effects of the software to see if it is dangerous.

For example, let's say you have two files. Both alter the system registry and are, therefore, suspicious. One is
a driver installation—its behavior is normal—but the second file installs a virus that connects to a botnet
command and control server. Sandboxing would reveal the difference.

FortiGate can be configured to receive a supplementary signature database from FortiSandbox based on the
sandboxed results.
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Sandboxing (Contd)

» Administrators must configure the antivirus profile to send files to FortiSandbox for
inspection:
« You can send all files, or only files deemed suspicious to FortiSandbox

« Characteristics that are used to determine if a file is suspicious are updated by FortiGuard, based on
the current threat climate

APT Protection Options

Content Disarm and Reconstruction @

Original File Destination
Allow transmission when an error occurs

ortiSandbox
Treat Windows executables in email attachments as viruses OB
Send files to FortiSandbox for inspection

Do not submit files matching types *
Do not submit files matching file name patterns [+
Use FortiSandbox database @ o
Include mobile makware protection O
Quarantine »
FEATINET
NSE Training Institute ©Fortinet Inc. All Rights Resenvad 7

FortiOS is smart when it comes to determining what files are sent to FortiSandbox. One feature FortiOS uses
for this is content disarm and reconstruction (CDR), a proxy-based feature that you will learn more about later.
When CDR processes files, the original documents can be saved to FortiSandbox.

FortiGuard provides FortiGate with information based on the current threat climate that is used to determine if
a file should be deemed suspicious or not. FortiGate provides the administrator with granular control when it
comes to determining what type of files are sent to FortiSandbox for further investigation. Administrators also
have the option to use the FortiSandbox database in conjunction with the FortiGuard antivirus database to
enhance their network security.
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Antivirus Signature Database

* Requires a subscription to FortiGuard AntiVirus

& FortiGuard Updates B AntiVirus © Licensed (Expiration Date: 2023/01/20)

Scheduled updates €  Every | Daily  Weekly AV Definiticns © Version 8500712 © Upgrade Database
FortiGuard Updates AV Engine @ Version 6.00258

Improve IPS quality @ ® Next Update: 2021/04/25 11:51:00 Mobile Matware @ Version 8500712

dcexionded 168 Mgature paciage & =~ Update Licenses & Definitions Now

AntiVirus PUP/PUA i ] O

Update server location Lowest latency locations

* The antivirus scanning engine relies on the antivirus signature database
* The Mobile Malware subscription is part of the FortiGuard Antivirus license now
+ Verify signatures versions on GUI or CLI commands

# diagnose autoupdate status
# diagnose autoupdate versions

FNEE Training Institute ©Fortinet Inc. All Rights Resenvad

Scheduled updates allow you to configure scheduled updates at regular intervals, such as hourly, daily,

weekly, or automatically within every hour. You can also enable AntiVirus PUP/PUA, which allows antivirus
grayware checks for potentially unwanted programs and applications.

Regardless of which method you select, you must enable virus scanning in at least one firewall policy.
Otherwise, FortiGate will not download any updates. Alternatively, you can download packages from the
Fortinet customer service and support website (requires subscription), and then manually upload them to your

FortiGate. You can verify the update status and signature versions from the FortiGuard page on the GUI or
using the CLI console.
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Antivirus Signature Database (Contd)

» FortiGuard antivirus databases: €19 Extonded
» Extended: Includes common and additional recent non-active viruses N - 7
« Available on all models
S=Z _ Extreme

' (R

+ The default antivirus database setting
= Extreme: Includes extended plus additional dormant viruses
* Extremeis only available on select FortiGate models

WS

+ Choosing an antivirus signature database (CLI only)

config antivirus settings
set use-extreme-db {enable | disable}

end

q

ATINET
©Fortinat Ine. All Rights Raserved
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Multiple FortiGuard antivirus databases exist, which you can configure using CLI commands. Support for each
database type varies by FortiGate model.

All FortiGate devices include the extended database. The extended database contains signatures for viruses
that have been detected in recent months, as identified by the FortiGuard Global Security Research Team.

The extended database also detects viruses that are no longer active.

The extreme database is intended for use in high-security environments. The extreme database detects all
known viruses, including viruses targeted at legacy operating systems that are no longer widely used. Most

FortiGate models support the extreme database.
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FortiGuard Protection Services

« Content disarm and reconstruction
+ CDR removes exploitable content and replaces
it with content that's known to be safe

+ Virus outbreak prevention
- Additional layer of protection that keeps your
network safe from newly emerging malware
+ Quick virus outbreaks can infect a network
before signatures can be developed to stop them
» Outbreak protection stops these virus outbreaks
until signatures become available in FortiGuard

* Malware block list

« Manual external malware signatures to support
antivirus database

* The block list can be in the form of MD5, SHA1, and
SHA256 hashes

+ Defined as a Security Fabric connector

ATNET
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Content disarm and reconstruction (CDR): The CDR removes exploitable content and replaces it with content
that's known to be safe. As files are processed through an enabled antivirus profile, content that's found to be
malicious or unsafe is replaced with content that allows the traffic to continue, but doesn't put the recipient at
risk. Content that can be scanned includes PDF and Microsoft Office files leaving the network on CDR-
supported protocols (such as HTTP, SMTP, IMAP, and POP3—MAPI isn't supported). When the client tries to
download the file, FortiGate removes all exploitable content in real-time, then the original file is sent to
FortiSandbox for inspection. The client can download the original file by logging in to the FortiSandbox.

Virus outbreak prevention: An additional layer of protection that keeps your network safe from newly emerging
malware. Quick virus outbreaks can infect a network before signatures can be developed to stop them.
Outbreak protection stops these virus outbreaks until signatures become available in FortiGuard. FortiGate
must have a zero-hour virus Outbreak (ZHVO) license. FortiGate adds hash-based virus detection for new
threats that are not yet detected by the antivirus signatures. When the file is sent to the scanunit deamon,
buffers are hashed and a request is sent to the urlfilter deamon. After checking against its request cache for
known signatures, the urlfilter deamon sends an antivirus request to FortiGuard with the remaining signatures.
FortiGuard returns a rating that is used to determine if the scanunit deamon should report the file as harmful
or not. Jobs remain suspended in the scanunit deamon until the client receives a response, or the request
times out.

Malware block list: FortiGate can enhance the antivirus database by linking a dynamic external malware block
list to FortiGate. The list is hosted on a web server and is available through HTTP/HTTPS URL defined within
the Security Fabric malware hash list. The list can be in the forms of MD5, SHA1, and SHA256 hashes, and
are written on separate lines on a plaintext file. The malware block list can be defined as a Security Fabric
connector and configured to pull the list dynamically by setting the refresh rate.
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Knowledge Check

1. If antivirus, grayware, and Al scans are enabled, in what order are they performed?
A_ Al scan, followed by grayware scan, followed by antivirus scan
v B. Antivirus scan, followed by grayware scan, followed by Al scan

2. Which databases can be manually selected for use in antivirus scanning?
< A. Extended and Extreme
B. Quick, Normal, and Extreme

FNEE Training Institute ©Fortinet Inc. All Rights Resenvad 11
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| ' Antivirus Configuration
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Good job! You now understand the basics of antivirus functionality.

Now, you will learn about antivirus scanning modes.
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Antivirus Scanning Modes

Objectives

« Apply the antivirus profile in flow-based inspection mode
« Apply the antivirus profile proxy inspection mode
« Compare all available scanning modes

NSE Training Institute 13

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in all antivirus scanning modes available in FortiOS, you will be able to use the
antivirus profile in an effective manner.
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Flow-Based Inspection Mode

+ Uses the extended antivirus database by default
+ Extreme database on certain FortiGate models—dependingon the CLI settings

Optimized performance compared to proxy-based scan
» Proxy-based offers two scanning modes: default scanning and legacy scanning
» Flow-based is designed to use a hybrid of proxy-based scanning modes

FortiGate buffers the whole file, but transmits to the client simultaneously

« When the /ast packet arrives, the AV engine starts the scan
» Files bigger than buffer size are not scanned—can enable logging of these files
+ Packets are not delayed by scan—except last packet

« Lower perceived |latency—data loads faster

If a virus is detected, the last packet is dropped and the connection is reset

If an identical request is made, the block replacement page is inserted immediately

ATNET
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AV can operate in flow-based or proxy-based inspection mode, both of which use the full AV database
(extended or extreme—depending on the CLI settings).

Flow-based inspection mode uses a hybrid of the scanning modes available in proxy-based inspection: the
default scanning mode and the legacy scanning mode. The default mode enhances the scanning of nested
archive files without buffering the container archive file. The legacy mode buffers the full container, and then
scans it.

In flow-based inspection mode, the IPS engine reads the payload of each packet, caches a local copy, and
forwards the packet to the receiver at the same time. Because the file is transmitted simultaneously, flow-
based mode consumes more CPU cycles than proxy-based. However, depending on the FortiGate model,
some operations can be offloaded to SPUs to improve performance. When FortiGate receives the last packet
of the file, it puts the packet on hold and sends a copy to the IPS engine. The IPS engine extracts the payload
and assembles the whole file, and then sends the whole file to the AV engine for scanning.

Two possible scenarios can occur when a virus is detected:

* When a virus is detected on a TCP session where some packets have been already forwarded to the
receiver, FortiGate resets the connection and does not send the last piece of the file. Although the receiver
got most of the file content, the file has been truncated and therefore, can’t be opened. The IPS engine
also caches the URL of the infected file, so that if a second attempt to transmit the file is made, the IPS
engine will then send a block replacement message to the client instead of scanning the file again.

+ If the virus is detected at the start of the connection, the IPS engine sends the block replacement message
immediately.
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Flow-Based Inspection Mode (Contd)

Edit AntiVirus Profile
Name

Comments Scan files and block viruses. 2g/255

AntiVirus scan Monitar

Feature set hme-bas:d
Inspected Protocols

HTTP ©

suTp ©

POP3 O

Map ©

P ©

ciFs

APT Protection Options

Treat Windows executables in email attachments as viruses @O0
Send files to FortiSandbax for inspection

Use FortiSandbox database © s ]
Include mobile mabware protection [ o]
Quarantine >

Virus Quttreak Prevention @

Use FortiGuard eutbreak prevention database (B
Use external malware block list s ]
Use EMS threat feed >

IR Sidpicious Files Only | All Supported Files

rus
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This slide shows an example of the antiVirus profile operating in flow-based inspection mode. By default,
Feature set is set to Flow-based.
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Flow-Based Inspection Mode Packet Flow

Client FortiGate Servi

."\;\Requesl sent IPS Engine I

: Initial Packet :I

3 Packet 2 J:

i Packet 3 :

! P Last Packet I’

i T .

: Antivirus Engine :

: Scanning :

: Last Packet :
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As you can see on this slide, the client sends a request and starts receiving packets immediately, but
FortiGate also caches those packets at the same time. When the last packet arrives, FortiGate caches it and
puts it on hold. Then, the IPS engine extracts the payload of the last packet, assembles the whole file, and
sends it to the antivirus engine for scanning. If the antivirus scan does not detect any viruses, and the result
comes back clean, the last cached packet is regenerated and delivered to the client. However, if a virus is
found, the last packet is dropped. Even if the client has received most of the file, the file will be truncated and
the client will be not able to open a truncated file.

Regardless of which mode you use, the scan techniques give similar detection rates. How can you choose

between the scan engines? If performance is your top priority, then flow inspection mode is more appropriate.
If security is your priority, proxy inspection mode—with client comforting disabled—is more appropriate.
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Proxy Inspection Mode

« Uses extended or extreme antivirus database

Buffers the whole file
+ Antivirus engine starts scanning after the end of the file is detected
« Files bigger than buffer size are not scanned—can configure to pass or block
« Packets sent to the client after scan finishes—client must wait

« Highest perceived latency
* Provides granularity over performance
Weighted towards being more thorough and easily configurable
Displays a block message immediately if a virus is detected

« Stream-based scanning supports FTP, SFTP, and SCP
= Optimizes memory utilization for large archive files by decompressing and scanning them on the fly
+ Viruses are detected even if they are in the middle or end of the large files

ATNET
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Each protocol’s proxy picks up a connection and buffers the entire file first (or waits until the oversize limit is
reached) before scanning. The client must wait for the scanning to finish. If a virus is detected, the block
replacement page is displayed immediately. Because FortiGate has to buffer the whole file and then do the
scanning, it takes a long time to scan. Also, from the client point of view, it has to wait for the scanning to
finish and might terminate the connection due to lack of data.

You can configure client comforting for HTTP and FTP from the config firewall profile-protocol-
options command tree. This allows the proxy to slowly transmit some data until it can complete the buffer
and finish the scan. This prevents a connection or session timeout. No block replacement message appears
in the first attempt, as FortiGate is transmitting the packets to the end client.

Using proxy inspection antivirus allow you to use the stream-based scanning, which is enabled by default.
Stream-based scanning scans large archive files by decompressing the files and then scanning and extracting
them at the same time. This process optimized memory utilization to conserve resources on FortiGate.
Viruses are detected even if they are in the middle or towards the end of these large files.
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: Request sent B ‘I
: Initial Packet :
1 Packet 2 :
: E Packet 3 :
i Last Packet :
i B Initial Packet W i
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With a proxy inspection mode scan, the client sends a request and FortiGate starts buffering the whole file,
then sends it to the antivirus engine for scanning. If the file is clean (without any viruses), FortiGate starts
transmitting the file to the end client. If a virus is found, no packets are delivered to the end client and the
proxy sends the replacement block message to the end client.
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Proxy Inspection Mode Enabled
» Configure the antivirus profile _

Feature set is Proxy-based

« Provides additional antivirus support
*+ MAPI and SSH protocols inspection
» Content disarm and reconstruction (CDR)

New AntiVirus Profile

AV Presy

Inepected Protocols

Wt OB
SMTP »
IMAP »
Inspection Mode  Flow-based :; ;
Mam @
sH @O
APT Profection Options
- Content Disarm and Reconstruction @ »
+ Proxy-based antivirus profiles : : .

* Only available if inspection mode is proxy-based r :
+ Can use flow-based antivirus profiles

for inspection Suspicious Files Only  All Supported Files
ndbox database @ »

Include mobile makware protection L 8
Cuaranting »
Virus Outbreak Preventian @

threak prevention database (B
tware block fist »
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Applying a proxy-based antivirus profile requires two sections in FortiGate configuration to use non-default
settings:

1. Antivirus profile
2. Firewall policy

Antivirus profile provides the option to select a proxy-based approach as the inspection mode within the
profile. This allows the profile to inspect MAPI and SSH protocols traffic, as well as to sanitize Microsoft
documents and PDF files using the content disarm and reconstruction (CDR) feature.

If the inspection mode on the antivirus profile is set to Proxy-based, it is only available when the firewall
policy inspection mode is set to Proxy-based.
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Antivirus Scanning Modes Comparison

L Flowbased(hybrid) | Proxy-based _
Catching Rate Highest Highest

Sandbox Support Yes Yes

Advanced Heuristic Yes Yes

Memory High High

Perceived Latency High Highest

MAPI, NNTP Scanning No Yes

SMB Scanning Yes No

HTTP, FTP, IMAP, POP3, SMTP Scanning Yes Yes

Use FortiSandbox Database Yes Yes

Use Mobile Malware Protection Service Yes Yes

NSE Training Institute ©Fortinet Inc. Al Rights Reserved 20

This slide provides comparison of the different antivirus scanning modes.
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Knowledge Check

1. What three additional features of an antivirus profile are available in proxy-based
inspection mode?

¥ A MAPI, SSH, and CDR
B. Fulland quick

2. What antivirus database is limited to specific FortiGate models?
A. Extended
¥ B. Extreme

FNEE Training Institute ©Fortinet Inc. All Rights Resenvad
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Lesson Progress

j J Antivirus Basics

.r J ' Antivirus Scanning Modes

| ' Antivirus Configuration

.;- R 'Best Practices

| Troubleshooting
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Good job! You now understand antivirus scanning modes.

Now, you will learn about antivirus configuration.
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Configuring Antivirus

Objectives

+ Configure antivirus profiles

« Configure protocol options

* Review virus statistics

* Log and monitor antivirus events

NSE Training Institute 2

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in antivirus configuration, including reviewing antivirus logs, you will be able to
use the antivirus profile in an effective manner.
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Antivirus

Configuring Antivirus Profiles
| securty Profles > AntVirus |

Edit Antivirus Prefle

HITP &

suTp
PoP1 L
ap
[ &
ciFs
APT Protection Options

Do nat submit files matching file name patterns

Use FortiSandbox database §

Inchide mobile matware protection

gl Files Ovily 4
L]
L ¢
«
£ »
i ak Prevent
o
Use external mabware bioc st T
Bl soecity
Use EMS threat feed >

= Configure all required antivirus profile options
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The antivirus profile can be configured on the AntiVirus page. Since the default inspection mode on a firewall
policy is flow-based, Feature set is required to be set to Flow-based. If the inspection mode of the firewall
policy is proxy-based, Feature set can be set to Proxy-based, which allows specific functions that are only

available using proxy-based inspection mode firewall policy such as MAPI protocol and CDR.

Both feature sets provide the following options:
APT Protection Options:

Treat Windows executables in email attachment as viruses: By default, this option is enabled and files
(including compressed files) identified as Windows executables can be treated as viruses.

Send files to FortiSandbox for inspection: If FortiSandbox cloud or appliance is configured, you can
configure the antivirus profile to send malicious files to FortiSandbox for behaviour analysis. If tagged as

malicious, any future files matching the same behavior will be blocked if Use FortiSandbox database is
enabled.

Virus Outbreak Prevention:

Use FortiGuard Virus outbreak prevention database: FortiGuard virus outbreak prevention is an
additional layer of protection that keeps your network safe from newly emerging malware. Quick virus
outbreaks can infect a network before signatures can be developed to stop them. Outbreak protection
stops these virus outbreaks until signatures become available on FortiGuard.

Use external malware block List: FortiGate can enhance the antivirus database by linking a dynamic
external malware block list to FortiGate. Malware block list can be defined as a Security Fabric connector
and configured to pull the list dynamically by setting the refresh rate.

In the antivirus profile, you can define what FortiGate should do if it detects an infected file. After you configure

an antivirus profile, you must apply it in the firewall policy.
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Antivirus

Configuring Protocol Options

* More granular control

+ Allows configuration of:
» Protocol port mappings
« Common options
» Web and email options

* Configure for both proxy-based and flow-
based firewall policies
* From the GUI, on the Protocol Options page

* From the CLI, usingthe config firewall
profile-protocol-options command

config firewall profile-protocol-oplions
edit <profile name>
config <protocol name>

NSE Training Institute

©Fortinat Ine. All Rights Raserved

MNew Protoccl Options

Mame protocol_profile
Comments

Log Oversized Files (B

RPC over HTTP »

Protocol Port Mapping

HTTP @O Any EESSfl 80

SMTP I Any ESSSTl 25

POP3 @ Ay 110

IMAP @O Any 143

e @ Ay BBl 2122223 |
NNTP @ Any 19
MAPI @ 135

DNs @O 53

CIFS @O 445

Comman Options

Comfort Clients »
Block Oversized Fie/Emall O
Web Options

Chunked Bypass (O

Emafl Options

Allow Fragmented Messages @0
Append Signature (SMTP) (B

07255

25

Protocol options provide more granular control than antivirus profiles. You can configure protocol port
mappings, common options, web options, and email options, to name a few.

You can configure protocol options on the Protocol Options page on the GUI or from the CLI. Protocol
options are used by antivirus and other security profiles, such as web filtering, DNS filtering, and data loss

prevention (DLP), to name a few.

Once protocol options are configured, they are applied in the firewall policy.
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Protocol Options—Large Files

+ By default, FortiOS allows files that are too big for the buffer size
« Files that are bigger than oversize limit are bypassed from scanning

* You can modify this behavior for all protocols

edit <profile name>
config Kprotocol name> |
set options oversize

set oversize-limit Flnteger}l

config firewall profile-protocol-options

end
end

* You can enable logging of oversize files using CLI

edit <profile name>
set oversize-log {enable|disable}
end

config firewall profile-protocol-options

NSE Training Institute
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So what is the recommended buffer limit? It varies by model and configuration. You can adjust the

oversize-limit for your network for optimal performance. A smaller buffer minimizes proxy latency (for
both scanning modes) and RAM usage, but that may allow viruses to pass through undetected. When a buffer

is too large, clients may notice transmission timeouts. You need to balance the two.

If you aren’t sure about the value to set oversize-1imit to, you can temporarily enable oversize-1log to

see if your FortiGate is scanning large files frequently. You can then adjust the value accordingly.

Files that are bigger than the oversize limit are bypassed from scanning. You can enable logging of oversize
files by enabling the oversize-1og option from the CLI.
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Protocol Options—Compressed Files

+ Often, compression algorithms can be identified using header only

+ Archives are unpacked and files and archives within are scanned separately

* Nested archives are supported (default is 12 layers)

+ Supported formats: ZIP, TAR, GZIP, RAR, LSH, CAB, ARJ, MSC, BZIP,BZIP2,7Z,EGG, XZ, CPIO, AR, ACE, ISO, DAA,CRX,
and CHM

= Decompressed files have a separate oversize limit
« Limit can be configured for each protocol separately

config firewall profile-protocol-options
edit <« le names

set uncompressed-oversize-limit [l-<model 1imit>]
set uncompressed-nest-limit [l-<model limit>]

end =

end

* Password-protected archives cannot be decompressed
* Increasing the size will increase memory usage!

FEATINET
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Large files are often compressed. When compressed files go through scanning, the compression acts like
encryption: the signatures won't match. So, FortiGate must decompress the file in order to scan it.

Before decompressing a file, FortiGate must first identify the compression algorithm. Some archive types can
be correctly identified using only the header. Also, FortiGate must check whether the file is password
protected. If the archive is protected with a password, FortiGate can’'t decompress it, and, therefore, can’t
scan it.

FortiGate decompresses files into RAM. Just like other large files, the RAM buffer has a maximum size.
Increasing this limit may decrease performance, but it allows you to scan larger compressed files.

If an archive is nested—for example, if an attacker is trying to circumvent your scans by putting a ZIP file
inside the ZIP file—FortiGate will try to undo all layers of compression. By default, FortiGate will attempt to
decompress and scan up to 12 layers deep, but you can configure it to scan up to the maximum number
supported by your device (usually 100). Often, you shouldn’t increase this setting because it increases RAM
usage.
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Exploit 99.83%
Mass-mailer 99.62%
Phish 100%
Spyware 95.08%
Trojan 97.52%
Virus 98.27%
worm 99.08%
NSE Training Institute

99.95%
99.87%
100%

97.97%
99.24%
99.37%
99.65%

99.97%
100%

100%

98.88%
99.62%
99.63%
99.74%

99.97%
100%

100%

99.47%
99.80%
99.80%
99.86%

Detection Rate and File Size

* Most malware is small
+ Very large files require more RAM to scan completely

+ Often, scanning only small files is an acceptable risk
« Default: 10 MB threshold for cversize
+ Maximum size varies by model

ol

99.98%
100%

100%

99.76%
99.88%
99.88%
99.89%

99.98%
100%

100%

99.83%
99.93%
99.93%
99.92%
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99.99%
100%

100%

99.89%
99.95%
99.95%
99.94%

100%
100%
100%
99.91%
99.97%
99.97%
99.94%

100%
100%
100%
99.94%
99.98%
99.98%
99.95%

100%
100%
100%
99.95%
99.98%
99.99%
99.96%

100%
100%
100%
100%
100%
100%
100%

Antivirus

28

An antivirus profile in full scan mode buffers up to your specified file size limit. The default is 10 MB. That is
large enough for most files, except video files. If your FortiGate model has more RAM, you may be able to

increase this threshold.

Without a limit, very large files could exhaust the scan memory. So, this threshold balances risk and
performance. Is this tradeoff unique to FortiGate, or to a specific model? No. Regardless of vendor or model,
you must make a choice. This is because of the difference between scans in theory, that have no limits, and
scans on real-world devices, that have finite RAM. In order to detect 100% of malware regardless of file size,
a firewall would need infinitely large RAM—something that no device has in the real world.

Most viruses are very small. This table shows a typical tradeoff. You can see that with the default 10 MB
threshold, only 0.01% of viruses pass through.
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Before FortiGate devices can start scanning traffic for malware, you need to apply the antivirus profile, the
protocol options, and SSL/SSH inspection profiles on the firewall policy.

In full SSL inspection level, FortiGate terminates the SSL/TLS handshake at its own interface, before it
reaches the server. When certificates and private keys are exchanged, it is with FortiGate and not the server.
Next, FortiGate starts a second connection with the server.

Because traffic is unencrypted while passing between its interfaces, FortiGate can inspect the contents and
look for matches with the antivirus signature database, before it re-encrypts the packet and forwards it.

For these reasons, full SSL inspection level is the only choice that allows antivirus to be effective.
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Antivirus Block Page

* Antivirus block page contains: "=

* File name
* Virus name
- Website host and URL st Tmited o download the e “eicar con’ because i s infected with the
* Use name and group (if authentication is hittp/10.200.1 254 /eicar.com

enabled) Jarantined File Name [disabled
- Link to FortiGuard Encyclopedia e L e A O L

High Security Alert

FORATINET

[ FortiGuard Labs

Search Results
[rm——r. TR 1T
& virs

DICAR_TEST_FILE

ATnET
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For antivirus scanning in proxy-based inspection mode (with client comforting disabled), the block
replacement page is displayed immediately when a virus is detected.

For flow-based inspection mode scanning, if a virus is detected at the start of the stream, the block
replacement page is displayed at the first attempt. If a virus is detected after a few packets have been
transmitted, the block replacement page is not displayed. However, FortiGate caches the URL and can
display the replacement page immediately, on the second attempt.

Note that if deep inspection is enabled, all HTTPS-based applications also display the block replacement
message.

The block page includes the following:

File name

Virus name

Website host and URL

User name and group (if authentication is enabled)

Link to FortiGuard Encyclopedia—which provides analysis, recommended actions (if any), and detection
availability

You can go directly to the FortiGuard website to view information about other malware, and scan, submit, or
do both, with a sample of a suspected malware.
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Advanced Threat Protection Statistics

+ The Advanced Threat Protection Statistics widget provides real-time statistics related
to antivirus scans

« Shows statistics for:
= \irus scan
« FortiSandbox

Advanced Threat Protection Statistics % i~

FortiGate Scanned Files 119
W Malicious 3 S 20
Wl FortiGuard Quth Prevention O LR 0
I External Malware Block List 4} B Suspi 0
Ml EMS Threat Feed 0 M Sus; 0
Il Suspicious (o] M Clean 20
Il Clean 116

FoATneT
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You can find virus scanning statistics on the Advanced Threat Protection Statistics widget on the
dashboard.

If your FortiGate is submitting files for sandboxing, it keeps statistics about the number of files submitted and
the results of those scans. These statistics are separate from files that are scanned locally on FortiGate.

FortiGate Security 7.0 Study Guide 502



Antivirus

DO NOT REPRINT

CORTINET
O ihNC L

Antivirus Logs

32

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Resenvad

If you enable logging, you can find details on the AntiVirus log page.

When the antivirus scan detects a virus, by default, it creates a log about what virus was detected, as well as
the action, policy ID, antivirus profile name, and detection type. It also provides a link to more information on

the FortiGuard website.

You can also view log details on the Forward Traffic log page, where firewall policies record traffic activity.
You'll also find a summary of the traffic on which FortiGate applied an antivirus action.
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Knowledge Check
1. What is the default scanning behavior for files over 10 MB?
« A.  Allow the file without scanning
B. Block all large files that exceed the buffer threshold
FNEE Training Institute ©Fortinet Inc. All Rights Resenvad 33
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Good job! You now understand antivirus configuration.

Now, you will learn about some antivirus best practices.
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Best Practices

Objectives

+ Recognize recommended antivirus configuration practices
* Log antivirus events

* Monitor antivirus and FortiSandbox events

« Use hardware acceleration with antivirus scans

NSE Training Institute 35

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in antivirus best practices, you will be able to configure an effective antivirus
solution.
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Recommended Configuration Practices

» Perform antivirus scan on all internet traffic

+ If using load balancing or redundant internet cennections, ensure all internal to external firewall policies
have antivirus profiles applied on them

* Use deep-inspection instead of certificate-based inspection, to ensure that full content
inspection is performed

+ Use FortiSandbox Cloud or a FortiSandbox device to enable sandboxing support
+ Configure the antivirus profile to use the FortiSandbox database

+ Do not increase the maximum file size to be scanned, unless it is required
» Viruses usually travel in small files
* More scanning means more memory utilization

FEATINET
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The following are some best practices to follow when configuring antivirus scanning for use on FortiOS:

« Enable antivirus scanning on all internet traffic. This includes internal to external firewall policies, and any
VIP firewall policies.

» Use deep-inspection instead of certificate-based inspection, to ensure that full content inspection is
performed.

» Use FortiSandbox for protection against new viruses.

» Do not increase the maximum file size to be scanned, unless there is good reason, or you need to do so in
order to meet a network requirement.
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Log Antivirus Events

* Enable logging of oversized files
+ This will ensure that files that are not
scanned are logged
* Ensure that firewall policies with
antivirus applied have security
events logging enabled

« Use standalone dashboard to
monitor threats to your network

« Dashboard organizes threats based
on network segments on the device

r)
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Logging is an important part of managing a secure network. Enable logging for oversized files so that if there
are files that are not scanned, you can be aware of it. Also, ensure that security events logging is enabled on
all firewall policies using security profiles. Use the standalone dashboards to view relevant information
regarding threats to your network. The standalone dashboard organizes information into network segments

and breaks it down into various categories.
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Hardware Acceleration for Antivirus Scanning

* Accelerates flow-based antivirus only

+ FortiGate models that feature NTurbo (NP6 or NP7) can accelerate antivirus processing
to enhance performance
+ SoC4 models also support NTurbo

* Creates a special data path to redirect traffic from the ingress interface to the IPS
engine, and from the IPS engine to the egress interface

config ips global
set np-accel-mode {none | basic}

* Proxy inspection mode
« Proxy-based inspection cannot be offloaded for acceleration

iq"é'E Training Institute ©Fortinet Inc. All Rights Resenvad 38

The FortiGate main CPU is responsible for performing UTM/NGFW inspection on the network traffic.
FortiGate models that have specialized chips can offload inspection tasks to enhance performance while
providing the same level of protection. FortiGate devices that support the NTurbo feature can offload
UTM/NGFW sessions to network processors. NTurbo creates a special data path to redirect traffic from the
ingress interface to the IPS engine, and from the IPS engine to the egress interface. This can improve
performance by accelerating antivirus inspection, without sacrificing security.
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Hardware Acceleration for Antivirus Scanning (Contd)

+ FortiGate models with content processors (CP8 or CP9) support offloading of flow-based
pattern matching

+ Flow-based pattern databases are compiled and downloaded to the content processors
from the IPS engine and IPS database
+ Accelerates pattern matching while reducing the load on FortiGate CPU

config ips global
set cp-accel-mode {none | basic | advanced}

end

* Proxy inspection mode
+ Proxy-based antivirus scanning cannot be offloaded for acceleration

iq"é'E Training Institute ©Fortinet Inc. All Rights Resenvad 39

FortiGate models that have CP8 or CP9 content processors can offload flow-based pattern matching to CP8
or CP9 processors. When CP acceleration is enabled, flow-based pattern databases are compiled and
downloaded to the content processors from the IPS engine and IPS database. This reduces load on the
FortiGate CPU because flow-based pattern matching requests are redirected to the CP hardware. Before
flow-based inspection is applied to the traffic, the IPS engine uses a series of decoders to determine the
appropriate security modules that can be used, depending on the protocol of the packet and policy settings. In
addition, if SSL inspection is configured, the IPS engine also decrypts SSL packets. SSL decryption is also
offloaded and accelerated by CP8 or CP9 processors.
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Antivirus

Knowledge Check

1. Which type of inspection mode can be offloaded using NTurbo hardware
acceleration?
A. Proxy-based

¥ B. Flow-based

2. What does the logging of oversized files option do?

+ A. Enables logging of all files that cannot be scanned because of oversize limit
B. Logs all files that are over 5 MB

NSE Training Institute
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J Antivirus Configuration

( J 'Best Practices

0 Troubleshooting
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Good job! You now understand antivirus best practices.

Now, you will learn about antivirus troubleshooting.
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Troubleshooting

Objectives

» Troubleshoot common antivirus issues

NSE Training Institute

After completing this section, you should be able to troubleshoot common issues with antivirus.

By demonstrating competence in troubleshooting common antivirus issues, you will be able to configure and
maintain an effective antivirus solution.
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Troubleshooting Common Antivirus Issues

« Valid contract but antivirus database is out-of-date?

» Check FortiGuard website for latest antivirus database version
* https://fortiguard.com/updates/antivirus

+ Make sure the antivirus profile is applied on at least one firewall policy
* Run the real-time update debug to isolate update-related issues

# diagnose debug application update -1
# diagnose debug enable
# execute update-av

ATINET
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What if FortiGate shows a valid license but the antivirus database is out-of-date?

Check the current database version installed on your FortiGate and compare the version number with the
current release on the FortiGuard website. FortiGate may not update the antivirus database if it is not being
used (applied on a firewall policy). Make sure the antivirus profile is applied on at least one firewall policy. If
you continue to see issues with the update, run the real-time debug command to identify the problem.
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Troubleshooting Common Antivirus Issues (Contd)

* FortiGuard update issues? Make sure that:
+ FortiGate has a stable connection to the internet
« FortiGate is able to resolve DNS (update.fortiguard.net)

« TCP port 443 is open
+ Force FortiGate to check for new antivirus updates

‘# execute update-av ‘

+ Verify that the FortiGuard antivirus license is valid

& AntiVirus | @ Licensed (Expiration Date: 2023/01/20)|
AV Definitions ® Version 85.00732 © Upgrade Database
AV Engine ® Version 6.00258
Mobile Malware ® Version 85.00732
iq"é'E Training Institute ©Fortinet Inc. All Rights Resenvad 44
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If you are having issues with the antivirus license or FortiGuard updates, start troubleshooting with basic

connectivity tests. Most of the time, issues related to updates are caused by connectivity problems with

FortiGuard servers. You can perform the following to handle common antivirus issues:

+ Make sure that FortiGate has a stable internet connection and can resolve DNS
(update.fortinet.net).

» If there is another firewall between FortiGate and the internet, make sure TCP port 443 is open and traffic
is allowed from and to the FortiGate device.

» Force FortiGate to check for new virus updates using the CLI command: execute update-av.

» Verify that the FortiGate device is registered and has a valid antivirus service contract.
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Troubleshooting Common Antivirus Issues (Contd)

* Unable to catch viruses even with a valid contract?
« Check all internal to external firewall policies for configuration errors

« Ensure that the proper antivirus profile, along with the correct protocol options and SSL/SSH inspection
profiles are applied

- Make sure the same antivirus profile and SSH/SSL inspection are applied on all redundantinternet
connection firewall policies

Check the Advanced Threat Protection Statistics widget for virus statistics

= Some useful antivirus commands are: _
get system performance status-
diagnose antivirus database-info —

diagnose autoupdate versions
diagnose antivirus test "get scantlme"

execute update-av ~— i

ﬁ"é'ﬁ Training Institute ©Fortinet Inc. All Rights Resenvad 45
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What if you have a valid contract and updated database, and you are still having issues catching viruses?

Start troubleshooting for basic configuration errors. Most of the time, issues are caused by misconfiguration

on the device. You can verify them as following:

+ Make sure that the correct antivirus profile is applied on the right firewall policy.

+ Make sure that you are using the same antivirus profile and SSL/SSH inspection on all internet connection
firewall policies.

» Add and use advanced the threat protection statistics widget to get the latest virus statistics from the unit.

These are some of the commands that can be used to retrieve information and troubleshoot antivirus issues:
* get system performance status: Displays statistics for the last one minute.

*+ diagnose antivirus database-info: Displays current antivirus database information.

*+ diagnose autoupdate versions: Displays current antivirus engine and signature versions.

* diagnose antivirus test "get scantime": Displays scan times for infected files.

* execute update-av: Forces FortiGate to check for antivirus updates from the FortiGuard server.
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Knowledge Check
1. What command do you use to force FortiGate to check for new antivirus updates?
A. execute update antivirus
¥'B. execute update-av
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Lesson Progress

J JAntivirus Basics

,/ Antivirus Scanning Modes

1/ Antivirus Configuration

w/ Best Practices

J Troubleshooting
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Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in this lesson.

FortiGate Security 7.0 Study Guide 518



Antivirus

DO NOT REPRINT
FORTINET —
Review

- Use antivirus signatures

Review antivirus scanning techniques

Enable FortiSandbox with antivirus

Differentiate between available FortiGuard signature databases

Apply the antivirus profile in flow-based and proxy-based inspection modes
Compare all available scanning modes

Configure antivirus profiles and protocol options

Review virus statistics

Log and monitor antivirus events

Recognize recommended antivirus configuration practices

Log and monitor antivirus and FortiSandbox events

Use hardware acceleration with antivirus scans

Troubleshoot common antivirus issues

N
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This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned how to use FortiGate features and functions to
protect your network against viruses.
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In this lesson, you will learn how to use FortiGate to protect your network against intrusions and denial of
service (DoS) attacks.
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'Intrusion Prevention System

| Denial of Service

!
—

Web Application Firewall

=1

'Best Practices

Troubleshooting

S
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In this lesson, you will learn about the topics shown on this slide.
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Intrusion Prevention System

Objectives

+ Differentiate between exploits and anomalies
Identify the different components of an IPS package
* Manage FortiGuard IPS updates

+ Select an appropriate IPS signature database

+ Configure an IPS sensor
Identify the IPS sensor inspection sequence
Apply IPS to network traffic

NSE Training Institute 3

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in intrusion prevention system (IPS), you should be able to implement an
effective IPS solution to protect your network from intrusion.
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Why Use IPS?

* Increased volume and
sophistication of attacks on [p——
organizations

« Driven by previously successful high-
profile hacks and a highly profitable
black-market demand for stolen data

* More attacks against client and
cloud applications

« Attacks are no longer targeted only at
servers and server-based applications
only

+ BYOD and remote workers
increase risk of exposure

See attacks happening in real time around the world on the FortiGuard Labs live threat map.

FoATINET

E Training Institute © Fortinet Inc. All Rights Reserved. 4

Organizations are under continuous attacks. Cybercriminals, motivated by previously successful high-profile
hacks and a highly profitable black market for stolen data, continue to increase both the volume and
sophistication of their attacks on organizations. Many organizations encourage BYOD and flexible working
environments, which has led to the explosion of anytime, anywhere data consumption. This consumption
increases the risk that sensitive data will be exposed to unauthorized access outside corporate boundaries.

Today’s threat landscape requires IPS to block a wider range of threats, while minimizing false positives.
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Exploits and Anomalies
Anomaly Exploit
« Can be zero-day or DoS attacks = A known, confirmed attack
+ Detected by behavioral analysis: * Detected when a file or traffic matches a
- Rate-based IPS signatures signature pattern:
« DoS policies « IPS signatures
» Protocol constraints inspection « WAF signatures
- Example: « Antivirus signatures

« Abnormally high rate of traffic (DoS/flood) * Example:
+ Exploit of known application vulnerabilities

':TgE Training Institute ©Fortinet Inc. All Rights Reserved

It's important to understand the difference between an anomaly and an exploit. It's also important to know
which FortiGate features offer protection against each of these types of threats.

Exploits are known attacks, with known patterns that can be matched by IPS, web application firewall (WAF),
or antivirus signatures.

Anomalies are unusual behaviors in the network, such as higher-than-usual CPU usage or network traffic.
Anomalies must be detected and monitored (and, in some cases, blocked or mitigated) because they can be
the symptoms of a new, never-seen-before attack. Anomalies are usually better detected by behavioral
analysis, such as rate-based IPS signatures, DoS policies, and protocol constraints inspection.
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IPS

* Flow-based detection and blocking

» Known exploits that match signatures
« Network errors and protocol anomalies - A2 & -
o

* IPS components

» IPS signature databases

» Protocol decoders

« IPS engine
+ Application control
« Antivirus (flow based)
* Web filter (flow based)
« Email filter (flow based)
+ Data leak prevention (DLP) (flow based in one-arm sniffer mode)
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IPS on FortiGate uses signature databases to detect known attacks. Protocol decoders can also detect
network errors and protocol anomalies.

The IPS engine is responsible for most of the features shown in this lesson: IPS and protocol decoders. It's

also responsible for application control, flow-based antivirus protection, web filtering, email filtering, and flow-
based DLP in one-arm sniffer mode.
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What Are Protocol Decoders?

* Decoders parse protocols

+ |PS signatures find parts of a protocol that don't conform
« For example, too many HTTP headers, or a buffer overflow attempt

+ Unlike proxy-based scans, IPS often does not require IANA standard ports
« Automatically selects decoder for protocol at each OSI layer

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved.

How does the IPS engine determine if a packet contains an attack or anomaly?

Protocol decoders parse each packet according to the protocol specifications. Some protocol decoders
require a port number specification (configured on the CLI), but usually, the protocol is automatically detected.
If the traffic doesn’t conform to the specification—if, for example, it sends malformed or invalid commands to
your servers—then the protocol decoder detects the error.
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FortiGuard IPS Updates

* IPS packages are updated by FortiGuard System> FortGuard

B License information

« |PS signature databases i =
« Protocol decoders £ FortiCare Suppart © Registered T Artions™
« |PS engine 3 Virtual Machine © Valid [ FortiGate VM License

wpiration Date: 2023/01/18)

ate: 2023/01/18)

i Actions=

© Upgrade Database

* Regular updates are required to ensure
IPS remains effective

+ The default update setting is automatic, i
and the update interval is calculated oot % 9 Vedon701428 38 Vit
based on the model and percentage of E— e D et

valid subscriptions _

+ The Botnet signature subscription is part | S_forticuzrd Updaies

1B View List

Of a FortiGuard IPS license |5r.hem||er1 updates & Every Daily | Weekly Au‘tor_natic I
Improve IPS quality €@ »
Use extended |PS signature package @O
AntiVirus PUP/PUA [i] [ &}
Update server location SELLIWE Lowest latency locations
FLATINET L .
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By default, an initial set of IPS signatures is included in each FortiGate firmware release. FortiGuard updates
the IPS signature database with new signatures. That way, IPS remains effective against new exploits. Unless
a protocol specification or RFC changes (which doesn’t happen very often), protocol decoders are rarely
updated. The IPS engine itself changes more frequently, but still not often.

FortiGuard IPS service updates the IPS signatures most often. The FortiGuard research team identifies and
builds new signatures, just like antivirus signatures. So, if your FortiGuard Services contract expires, you can
still use IPS. However, just like antivirus scans, IPS scans become increasingly ineffective the longer the
signatures go without being updated—old signatures won’t defend against new attacks.

The default auto-update schedule for FortiGuard packages has been updated. Previously, the frequency was
a reoccurring random interval within two hours. Starting in FortiOS 7.0, the frequency is automatic, and the
update interval is calculated based on the model and percentage of valid subscriptions. The update interval is
within one hour.

For example, an FG-501E has 78% valid contracts. Based on this device model, FortiOS calculates the
update schedule to be every 10 minutes. You can verify the system event logs, which are generated
approximately every 10 minutes.

IPS is a FortiGuard subscription, and includes botnet signature database. The botnet IP database is part of
the ISDB updates. The botnet domains database is part of the AV updates, only the botnet signatures require
the FortiGuard IPS license subscription.
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Intrusion Prevention and Denial of Service

* Regular

» Extended

NSE Training Institute

Choosing the Signature Database

« Common attacks with fast, certain identification (default action is block)

« Performance intensive

B FortlGuard Updates

Scheduled updates

& | Every | Dally Weekly

Improve IPS quality € »
IUsc extended IPS signature package @ I
AntiVirus PUP/PUA [i] O
Update server location USonly
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The IPS signature database is divided into the regular and extended databases. The regular signature
database contains signatures for common attacks whose signatures cause rare or no false positives. It's a
smaller database, and its default action is to block the detected attack.

The extended signature database contains additional signatures for attacks that cause a significant
performance impact, or don’t support blocking because of their nature. In fact, because of its size, the
extended database is not available for FortiGate models with a smaller disk or RAM. But, for high-security
networks, you might be required to enable the extended signatures database.
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List of IPS Signatures
* Security Profles> Intrusion Prevention

Edit IPS Sensor

MName

Comments Prevent critical attacks, 25/255

Block malicious URLs O

IP5 Signatures and Filters

+ Create New #E

= Local-FortiGate

= View IPS Signatures

Details Exempt IPs Action Packet Logging

[ sev | © Default  © Disabled
[ v ETTH
sv PTTTH]

(1]

Botnet C&C

Scan Outgoing Connections to Botnet Sites Block Monitor

Severity

B High

M Critical

B Medivm
HLlow

B Information

Hame = Severity 5

B 1ps Signature @

2Wire Wireless. Router XSRF. Password Reset
ICK Phone. SystemMAD _Deploy ArbitraryFile.. mmmm

3Com.3CDaemon. FTPServer BufferOverflow  mmmm

Target « o5
AN B Windows

(i 123023 i

M Server
B Client

A

Weso
. Il Solaris

Target = o5%

Server Linuo CVE-2007-4387
Client

Server Windows

Server Windows CVE-2005-0277

NSE Training Institute
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After FortiGate downloads a FortiGuard IPS package, new signatures appear in the signature list. When
configuring FortiGate, you can change the Action setting for each sensor that uses a signature.

The default action setting is often correct, except in the following cases:

* Your software vendor releases a security patch. Continuing to scan for exploits wastes FortiGate

resources.

* Your network has a custom application with traffic that inadvertently triggers an IPS signature. You can
disable the setting until you notify Fortinet so that the FortiGuard team can modify the signature to avoid

false positives.
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Configuring IPS Sensors

* Add individual signatures
+ Add groups of signatures using filters

New IPS Sensor g

Exempt IPs Action Packet Logging

Details

No results

NSE Training Institute

Name IPS profile

) o Add Signatures x
Comments wWrite a 4 0/255 e
Block malicious URLs (I A © Defautt =

___..--'“"_ 1 Packet ogging © Enabic
) ) P2 s © Erobie O Dissbie [CIENENS
IPS Signatures and Filtegs =
Rate-based sattings [ [ESERIN Seeeify
- Exempt 1Py O Edit IP Exemptions
Create New
— - B Adkd Al Resuilts Q Selected @ m

'Wire Wireless Router XSRF Password Rese

ICK Pt Systeem VAD, Deploy Arbitrany Fi
3 e IC Daermon FTPServer Butfer Overfic
3Com. 3CDaemon FTPServer information D,

3Com Inteliigent Management Centes Infor

t Server

snmn Server Windean @ Bliock
. eme Seived Wik @ Bk CVE-2005-0277
- Client Windows @ Block CVE-2005-0278
Server Windows @ Block

© Fortinet Inc. All Rights Reserved.

There are two ways to add predefined signatures to an IPS sensor. One way is to select the signatures
individually. After you select a signature in the list, the signature is added to the sensor with its default action.
Then, you can right-click the signature and change the action.

The second way to add a signature to a sensor is using filters. FortiGate adds all the signatures that match

the filters.
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Configuring IPS Sensors (Contd)

+ Add rate-based signatures to block traffic when the threshold is exceeded during a time
period

« Track the traffic based on source or destination |IP address

Add Signatures x
Type Filter m

Action £ Default~

Packet logging © Enable

Status

© Enable O Disable

Rate-based settings Default

Threshald 0

Duration (seconds) &0

Track By EY scurceiP  Destination 1P

Exermnpt IPs 0 Edit IP Exempticns

1B Add AN Resuilts Q Selected @ LU
] Name = Severity = Target = o052 Action = CVE-D =

2WireWircless. Router XSRF.Password Resct Server

Linux @ Block CVE-2007-4387
Clent
3CK PhoneSystemVAD DeployArbitraryFi..  wmam Server Windows @ Block
3Com, 3CDaemon FTRServer.BufferOverflo.. mmmm Server Windows @ Block CVE-2005-0277
3om. IC0acmon FTPServer nformationD.. . Chent Windows @ Block CVE-2005-0278
. - - -
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You can also add rate-based signatures to block specific traffic when the threshold is exceeded during the
configured time period. You should apply rate-based signatures only to protocols you actually use. Then,
configure Duration to block malicious clients for extended periods. This saves system resources and can
discourage a repeat attack. FortiGate does not track statistics for that client while it is temporarily blocklisted.
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IPS Sensor Inspection Sequence

New IPS Sensor

Name Server IPS Profile
Comments Write a comment 4 0/255
Block malicious URLs (B

IPS Signatures and Filters

Details Exempt IPs Action Packet Logging
4DWebStarTomcat.Plugin.Remote.Buffer.Overflow 0 @ Monitor @ Disabled
Server £ Default €@ Disabled
[ sev ETTT
EZH numan
IEH Windows
2]
FOATINET T a
NSE Training Institute ©Fortinet Inc. All Rights Reserved. 13

When the IPS engine compares traffic with the signatures in each filter, order matters. The rules are similar to
firewall policy matching; the engine evaluates the filters and signatures at the top of the list first, and applies
the first match. The engine skips subsequent filters.

So, position the most likely matching filters, or signatures, at the top of the list. Avoid making too many filters,
because this increases evaluations and CPU usage. Also, avoid making very large signature groups in each
filter, which increase RAM usage.

In the event of a false-positive outbreak, you can add the triggered signature as an individual signature and

set the action to Monitor. This allows you to monitor the signature events using IPS logs, while investigating
the false-positive issue.
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Configuring IP Exemptions

+ Exempt specific source or destination IP addresses from specific signatures
« Only configurable under individual IPS signatures

IPS Signatures and Filters
+Create New | #
n Details i  ExemptIPs Action Packet Logging
3Com.3CDaemon.FTP.Server.Information.Disclosure & Monitor @ Disabled
Server £ Default  © Disabled
EXl noun
= [T
IR windows
Edit IP Exemptions
= Create New
Source IP/Netmask = Destination IP/Netmask ¥
10.0.1.10/32 0.0.0.0/0
FLATINET L .
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Sometimes it is necessary to exempt specific source or destination IP addresses from specific signatures.
This feature is useful during false-positive outbreaks. You can temporarily bypass affected endpoints until you
investigate and correct the false-positive issue.

You can configure IP exemptions on individual signatures only. Each signature can have multiple exemptions.
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IPS Actions

+ Choose what action to take when a signature is triggered

Add Signatures

Type

Action

Packet logging
Status

Filter @

m Signature

£ Default ~
& Allow

& Monitor
@ Block

D Reset

L Default

& Quarantine

=] 1Ps signature EEXES

sIEVEl £ Default

+

Q

Severity = Target =

0s %

Action ¥

CVE-ID =

2Wire Wireless.Router.XSRF.Password,Reset Server Linux @ Block CVE-2007-4387
Client
3CX.Phone.SystemVAD_Deploy.ArbitraryFile.. mmmm Server Windows @ Block
3Com.3CDaemon.FTP.Server.BufferOverflow  mmmm Server Windows @ Block CVE-2005-0277
3Com.3CDaemon.FTP.Server.Information.Dis.. == Client Windows @ Block CVE-2005-0278
Fommner o .
E Tra'n'ng [l‘lstltute © Fortinet Inc. All Rights Reserved.

When you create a new entry to add signatures or filters, you can select the action by clicking Action.

Select Allow to allow traffic to continue to its destination. Select Monitor to allow traffic to continue to its

destination and log the activity. Select Block to silently drop traffic matching any of the signatures included in
the entry. Select Reset to generate a TCP RST packet whenever the signature is triggered. Select Default to
use the default action of the signatures.

Quarantine allows you to quarantine the attacker’s IP address for a set duration. You can set the quarantine
duration to any number of days, hours, or minutes.

If you enable Packet logging, FortiGate saves a copy of the packet that matches the signature.
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IPS Signature Filter Options—Hold Time

* IPS signature filter options include hold time

Allows you to set the amount of time that signatures are held after a FortiGuard IPS signature update
per VDOM

The signature mode is monitor
New signatures are enabled after the hold time, to avoid false positives
The hold time can be from 0 days and 0 hours (default) up to 7 days
To configure the amount of time to hold and monitor IPS signatures:
config system ips
set signature-hold-time 3dl12h
set override-signature-hold-by-id enable
end
When a signature that is on hold is matched, the log includes the message signature is on hold

date=2021-04-06 time=00:00:57 logid="0415016384" type="utm" subtype="ips" eventtype="signature"
level="alert"” vd="vdl" eventtime=1278399657778481842 tz="-0700" severity="into" srcip=10.1.100.22
srccountry="Reserved" dstip=172.16.200.55 srcintf="portl3" srcintfrole="undefined" dstintf="portl4"
dstintfrole="undefined" sessionid=3620 action="detected" proto=6 service="HTTP" policyid=1
attack="Eicar.Virus.Test.File" srcport=52170 dstport=80 hostname="172. 16 200.55" url—"fv1ruufelcar“

direction="incoming” attackid=29844 profile="test" ref="http://www.£f =
incidentserialno=25165825 msg="file transfer: Eicar.Virus.Test.File, |(signature is on hold)"

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 16

You can configure the hold time option for the IPS signature filter. The hold-time option allows you to set the
amount of time that signatures are held after a FortiGuard IPS signature update per VDOM. During the

holding period, the signature mode is Monitor. The new signatures are enabled after the hold time, to avoid

false positives.

The hold time can be from 0 days and 0 hours (default) up to 7 days.
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IPS Signature Filter Options—CVE Pattern
* |PS signature filter options include CVE  « For example, the CVE of the IPS signature
pattern Mozilla.Firefox.PluginArray.NsMimeType

+ Allows you to filter IPS signatures based on .Code.Execution is CVE-2010-0177

CVE IDs or with a CVE wildcard . .
- For example to configure CVE patterns for « This matches the CVE filter in the IPS sensor, so

CVE-2010-0177 traffic is blocked and logged
date=2021-04-13 time=15:44:56 logid="0419016384"
# config ips sensor type="utm" subtype="ips" eventtype="signature"

level="alerl" vd="vdl" evenllime=1594593896666145871

3 " "
sdit Meove tz="-0700" severity="critical" srcip=10.1.100.22

set comment "cve” srccountry="Reserved" dstip=172.16.200.55
config entries srcintf="port2" srcintfrole="undefined"”
adit 1 dstintf="portl" dstintfrole="undefined"

set cve "cve-2010-0177" gziiiggigﬂéggg"aggiggyigzipped proto=e
set status enable attack="MOzllla.F1reroX.PluginArray.NsMimeType.Code. &
set log-packet enable xecution" srcport=58298 dstport=443
"ROSLName="172.16.200.55" Url="/Mozilla
direction="incoming" attackid=20853 profile="sensor-
1" ref="http://www.fortinet.com/ids/VID20853"

end incidentserialno=124780667 msg="web client:
next ﬁ021IIa . Flrezox . PIuﬁlnArraE .NsMimeType.Code.Execution]
"

arid ;" crscore=50 craction=4096 crlevel="critical"

set action block
next
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IPS signature filter options include the CVE pattern. The CVE pattern option allows you to filter IPS signatures
based on CVE IDs or with a CVE wildcard, ensuring that any signatures tagged with that CVE are
automatically included.
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Enabling Botnet Protection

* The botnet database:
= Part of the IPS contract

= Should be used with the IPS profile to
maximize the protection of internal
endpoints

* Can be enabled only on the IPS
profile

« Administrators can set the action
to Block or Monitor

* IPS logs are generated

NSE Training Institute

Edit IPS Sensor

Name high_security
Comments Blocks all Critical/High
/Medium and some Low
severity vulnerabilities 4 69/255

Block malicious URLs @O

IPS Signatures and Filters

.+L_!--'-I-'- New | # Edit
Details Exempt IPs Action Packet Logging
E2 @ Block  © Disabled
EX ennn
[ sev T
Ellw £ Default © Disabled
(2]
Botnet C&C

Scan Outgoing Connections to Botnet Sites m Block Monitor

© Fortinet Inc. All Rights Reserved.

Since the botnet database is part of the FortiGuard IPS contract, administrators can enable scanning of botnet
connections to maximize their internal security. You enable botnet scanning on the IPS profile that you applied
the firewall policy on. You can also enable scanning of botnet connections using the CLI.

There are three possible actions for botnet and C&C:
Disable: Do not scan connections to botnet servers

Block: Block connections to botnet servers

Monitor: Log connections to botnet servers
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Applying IPS Inspection

Security Profiles

AntiVirus
Web Filter
Video Filter
DNS Filter

Voo e

Application Control (B¢

IPS ©

W protect_client

-,l

File Filter @

SSL Inspection

Logging Options

Log Allowed Traffic

Capture Packets

certificate-inspection

@ Security Events

Generate Logs when Session Starts (B

® ]

=

NSE Training Institute
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To apply an IPS sensor, you must enable IPS and then select the sensor in a firewall policy. By default,
FortiGate logs all security events. This means you can see any traffic that is being blocked by IPS.

If you think some traffic should be blocked but is passing through the policy, you should change the Log
Allowed Traffic method to All Sessions. This will log all traffic processed by that firewall policy, and not just
the traffic that is blocked by the security profiles. This can help you in identifying false negative events.
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IPS Logging
Log Report> Intrusion Prevention

[2] & | o aAddFiter i~ | [0 Details
Date/Time ¥ Severity Source Protocol User Action Count Attack Name

3 seconds ago % 10.200.1.254 & dropped

13 seconds ago L 10.200.1.254 & dropped

23 seconds ago L 10.200.1.254 ) dropped ectoryTraversal

33 secands ago B 10.200.1.254 & dropped ectoryTraversal

43 seconds ago ? 10.200.1.254 [ dropped sicScripting Server. DirectoryTraversal

53 seconds ago L 10.200.1.254 ] dropped Novell NetBasic.Scri server.DirectoryTraversal

Minute ago ? 10.200.1.254 & dropped Nevell.NetBasicSer ectoryTraversal

Minute ago L 10.200.1.254 [ dropped Novell.NetBasic. Scripting Server.Directory Traversal

Minute ago L =uEE 10.200.1.254 s dropped PHPURI| Code Injection

Minute ago LY [ L] ] 10.200.1.254 & dropped PHPURI.Code.Injection

Minute ago % 10.200.1.254 [} dropped HTPasswd.Access

Minute ago L3 10.200.1.254 & dropped HTPasswd Access

23 hours ago =EES 100.1.10 [} reset FTPLogin Brute Force

23 haurs ago EERE 10.0.1.10 & reset FTPLogin Brute Force

23 hours ago (111} 100.1.10 [} reset FTPLogin Brute Force

23 hours 3go mmnE 100.1.10 [} reset FTPLogin Bru

23 hours ago EENE 10.0.1.10 [} reset FTPLogin Brute Force

23 hours ago mERE 10.0.1.10 & reset FTPLoginBrute Force
ﬁ'gE Training Institute ©Fortinet Inc. All Rights Reserved. 20
If you enabled security events logging in the firewall policies that apply IPS, you can view IPS events by
clicking Log & Report > Intrusion Prevention. The Intrusion Prevention log menu appears only if
FortiGate has matched attack attempts with IPS signatures.
You should review IPS logs frequently. The logs are an invaluable source of information about the kinds of
attacks that are being targeted at your network. This helps you develop action plans and focus on specific
events, for example, patching a critical vulnerability.
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Knowledge Check

1. Which IPS action allows traffic and logs the activity?
A. Allow
¥ B, Monitor

2. Which IPS component is updated most frequently?
A. Protocol decoders
+'B. IPS signature database
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Good job! You now understand the IPS on FortiGate.

Now, you will learn about DoS.
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Denial of Service (DoS)

Objectives

+ |dentify a DoS attack
+ Configure a DoS policy

NSE Training Institute 23

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in Denial of Service (DoS), you should be able to protect your network from
common DoS attacks.
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DoS Attacks
+ Attacker sessions consume all resources—RAM, CPU, port numbers
+ Slows down or disables the target until it can’t serve legitimate requests
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So far, you have learned about signatures that match illegal commands and invalid protocol implementations.
Those are easy to confirm as attacks.

What about attacks that function by exploiting asymmetric processing or bandwidth between clients and
servers?

The goal of a DoS attack is to overwhelm the target—to consume resources until the target can’t respond to

legitimate traffic. There are many ways to accomplish this. High-bandwidth use is only one type of DoS attack.
Many sophisticated DoS attacks, such as Slowloris, don’t require high bandwidth.
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DoS Policy
* DoS policies apply the action when the configured threshold is exceeded
+ Half-open connections, source address, destination address, ports, and so on
+ Multiple sensors can detect different anomalies _
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To block DoS attacks, apply a DoS policy on a FortiGate that is located between attackers and all the
resources that you want to protect.

DoS filtering is done early in the packet handling process, which is handled by the kernel.
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Types of DoS Attacks
+ TCP SYN flood
+ Attacker floods victim with incomplete TCP/IP connection requests
« The victim's connection table becomes full, so legitimate clients can't connect
+ ICMP sweep
» Attackers sends ICMP ftraffic to find targets
= Attacker then attacks hosts that reply
+ TCP port scan
« Attacker probes a victim by sending TCP/IP connection requests to varying destination ports
+ Based on replies, attacker can map out which services are running on the victim system
« Attacker then targets those destination ports to exploit the system
r:m'E Training Institute ©Fortinet Inc. All Rights Reserved 26

In TCP, the client sends a SYN packet to initiate a connection. The server must respond with a SYN/ACK
packet, and save the connection information in RAM while it waits for the client to acknowledge with an ACK
packet. Legitimate clients ACK quickly and begin to transmit data. But malicious clients continue to send more
SYN packets, half-opening more connections, until the server’s connection table is full. Once the server’'s
table is full, it can’t accept more connections and begins to ignore all new clients.

ICMP is used during troubleshooting: devices respond with success or error messages. However, attackers
can use ICMP to probe a network for valid routes and responsive hosts. By doing an ICMP sweep, the
attacker can gain information about your network before crafting more serious exploits.

Attackers use port scanning to determine which ports are active on a system. The attacker sends TCP SYN

requests to varying destination ports. Based on the replies, the attacker can map out which services are
running on the system, and then proceed to exploit those services.

FortiGate Security 7.0 Study Guide 545



Intrusion Prevention and Denial of Service
DO NOT REPRINT
HORHNET -—
Types of DoS Attacks (Contd)

 Distributed DoS

+ Many of the same characteristics of an individual DaS attack
+ However, attack originates from multiple sources

5 //,/"'
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An individual DoS attack is a flood of traffic coming from a single address. It can originate from the internet, or
even from your internal network. Typically, a single device makes many connections or sessions, and possibly
uses much bandwidth to connect to a single location. A variation of this is the distributed denial of service
attack, or DDoS. It has many of the same characteristics as an individual DoS attack, but the main difference
is that multiple devices are all attacking one destination at the same time.
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DoS Policy Configuration

+ Can apply multiple DoS policies to any
physical or logical interface

+ Types RS, -
2 FIOOd Destination Address B a
* Detects a large volume of the same type of i P
traffic
« Sweep/scan Ey——
» Detects probing attempts Name | @O Logsing Action [JEREER Bock Monitor Thretia
« Source (SRC) —

+ Detects a large volume of traffic from an p.dst session &
individual |P

- Destination (DST)

« Detects a large volume of traffic destined for
an individual IP

FoATINET
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You can apply DoS protection to four protocols: TCP, UDP, ICMP, and SCTP. And, you can apply four
different types of anomaly detection protocols:

+ A flood sensor detects a high volume of that specific protocol, or signal in the protocol.

+ A sweep/scan detects probing attempts to map which of the host ports respond and, therefore, might be
vulnerable.

» Source signatures look for large volumes of traffic originating from a single IP address.

+ Destination signatures look for large volumes of traffic destined for a single IP address.

When you implement DoS for the first time, if you don’t have an accurate baseline for your network, be careful
not to completely block network services. To prevent this from happening, configure the DoS policy initially to
log, but not block. Using the logs, you can analyze and identify normal and peak levels for each protocol.
Then, adjust the thresholds to allow normal peaks, while applying appropriate filtering.

The threshold for flood, sweep, and scan sensors are defined as the maximum number of sessions or packets
per second. The thresholds for source and destination sensors are defined as concurrent sessions.
Thresholds that are too high can exhaust your resources before the DoS policies trigger. Thresholds that are
too low will cause FortiGate to drop normal traffic.
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Knowledge Check

1. Which behavior is a characteristic of a DoS attack?
A.  Attempts to exploit a known application vulnerability
' B Attempts to overload a server with TCP SYN packets

2. Which DoS anomaly sensor can be used to detect and block the probing attempts of a
port scanner?
A. tcp_syn_flood

¥ B. tcp_port_scan

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 29

FortiGate Security 7.0 Study Guide 548



Intrusion Prevention and Denial of Service

DO NOT REPRINT

CODRTINET
TN T1

TN L
Lesson Progress

/ 'Intrusion Prevention System

/ Denial of Service

|  Web Application Firewall

Best Practices

Troubleshooting

S

NSE Tralnlng Inst!tuta © Fortinet Inc. All Rights Resenved. 30

Good job! You now understand how to protect your network from DoS attacks on FortiGate.

Now, you will learn about WAF.
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Web Application Firewall (WAF)

Objectives

* |dentify the purpose of WAF on FortiGate
* |dentify common web attacks
+ Configure a WAF profile

NSE Training Institute 31

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in WAF, you should be able to apply the correct WAF inspection to protect the
servers in your network.
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* Websites are attractive targets for hackers _
Name @ Inbound Aceess
+ FortiGuard web filtering is for clients, not servers incaming nterface | 18 part] .
Outgoing Interface M port3 hd
+ WAF provides protection for web services Source 2 x
+
*
Security Features Schedule 8 always -
O Aviviras q_ Service ALL . x®
0 Application Control Action P sl @ DENY
[ ) DINS Filter o Inspection Mode | Flow-based
D Email Filter [+] Firewall / Network Options
1 Endpoint Control [+] NAT > .
- Protocol Options | [l default - 4
B Explicit Proxy a R
A File Filter [+] | AntiVirus (s }
A0 Intrusion Prevention [+] Web Filter »
( © Video Filter o 3 Video Filter (s ]
DNS Filter [s }
10 Web Application Firewall a I Application Contral e ]
D) Web Fitter a 3 © [N WEBSERVER - #
| O Zevo Trust Network Access File Filter [e ] E
Web Application Firewall € [l default - 'I
S S5L Inspection I certificate-inspection - &
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What is a WAF and why do you need it?

Some FortiGate features are meant to protect clients, not servers. For example, FortiGuard web filtering
blocks requests based on the category of the server web pages. Antivirus prevents clients from accidentally
downloading spyware and worms. Neither protects a server (which doesn’t send requests—it receives them)
from malicious scripts or SQL injections. Protecting web servers requires a different approach because they
are subject to other kinds of attacks. This is where WAF applies.

The WAF feature is available only in proxy inspection mode.
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An attacker inputs JavaScript in an HTML form/parameter
The web app does not reject illegal input
Usually, the web app saves the input to a database

An innocent client requests a page that is retrieved from the database. The page:
* Now includes malicious script
= Can cause a client's browser to transmit to a third-party, malicious server

P W o=

+ The variety of attacks based on cross-site scripting (XSS) is limitless, but they commonly
include transmitting private data, like authentication cookies or other session
information, to the attacker
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Take a look at some examples of attacks that target web applications specifically.

One type of attack is called cross-site scripting (XSS). If a web application doesn’t sanitize its inputs and reject
JavaScript, it ends up storing the XSS attack in its database. Then, when other clients request the page that
reuses that data, the JavaScript is now embedded in the page.

JavaScript can do many things with a page, including rewriting the whole page and making its own requests.
This is the basic mechanism of asynchronous JavaScript and XML (AJAX) apps. In this case, XSS causes
innocent clients to transmit to a different server that is controlled by the attacker. This could, for example,
transmit credit card information or passwords from an HTTP form to the attacker.
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Example of a Web Attack—SQL Injection

+ SQL statements are inserted into entry fields of a web application
« The web application doesn't reject illegal input

* When the web application connects to the database to add input, it can:
+ Download sensitive data from the database (select * from USERS)
« Modify database (insert/update/delete)
+ Perform administrative operations (close management interface)
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Another very common web attack is a SQL injection. Just like an XSS attack, the root cause of a SQL
injection is that the web application doesn’t sanitize input. If the attacker enters a SQL query into an input,
such as an HTML form, the web app simply accepts it, and passes it along to the database engine, which
accidentally runs the query.

The SQL language can do anything to the data. It can, for example, download the table of users so that the

attacker can run a password cracker. A query could add new entries for new administrator login attempts, or
modify login attempts, blocking administrators from logging in.
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One component of a WAF profile is WAF signatures. WAF signatures work in the same way as IPS
signatures. FortiGate can act on the traffic that matches any of them. Some WAF signatures are categorized
as extended. They are more likely to cause false positives, but are sometimes required in high-security
environments.

HTTP constraints can monitor and control the number, type, and length of many HTTP headers, which are
also inputs. This prevents unexpected inputs that a malicious client could craft to compromise your server.
The limits can vary by your server’s software, but also by its hardware. If a server has limited RAM, for
example, then it is potentially easier to overload or crash with an excessive number of headers, because
parsing the headers and storing them in buffers requires RAM.

After you configure a WAF profile, it is assigned to one or more firewall policies.
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FortiWeb

* Provides more specialized web server protection

+ More complete protocol understanding

« HTTP state attack protection

* HTTP vulnerability scans/penetration tests

HTTP rewriting and application delivery (basic ADC)
+ Better performance for high HT TP traffic

FoATINET

SE Training Institute ©Fortinet Inc. All Rights Reserved. T

FortiWeb is a specialized WAF device. For environments where the protection of web services is critical, you
can complement FortiGate with FortiWeb.

FortiWeb offers a more complete HT TP protocol understanding and state attack protection. It can perform
vulnerability scans and penetration tests. It can also rewrite HTTP packets, and route traffic based on HTTP

content.
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FortiGate-FortiWeb Integration

 FortiWeb installed as standalone (online or offline), usually behind FortiGate

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved.
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In most cases, FortiWeb is installed as a standalone device, usually located between FortiGate and the
protected web servers. You can install FortiWeb online (web traffic crossing the device) or offline (device is

connected as a one-arm sniffer).

Alternatively, you can configure FortiGate to forward web traffic to an external FortiWeb, where the WAF
inspection happens. This is useful, for example, when you must protect servers located in multiple sites with a
single FortiWeb. With this setup, FortiGate forwards all web traffic to the FortiWeb if the traffic matches a
firewall policy configured with a WAF profile enabled for external inspection.

For detailed information about FortiWeb, see the NSE 6 FortiWeb training material.
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Knowledge Check

YA Buffer overflow
B. ICMP Sweep

A.  Flow
Yv'B. Proxy
NSE Training Institute

1. WAF protocol constraints protect against which type of attacks?

2. Touse the WAF feature, which inspection mode should be used in the firewall policy?

© Fortinet Inc. All Rights Reserved. 38
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Good job! You now understand how to protect your servers using WAF on FortiGate.

Now, you will learn about IPS best practices.
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Best Practices

Objectives

+ |dentify the IPS implementation methodology
« Enable full SSL inspection for IPS-inspected traffic
« |dentify hardware acceleration components for IPS
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After completing this section, you should be able to achieve the objectives shown on this slide.
By demonstrating competence in identifying IPS implementation best practices, you should be able to deploy

an IPS solution on FortiGate that is efficient and effective. You should also be able to apply full SSL inspection
for IPS-inspected traffic, as well as identify hardware acceleration components for IPS.
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IPS Implementation

* Analyze requirements
+ Not all policies require IPS
= Start with the most business-critical services
+ Avoid enabling IPS on internal-to-internal policies

+ Evaluate applicable threats
- Create |IPS sensors specifically for the resources you want to protect

* Maintain IPS continuously
» Monitor logs for anomalous traffic patterns
« Tune IPS profiles based on observations

FoATINET
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Before you implement IPS, you must analyze the needs of your network. Enabling the default profiles across
all policies quickly causes issues, the least of which are false positives. Performing unnecessary inspections
on all network traffic can cause high resource utilization, which can hamper the ability of FortiGate to process
regular traffic.

You must also evaluate applicable threats. If your organization runs only Windows, there is no need to scan
for Mac OS vulnerabilities. It is also important to consider the direction of the traffic. There are many IPS
signatures that apply only to clients, and many signatures that apply only to servers. Create IPS sensors
specific to the resources you want to protect. This makes sure that FortiGate is not scanning traffic with
irrelevant signatures.

Lastly, IPS is not a set-and-forget implementation. You must monitor logs regularly for anomalous traffic

patterns, and adjust your IPS profile configuration based on your observations. You should also audit your
internal resources regularly to identify if certain vulnerabilities still apply to your organization.
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Full SSL Inspection

New 55L/55H Inspection Profile

Name webserver_ssl

Comments % 0/255

S5L Inspection Options

Server certificate ¥ webserver ss|

+

Protocol Port Mapping

Inspect all ports

HTTPS 443

Enable SSL inspectionof | Multiple Clients Connecting to Multiple Servers

Protecting SSL Server

% & Download
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Protocol Options detault

© BN WEBSERVER

+ Enable a full SSL inspection profile to ensure you're inspecting encrypted traffic

42

Certain vulnerabilities apply only to encrypted connections. In some of these cases, FortiGate can'’t identify
the threat reliably if it can’'t parse the payload. For this reason, you must use an SSL inspection profile if you
want to get the maximum benefit from your IPS and WAF features.

The example on this slide shows an SSL inspection profile configured to protect a server. This policy, when
applied to inbound traffic, can apply IPS and WAF inspection on encrypted traffic reliably, because FortiGate
can decrypt encrypted sessions and inspect all parts of the packet.

It's important to note that DoS policies do not have the ability to assign SSL inspection profiles. This is

because DoS does not require SSL inspection to maximize its detection ability, because it does not inspect

packet payload. DoS inspects only specific session types and their associated volume.

FortiGate Security 7.0 Study Guide

561



Intrusion Prevention and Denial of Service

DO NOT REPRINT
FORTHNET —
Hardware Acceleration

* FortiGate models with NP6, NP7, and SoC4 can benefit from NTurbo acceleration (np-
accel-mode)

+ FortiGate models with CP8 or CP9 support offloading of IPS pattern matching to the
content processor (cp-accel-mode)

fgt # get hardware status # config ips global

| Model name: FortiGate 300D # set np-accel-mode [ basic | none ]

ASIC version: CP8 I # set cp-accel-mode [ basic | advanced | none ]
[(ESTL SRAMT GZM # end

CPU: Intel(R) Core(TM) i3-3220 CPU @ 3.30GHz
Number of CPUs: 4 np-accel-mode

RAM: 7996 MB o -
Compact Flash: 15331 MB /dev/sda * basic: offloads IPS processing to NP

Hard disk: 114473 MB /dev/sdb cp—accel—mode

USB Flash: not available A :
Network Card chipset: Intel (R) Gigabit Ethernet * basic: offloads basic IPS pattern matching to CP8 or

Network Driver (rev,0003) CP9
Network Card chipset: FortiASIC NP6 Adapter (rov.JI + advanced: offloads more types of IPS pattern matching
+ Only available on devices with two or more CP8s or one or
more CP9s
e
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Usually, traffic requiring inspection, such as antivirus or IPS, is handled by the CPU on FortiGate. However,
there are specialized chips on specific FortiGate models that can offload these inspection tasks. This frees up
CPU cycles to manage other tasks, and also accelerates sessions requiring security inspection.

FortiGate models that support a feature called NTurbo can offload IPS processing to NP6, NP7, or SoC4
processors. If the command np-accel-mode is available under config system global, the FortiGate

model supports NTurbo.
Some FortiGate models also support offloading IPS pattern matching to CP8 or CP9 content processors. If

the command cp-accel-mode is available under config ips global, the FortiGate model supports IPS
pattern matching acceleration to its CP8 or CP9 processor.
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Knowledge Check

A CP9
Yv'B. Soc4

v A, WAF
B. DoS
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1. Which chipset uses NTurbo to accelerate IPS sessions?

2. Which feature requires full SSL inspection to maximize its detection capability?

© Fortinet Inc. All Rights Reserved.
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Good job! You now understand some best practices for IPS implementation on FortiGate.

Now, you will learn about IPS troubleshooting.
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Troubleshooting

Objectives

+ Troubleshoot FortiGuard IPS updates
* Troubleshoot IPS high-CPU usage

* Manage IPS fail-open events

* Investigate false-positive detection
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in troubleshooting, you should be able to identify, investigate, and manage
some common issues with IPS deployments on FortiGate.
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FortiGuard IPS Troubleshooting

* All IPS update requests are sent to update.fortiguard.net on TCP port 443

» Can be configured to connect through a web proxy (CLI only):
* config system autoupdate tunneling

+ Verify update status on GUI

B Intrusion Prevention @ Licensed (Expiration Date: 2023/01/18) I
IPS Definitions ©® Version 18.00052 i Actions=
IPS Engine @ Version 7.00018
Malicious URLs @ Version 2.00970
Botnet IPs ©® Version 7.0143% W View List
Botnet Domains ® Version 2.00721 = ViewList

* Enable real-time debug on CLI

# diagnose debug application update -1
} diagnose debug enable
$ lexecute update-now |
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FortiGate IPS update requests are sent to update. fortiguard.net on TCP port 443. You can also
configure FortiGate to connect through a web proxy for updates.

You should check the last update timestamp regularly. You can verify it on the GUI. If there is any indication
that the IPS definitions are not updating, you should investigate. Always make sure FortiGate has proper DNS
resolution for update. fortiguard.net. If, by chance, there are any intermediary devices between the
FortiGate and the internet, make sure the correct firewall rules are in place to allow traffic on port443. Any
intermediary devices performing SSL inspection on this traffic can also cause issues with updates.

Finally, you can use the FortiGuard update debug to monitor update events in real time.
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IPS and High-CPU Use

# diagnose test application ipsmonitor <Integer>

1: Display IPS engine information

1L

2:|Toggle IPS engine enable/disable status |
3: Display restart log

4

5

&

: Clear restart log

:|Toggle bypass status | -
: Submit attack characteristics now
10: IPS queue length

11: Clear TIPS queue length
12: TIPS L7 socket statistics
13: IPS session list

14: IPS NTurbo statistics
15: IPSA statistics

97: Start all IPS engines
98: Stop all IPS engines

99[ Restart all IPS engines and monitor I
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Short spikes in CPU usage by IPS processes can be caused by firewall policy or profile changes. These
spikes are usually normal. Spikes might happen when FortiGate has hundreds of policies and profiles, or
many virtual domains. Continuous high-CPU use by the IPS engines is not normal, and you should investigate
it. You can use the command shown on this slide, along with displayed options, to troubleshoot these issues.

If there are high-CPU use problems caused by the IPS, you can use the diagnose test application
ipsmonitor command with option 5 to isolate where the problem might be. Option 5 enables IPS bypass
mode. In this mode, the IPS engine is still running, but it is not inspecting traffic. If the CPU use decreases
after that, it usually indicates that the volume of traffic being inspected is too high for that FortiGate model.

If the CPU use remains high after enabling IPS bypass mode, it usually indicates a problem in the IPS engine,
which you must report to Fortinet Support. You can disable the IPS engine completely using option 2. If you
want to restore IPS inspection of traffic after you finish troubleshooting, use option 5 again.

Another recommendation to keep in mind: if you need to restart the IPS, use option 99, as shown on this
slide. This guarantees that all the IPS-related processes restart properly.
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IPS Fail Open

+ Fail open is triggered when the IPS socket buffer is full and new packets can’t be added

for inspection
config ips global
Iset fail-open <enable|disable>|

end
* |IPS fail open entry log:
date=2021-04-21 time=09:07:59 logid=0100022700 type=event subtype=syste
level=critical vd="root" logdesc="IPS session scan paused" |action="drop'¥
msg3"IPS session scan, enter fail open mode"]
+ When troubleshooting IPS fail-open events, try to identify a pattern
= Has the traffic volume increased recently?
« Does fail open trigger at specific times during the day?
+ Create IPS profiles specifically for the traffic type

« An IPS sensor configured to protect Windows servers doesn’t need Linux signatures
« Disable IPS on internal-to-internal policies

LY
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IPS goes into fail-open mode when there is not enough available memory in the IPS socket buffer for new
packets. What happens during this state depends on the IPS configuration. If the fail-open setting is

enabled, some new packets (depending on the system load) will pass through without being inspected. If it is
disabled, new packets are dropped.

Frequent IPS fail open events usually indicate that IPS can't keep up with the traffic demands. So, try to
identify patterns. Has the traffic volume increased recently? Have throughput demands increased? Does fail
open trigger at specific times during the day?

Tune and optimize your IPS configuration. Create IPS profiles specific to the type of traffic being inspected,
and disable IPS profiles on policies that don’t need them.
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False-Positive Detection

+ Check the logs to determine which
signature is triggering the false-positive

« Use IP exemptions on the signature as
a temporary bypass for the affected
endpoints

+ Collect samples of the traffic:
+ Use the Packet Logging action

* Provide the traffic samples and the IPS
logs to the FortiGuard team for further
investigation

NSE Training Institute

Ticket

Wizard bl =

(DrequestType > 2 > 3 >

Specify Request Ticket Type

© Fortinet Inc. All Rights Reserved.

a0

In the event of a false-positive detection, first identify which signature is generating them. You should also
verify that the traffic is hitting the correct policy and IPS sensor. After you verify these factors, you should
gather samples of the traffic. Use the Packet Logging action on the signature. Provide the traffic samples
and the matching IPS logs to the FortiGuard team for further investigation.
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Knowledge Check

1. Which FQDN does FortiGate use to obtain IPS updates?
YA. update. fortiguard.net
B. service.fortiguard.com

2. When IPS fail open is triggered, what is the expected behavior, if the IPS fail-open
option is set to enabled?
¥'A.  New packets pass through without inspection
B. New packets dropped

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved.
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Lesson Progress

,/ 'Intrusion Prevention System

/ Denial of Service

' w/ Web Application Firewall

./ 'Best Practices

/ Troubleshooting
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Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in this lesson.

FortiGate Security 7.0 Study Guide 571



Intrusion Prevention and Denial of Service

DO NOT REPRINT

EODRTINIET

O TT1iNEd L
Review

Manage FortiGuard IPS updates
Configure an IPS sensor

Apply IPS to network traffic

Identify a DoS attack

Configure a DoS policy

Identify common web attacks

Configure a WAF profile

Identify IPS implementation methodology
Troubleshoot common IPS issues

O S G O
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This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you gained the skills and knowledge you need to
configure, maintain, and troubleshoot the FortiGate IPS solution.
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In this lesson, you will learn how to configure and use SSL VPNs. SSL VPNs are an easy way to give remote
users access to your private network.
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~ Describe SSL VPN

“ 'SSL VPN Deployment Modes
~ Configuring SSL VPNs

'Monitoring and Troubleshooting

©ZTNA
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In this lesson, you will learn about the topics shown on this slide.
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Describe SSL VPN

Objectives

+ Define a virtual private network (VPN)

« Describe the differences between SSL VPN, IPsec VPN, and
ZTNA access

NSE Training Institute
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in understanding VPN concepts, you will be able to more effectively
understand how FortiGate manages SSL VPN methods.
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+ Extend a private network across a public network

+ Securely connect remote LANs and devices
+ Employees who travel
» Branch offices to servers at a central office

« Safely transmit private data across the internet

+ Tamper proof
« Attackers can't change a message or file

« Encrypted
* Unauthorized users can't eavesdrop
+ Authenticated

* Only known users can access
the private network

|

Public Network Private Nemnork

FoATINET
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A VPN creates a tunnel that gives users or remote LANs secure access to your private network, as if they
were connected to your LAN.

A VPN is often used when LANs are separated by an untrusted public network, such as the internet. As well
as providing users with secure access to private networks while they are traveling, a VPN can also
interconnect branch office networks located across the internet, and even on the other side of the world.

User data inside a VPN tunnel is encrypted for privacy. It cannot be read, even if it is intercepted by
unauthorized users. VPNs also use security methods to ensure that only authorized users can establish a
VPN and access the private network’s resources. They typically also provide tamper proofing.

Most VPNs are SSL or IPsec VPNSs. FortiOS supports both, as well as less common, weaker VPNs such as
PPTP. In this lesson, we will focus on SSL VPNs.
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Comparing SSL VPN, IPsec VPN, and ZTNA Access
| PseeVPN | SSLVWN | __ZINA_____

Tunnel type: IPsec tunnel only Session-based OR tunnel Session-based only

FortiClient and FortiGate Browser and FortiGate Browser and
FortiGate and FortiGate FortiClient and FortiGate FortiGate

Configured FortiGate and compatible third- FortiGate (SSL Client) and FortiClient and
between: party IPsec VPN gateway FortiGate (SSL Server) FortiGate (TCP
FortiGate and compatible third- forwarding access)
party IPsec VPN clients
IPsec client HTTPS web page on FortiGate HTTPS hostname or
FortiClient IP and port number

FortiGate (SSL Client)

Log in through:

FortiClient (TCP
forwarding access)
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How are SSL VPN and ZTNA access different from IPsec VPNs?

SSL and TLS are commonly used to encapsulate and secure e-commerce and online banking on the internet
(HTTP). SSL VPNs and ZTNA use a similar technique, and support non-HTTP protocol encapsulation as well.
SSL resides higher up on the network stack than IP and, therefore, it usually requires more bits—more
bandwidth—for SSL VPN headers. In comparison, IPsec uses some different methods to provide
confidentiality and integrity. The primary protocol used in IPSec is ESP, which encapsulates and encrypts
UDP, RDP, HTTP, or other protocols inside the IPsec tunnel.

IPSec is also an industry-standard protocol that can work with multiple vendors and supports peers that are
devices and gateways—not just user clients with FortiGate only, like SSL VPN or ZTNA does.

The client software is also different. In an SSL VPN or ZTNA, your web browser might be the only client
software you need. You can go to the FortiGate SSL VPN portal (an HTTPS web page) and then log in.
Alternatively, you can install FortiClient or configure FortiGate as an SSL VPN client. In comparison, to use
IPsec VPN, install special client software or have a local gateway, such as a desktop model FortiGate, to
connect to the remote gateway. You might also need to configure firewalls between VPN peers to allow IPsec
protocols.
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Configuration: * Requires installation
* Flexible setup
* Mesh and star topologies
= For clients or peer
gateways
+ Performance based: |Psec
encryptography is faster in
FortiOS

Better for: Office-to-office traffic
Data centers

Vendor specific

+ Does not require installation
« Simpler setup
* Only client-to-FortiGate
* No user-configured
settings
* Technical support less
requested

Provides flexibility tunnel-mode
or session-based access
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Comparing SSL VPN, IPsec VPN, and ZTNA Access (Contd)
|l Pseeven | sstven | znA |

Vendor specific

+ Does not require
installation
* Simpler setup
+  Only client-to-
FortiGate
* No user-
configured
settings
+ Technical support
less requested

Session-based access
only

SSL VPN

After you logged in, the SSL VPN connects your computer to your private network. No user-configured
settings are required, and firewalls are typically configured to allow outgoing HTTP, so technical support calls
are less likely. Simplicity makes ZTNA and SSL VPN ideal for non-technical users, or users who connect from
public computers, such as those found in public libraries and internet cafés. ZTNA takes this a step further
and makes it easier for administrators to perform device compliance checks and configuration. ZTNA also
provides an additional authentication mechanism for access control without any interaction required from the

end user.

In general, IPsec VPN is preferred when tunnels must be up continuously and interoperate with many types of
devices, while SSL VPN is preferred when people travel and need to connect to the office.
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Knowledge Check

1. What does a VPN do?

A Extends a private network across a public network
B. Protects a network from external attacks

2. Which statement about SSL VPNs is true?
A. An SSL VPN can be established between workstation and a FortiGate device only.

+'B.  An SSL VPN can be established between an end-user workstation and a FortiGate device or two
FortiGate devices.

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved.
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SSL VPN

NL_ |

Lesson Progress

< ' Describe SSL VPN

( ~SSL VPN Deployment Modes

( | Configuring SSL VPNs

h Monitoring and Troubleshooting

~ ZTNA
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Good job! You now understand basic concepts related to the function of SSL VPNs and how SSL VPN is

different from IPsec.

Now, you will learn about the SSL VPN deployment modes supported by FortiGate.
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SSL VPN Deployment Modes

Objectives

« Describe the differences between SSL VPN modes

NSE Training Institute

After completing this section, you should be able to achieve the objective shown on this slide. By
demonstrating competence in understanding the different ways FortiGate allows SSL VPN connections, you
will be able to better design the configuration of your SSL VPN.
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SSL VPN

* Tunnel mode

« Web mode

NSE Training Institute

SSL VPN Deployment Modes

» Accessed through a FortiClient
« Requires a virtual adapter on the client host

» Requires only a web browser
« Supports a limited number of protocols:

* FTP, HTTP/HTTPS, RDP, SMB/CIFS, SSH,
Telnet, VNC, and Ping

Edit SSLAPN Portal

W

DMS Split Tunnel

(B Restrict to Spacific OF Versions

I Enable Web Moda |

config vpn ssl web portal

edit <portal-name>
set [enable|disable]
set [enable|disable]

end

© Fortinet Inc. All Rights Reserved.

There are two modes you can use to access an SSL VPN. Both can build an SSL VPN connection, but they

don’t support the same features.

Which should you choose?

It depends on which applications you need to send through the VPN, the technical knowledge of your users,
and whether or not you have administrative permissions on their computers.

Tunnel mode supports the most protocols, but requires the installation of a VPN client, or more specifically, a
virtual network adapter. To tunnel traffic using the virtual adapter, you must use the FortiClient remote access

feature or FortiClient VPN-only client.

Web mode requires only a web browser, but supports a limited number of protocols.
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Web Mode

« Connect to the FortiGate SSL VPN portal from

= =00:00:14 OB+ 0B+

any browser SSI-VPN Portal
« The web portal displays the status of SSL VPN & Download FortiClient »
« The S_SL VPN stays up only while the SSL VPN portal S——
page is open

* Access internal network resources easily using: m > )

» Bookmarks B —

 Quick connection Servey fpess FacihPConiore. | Fertiote Coiows
. Djsadvantages; Your Bookmarks

» |nteraction with the internal network exclusively by
browser g
= Through the SSL VPN portal

SalesForce-Server FTP-lvoices

- External network applications cannot send data across
the VPN

_— [ Quick Connection 4 New Bookmark
« Limited number of protocols supported

History
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Web mode is the simplest SSL VPN mode.

Like you would with any other HTTPS website, you simply log in to the SSL VPN portal web page on
FortiGate. It acts like a server-side reverse proxy, or a simple secure HTTP/HTTPS gateway, that connects
you with the applications on the private network.

The Bookmarks section on the SSL VPN Portal page contains links to all or some of the resources available
for the user to access. The Quick Connection widget allows users to type the URL or IP address of the
server they want to reach. A web SSL VPN user makes use of these two widgets to access the internal
network. The main advantage of web mode is that it does not usually require you to install extra software.

Web mode has two main disadvantages:

* All interaction with the internal network must be done using the browser exclusively (through the web
portal). External network applications running on the user’'s PC cannot send data across the VPN.

* This a secure HTTP/HTTPS gateway mechanism that doesn’t work for accessing everything, but just few
popular protocols, such as HTTP, FTP, and Windows shares.
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Web Mode (Contd)

1. Remote users connect to the SSL VPN portal—HTTPS web page on FortiGate
2. Users authenticate
3. Users access resources through the Quick Connection launcher or Bookmarks

"@' - = ~auick Connection =

= ] By Quic

= THTTPSto SSLVPN Portal la):mchelr or Bookmarks :
[Bonooen  © s ]

SSL-VPN Portal

HITRHTTRS FTP ROP 55H

SME/CIFS VNC Tesdruet
SFTP

FoATINET
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How does web mode work?

1. Remote users establish a secure connection between the SSL security in the web browser and the
FortiGate SSL VPN portal, using HTTPS.

Once connected, users provide credentials in order to pass an authentication check.

Then, FortiGate displays the SSL VPN portal that contains services and network resources for users to
access.

whn

Different users can have different portals with different resources and access permissions. Also notice the
source IP seen by the remote resources is FortiGate’s internal IP address and not the user’s IP address.
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Tunnel Mode

+ Connect to FortiGate through FortiClient

* Tunnel is up only while the SSL VPN client is connected

+ FortiClient adds a virtual network adapter called fortissl
* FortiGate establishes the tunnel

+ Assigns a virtual IP address to the client from a pool of reserved addresses
= All traffic is encapsulated with SSL/ TLS

* Advantage:
= Any IP network application on the client can send traffic through the tunnel
« Disadvantage:

+ Requires the installation of a VPN client
http://www.forticlient.com/

FortiClient

Next Generation Endpoint Protection

FoATINET
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Tunnel mode is the second option FortiGate provides to access resources within an SSL VPN.

Tunnel mode requires FortiClient to connect to FortiGate. FortiClient adds a virtual network adapter identified
as fortissl to the user's PC. This virtual adapter dynamically receives an IP address from FortiGate each

time FortiGate establishes a new VPN connection. Inside the tunnel, all traffic is SSL/TLS encapsulated.
The main advantage of tunnel mode over web mode is that after the VPN is established, any IP network

application running on the client can send traffic through the tunnel. The main disadvantage is that tunnel
mode requires the installation of a VPN software client, which requires administrative privileges.
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Tunnel Mode (Contd)

1. Remote users connect to the SSL VPN gateway through the SSL VPN client
2. Users authenticate

3. The virtual adapter creates the tunnel
4. Users access resources through an encrypted tunnel (SSL/TLS)

NSE Training Institute
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How does tunnel mode work?

1. Users connect to FortiGate through FortiClient.
. Users provide credentials to successfully authenticate.
3. FortiGate establishes the tunnel and assigns an IP address to the client’s virtual network adapter
(fortissl). This is the client’s source IP address for the duration of the connection.
4. Then, users can access services and network resources through the encrypted tunnel.

FortiClient encrypts all traffic from the remote computer and sends it over the SSL VPN tunnel. FortiGate

receives the encrypted traffic, de-encapsulates the IP packets, and forwards them to the private network as if
the traffic originated from inside the network.
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Tunnel Mode—FortiGate as Client

« Connect to server FortiGate device as SSL VPN client
- Use SSL VPN Tunnel interface type
- Devices connect to client FortiGate device can access the resources behind server FortiGate

* Tunnel establishes between two FortiGate devices
» Hub-and-spoke topology
- Client FortiGate dynamically adds route to remote subnets
+ Assigns a virtual IP address to the client FortiGate device from a pool of reserved addresses

+ Advantage:

« Any IP network application on the user machines connect to client FortiGate device can send traffic
through the tunnel
+ Useful to avoid issues caused by intermediate devices, such as:
« ESP packets being blocked.
» UDP ports 500 or 4500 being blocked.
« Fragments being dropped, causing IKE negotiation that uses large certificates to fail if the peer does not
support IKE fragmentation.
* Disadvantage:
» Requires proper CA certificate on SSL VPN Server FortiGate
» SSL VPN Client FortiGate user uses PSK and PKI client certificate to authenticate
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The FortiGate can be configured as an SSL VPN client, using an SSL-VPN Tunnel interface type. When an
SSL VPN client connection is established, the client dynamically adds a route to the subnets that are returned
by the SSL VPN server. Policies can be defined to allow users that are behind the client to be tunneled
through SSL VPN to destinations on the SSL VPN server.

This setup provides IP-level connectivity in tunnel mode and allows hub-and-spoke topologies to be
configured with FortiGates as both the SSL VPN hub and spokes. This can be useful to avoid issues caused
by intermediate devices, such as:
+ ESP packets being blocked.
* UDP ports 500 or 4500 being blocked.
* Fragments being dropped, causing IKE negotiation that uses large certificates to fail if the peer
does not support IKE fragmentation.

If the client specified destination is all, a default route is effectively dynamically created on the SSL VPN client,
and the new default route is added to the existing default route in the form of ECMP. You can modify route’s
distance or priority according to your requirements. To avoid a default route being learned on the SSL VPN
client, on the SSL VPN server define a specific destination. Split tunneling is used so that only the destination
addresses defined in the server's firewall policies are routed to the server, and all other traffic is connected
directly to the internet.

This configuration requires proper CA certificate installation as the SSL VPN client FortiGate/user uses PSK

and a PKI client certificate to authenticate. The FortiGate devices must have the proper CA certificate installed
to verify the certificate chain to the root CA that signed the certificate.
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Tunnel Mode—FortiGate as Client (Contd)

1. SSL VPN client FortiGate initiates connection to SSL VPN server FortiGate
2. SSL VPN client FortiGate uses PSK(local user account) and PKI client to authenticate

3. The virtual SSL VPN tunnel interface creates the tunnel
« |P address assigned from SSL VPN server FortiGate
* Route is added to client to access subnets on remote FortiGate

4. User’s devices access resources through an encrypted tunnel (SSL/TLS)
™

= Branch Office/Home HQ/Company
o FortiGate FortiGate

SSL-VPNClient SSL-VPN Server

Virtuzl Interface: sslelient_port

Remote Resources

e I
Sema User’s Devices
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How does tunnel mode work when FortiGate is configured as client?

1. Client FortiGate connects to server FortiGate using SSL/TLS
Client FortiGate provides credentials to successfully authenticate. It includes both PSK (local or remote
user account) and PKI (certificate) accounts.

3. Server FortiGate establishes the tunnel and assigns an IP address to the client’s virtual network adapter.
This is the client’s source IP address for the duration of the connection.

4. Then, users can access services and network resources through the encrypted tunnel behind client
FortiGate.

SSL VPN client FortiGate device encrypts all traffic from the remote computer and sends it over the SSL VPN

tunnel. SSL VPN server FortiGate receives the encrypted traffic, de-encapsulates the IP packets, and
forwards them to the private network as if the traffic originated from inside the network.
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)|
Tunnel Mode—Split Tunneling
+ Disabled:
« All traffic routes through an SSL VPN tunnelto a remote FortiGate, then to the destination. This includes
internet traffic

= An egress firewall policy is required
+ Traffic inspection and security features can be applied

* Enabled:
+ Only traffic destined for the private network is routed through the remote FortiGate
+ Internet traffic uses the local gateway; unencrypted route
+ Conserves bandwidth and alleviates bottlenecks
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Tunnel mode also supports split tunneling.

When split tunneling is disabled, all IP traffic generated by the client’'s computer—including internet traffic—is
routed across the SSL VPN tunnel to FortiGate. This sets up FortiGate as the default gateway for the host.
You can use this method in order to apply security features to the traffic on those remote clients, or to monitor
or restrict internet access. This adds more latency and increases bandwidth usage.

In FortiGate (Client) to FortiGate (Server) setup, a default route is effectively dynamically created on the SSL
VPN client FortiGate, and the new default route is added to the existing default route in the form of ECMP.
The following options are available to configure routing:

+ To make all traffic default to the SSL VPN server and still have a route to the server's listening
interface, on the SSL VPN client set a lower distance for the default route that is learned from the
server.

* To include both default routes in the routing table, with the route learned from the SSL VPN server
taking priority, on the SSL VPN client set a lower distance for the route learned from the server. If
the distance is already zero, then increase the priority on the default route.

When split tunneling is enabled, only traffic that is destined for the private network behind the remote
FortiGate is routed through the tunnel. All other traffic is sent through the usual unencrypted route.

Split tunneling helps to conserve bandwidth and alleviates bottlenecks.
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Knowledge Check

1. A web-mode SSL VPN user connects to a remote web server. What is the source IP
address of the HTTP request the web server receives?
A.  The remote user IP address

+'B. The FortiGate device internal IP address

2. Which statement about tunnel-mode SSL VPN is correct?
< A. It supports split tunneling.
B. It requires bookmarks.

3. Aweb-mode SSL VPN user uses to access internal network resources.
< A bookmarks
B. FortiClient
ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved.
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Lesson Progress

' Describe SSL VPN

,/ SSL VPN Deployment Modes

( | Configuring SSL VPNs

| ' Monitoring and Troubleshooting

~ ZTNA
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Good job! You now understand the SSL VPN operation modes supported by FortiGate.

Now, you will learn about how to configure SSL VPNs.
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Configuring SSL VPNs

Objectives

+ Define authentication for SSL VPN users
+ Configure SSL VPN portals

+ Configure SSL VPN settings

+ Define firewall policies for SSL VPNs

NSE Training Institute 20

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in configuring the SSL VPN settings on FortiGate, you will be able to better
design the architecture of your SSL VPN tunnels.
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Configuring SSL VPN—User as Client
1. Set up user accounts and groups for remote SSL VPN users
2. Configure SSL VPN portals
3. Configure SSL VPN settings
4. Create a firewall policy to and from the SSL VPN interface
« Accepts and decrypts packets
« Allows traffic from SSL VPN clients to the internal network and the reverse
5. Optionally:
. . X . SSL-VPN Settings
6. Create a firewall policy to allow SSL VPN traffic to the internet :
+ Useful to allow all clients’ traffic through FortiGate to Internet when split tunneling
is disabled
* FortiGate can be used to apply security profiles
m"é"ET Training Institute ©Fortinet Inc. All Rights Reserved. 21

To configure SSL VPN, you must take these steps:
1.

2.
3.
4

5.

Configure user accounts and groups.

Configure the SSL VPN portal.

Configure SSL VPN settings.

Create a firewall policy to accept and decrypt packets. This policy is also used to provide access to
internal networks.

Optionally, configure a firewall policy to allow traffic from the SSL VPN client to the internet and apply
security profiles. User traffic will go to the internet through FortiGate, where you can monitor or restrict
client access to the internet.

The first step is to create the accounts and user groups for the SSL VPN clients.

All FortiGate authentication methods, with the exception of remote password authentication using the Fortinet
Single Sign-On (FSSO) protocol, can be used for SSL VPN authentication. This includes local password
authentication and remote password authentication (using the LDAP, RADIUS, and TACACS+ protocols).

Some steps can be configured in a different order than what is shown on this slide.
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VPN > SSL VPN Portals

Lt Uees 1 G 350 i Eonnmction ot s Tive T
FCreatehiew | # Q
D Torad Mt
Name % Tunnel Mode = Web Mode

Ensise Sl Tunrwing "

full-access © Enabled © Enabled N
Enables Biavesd on F

tunnel-access © Enabled O Disabled
web-access O Dissbled 1 Enabled Enabled

+ SSL VPN portals determine the access profiles
« Configure portals for different user or groups

« SSL VPN portals can operate in:

* Tunnel mode
= Activate split tunneling in the Enable Split Tunneling
option
= Assign an IP address to the end user virtual network
adapter in Source IP Pool: fortissl
+ Web mode
* Use direct connection or bookmarks to several
applications such as: FTP, HTTP/HTTPS, RDP,
SMBI/CIFS, SSH, TELNET, VNC

ﬁ"gﬁ Training Institute ©Fortinet Inc. All Rights Reserved.

The next step is to configure the SSL VPN portal(s). An SSL VPN portal contains tools and resource links for
the users to access.

In tunnel mode, when you enable split tunneling, you need to select either Enabled Based on Policy
Destination or Enabled for Trusted Destination setting, which usually specifies networks behind the
FortiGate for the SSL VPN users to access. Enabled Based on Policy Destination allows client traffic in
which destination is matched with the destination configured on the SSL VPN firewall policy where as
Enabled for Trusted Destination allows client traffic that does not match the explicitly trusted destination.

Also, for tunnel mode you need to select an IP pool for users to acquire an IP address when connecting.
There is a default pool available within the address objects if you do not create your own.

If you enable web mode, you can customize the SSL VPN portal and preconfigure bookmarks to appear for all

users who log in to the SSL VPN portal. Also, you can individually configure and link each portal to a specific
user or user group, so they have access to only required resources.
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Configure SSL VPN Settings

SSLVPN Settings

* FortiGate interface for SSL VPN portal:
+ Default port is 443

r— + By default, the admin GUI interface and the
SSL VPN portal use same HTTPS port

+ Advised to use different interfaces for admin GUI
accessand SSL VPN portal

Port conflicts with the administrative HTTPS port for this syster = If both services use the same interface and port,
only the SSL VPN portal appears

@ Webmode access wil be fstening at
bkt 10.200,1,1:443

rect HTTP to SSLVPN (O

+ Restrict access to known hosts
Liit access o speeifc hosts

« « SSL VPN time out:
ey « Default idle: 300 sec (5 min)

et gl + Digital server certificate:
sepi il ety + Self-signed certificate used by default

+ To avoid browser security warnings, use a
certificate issued by a public CA, or install the
self-signed certificate on all clients

© Fortinet Inc. All Rights Reserved 23
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After you configure the SSL VPN portal, the next step is to configure the SSL VPN settings.

Let’s start with the Connection Settings section. Here, you need to map a FortiGate interface to the SSL
VPN portal. The default port for the SSL VPN portal is 443. This means users need to connect to the IP
address of the FortiGate interface mapped to the SSL VPN portal, using port443 HTTPS. If you enable
Redirect HTTP to SSL VPN, users who connect using HTTP (TCP port 80) will be redirected to HTTPS.

Port 443 is the standard default port for administration of the HTTPS protocol. This is convenient because
users do not need to specify the port in their browsers. For example, https://www.example.com/
automatically uses port443 in any browser. This is considered a valid setup on FortiGate because you usually
don’t access the SSL VPN login through every interface. Likewise, you generally don’t enable administrative
access on every interface of your FortiGate. So, even though the ports may overlap, the interfaces that each
one uses to access may not. However, if the SSL VPN login portal and HTTPS admin access both use the
same port, and are both enabled on the same interface, only the SSL VPN login portal will appear. To have
access to both portals on the same interface, you need to change the port number for one of the services. If
you change the administrator access port, this will affect the port number for that service on all interfaces.

Also, an inactive SSL VPN is disconnected after 300 seconds (5 minutes) of inactivity. You can change this
timeout using the Idle Logout setting on the GUI.

Finally, like other HTTPS websites, the SSL VPN portal presents a digital certificate when users connect. By
default, the portal uses a self-signed certificate, which triggers the browser to show a certificate warning. To
avoid the warning, you should use a digital certificate signed by a publicly known certificate authority (CA).

Alternatively, you can load the FortiGate self-signed digital certificate into the browser as a trusted authority.
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Configure SSL VPN Settings (Contd)

* Define the IP range for the SSL VPN
+ |IPs are assigned to clients’ virtual adapters while joined to VPN
= |P allocation has two methods:
= First-available (default) or Round robin
= CLl only
conf vpn ssl settings
set tunnel-addr-assigned-method first-available/round-robin

end
* Resolve names by DNS server s—————
cidress Range Specify custam IP ranges
+ Use internal DNS if resolving internal domain names S e
« Optionally, resolve names by WINS servers ’
+ Specify authentication portal mapping s O
+ Specify portals for each user or group A eienlion Hesrs.
- Define portal for all other users or groups S s L
+ |t cannot be deleted ,..Nv“ peay ,l
L]
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Define the tunnel-mode client settings and the authentication rules that map users to the appropriate portal.

When users connect, the tunnel is assigned an IP address. You can choose to use the default range or create
your own range. The IP range determines how many users can connect simultaneously. There are two IP
allocation methods and only available in CLI as shown in the slide:

+ First-available (default setting)

* Round robin

Please note when round-robin is used, address pools defined in web portal is ignored, and the tunnel-ip-
pools or tunnel-ipv6-pools under ss1 vpn setting must be set. Only one set of IP pool address is

allowed.

DNS server resolution is effective only when the DNS traffic is sent over the VPN tunnel. Generally, this will
be the case only when split tunnel mode is disabled and all traffic is being sent from the user’'s computer
across the tunnel.

Finally, you can allow different groups of users to access different portals. In the example shown on this slide,
teachers have access only to the web portal. Accountants can use FortiClient to connect in tunnel mode.
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Firewall Policies To and From SSL VPN Interface
+ Listens for connections to the SSL _
VPN portal
_ Name @ SSLVPN
‘ SSI'<Vdom—name=‘ pOI[Cy _enables Incoming Interface =) SSL-VPN tunnel interface (ssl.roo «
portal with user authentication Outgoing Interface i port3
* The selected Incoming Interface Souite gf\SWPN-TUNNEL-ADDRI «
: : v ccountants x
is the SSL VPN virtual interface = ———
+ Example: ssl.root for root VDOM &5 Teachers x
* Passes decrypted traffic to the Destination = LOCAL SUBNET x
selected Outgoing Interface +
Schedule @ always
Service @ ALL x
+
Action @ DENY
mm'E Training Institute ©Fortinet Inc. All Rights Reserved. 25

The fourth, and last, mandatory step involves creating firewall policies for logging on.

SSL VPN traffic on FortiGate uses a virtual interface called ss1.<vdom name>. Each virtual domain (VDOM)

contains a different virtual interface based on its name. By default, if VDOMs are not enabled, then the device
operates with a single VDOM called root.

To activate and successfully log in to the SSL VPN, there must be a firewall policy from the SSL VPN
interface to the interface to which you want to allow access for the SSL VPN users, including all of the users
and groups that can log in as the source. Without a policy like this, no login portal is presented to users.

If there are resources behind other interfaces that users need access to, then you need to create additional
policies that allow traffic from ss1.root to exit those interfaces.
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Example: Access to Resources
- All traffic generated by the user exits through the ss1.<vdom name> interface
« Applies to both web and tunnel mode
7 '\\\
’\:\Mg“l‘ﬁ\t
N
Database
internal
Users: {Portl)
- Accountants
- Teachers 0
Mail_Server
g
e
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Any traffic from SSL VPN users, whether in web portal or tunnel mode, exits from the ss1.<vdom name>
interface.

This slide shows an example of firewall policies that are configured to allow access to resources behind other
interfaces that users need access to when connected through SSL VPN.

Optionally, if split tunneling is disabled, you need to create an additional firewall policy from ss1.root to the
egress interface to allow clients access to the internet.

You can also apply security profiles to this firewall policy to restrict user access to the internet.
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Configuring SSL VPN—FortiGate as Client

« SSL VPN Server FortiGate

1. Set up user accounts and groups for remote SSL VPN users
= Create two accounts: local/remote and PKI
« Requiring clients to authenticate using their certificates as well as username and password.
2. Configure SSL VPN portals
3. Configure SSL VPN settings
« Authentication rules include both accounts using CLI
4. Create a firewall policy to and from the SSL VPN interface
5. Create a firewall policy to allow SSL VPN traffic to the internet (optional)

Edit User Edit PKI User
Userrame clientfartigate Name | pid config user peer
User Account Status m © Disabled Subject edit p]{l
User Type Local User cA CA_Cert_1 ¥ set ca “CA Cert 1
Password 00 sesssess — —
Ulh ﬂ::u © B SSLVON Users e (B Two-tactor authentication set cn “FGVMO1TMS905"
- end
——— e
oK Cancel
Fonnner a5 ;
E Training Institute ©Fortinet Inc. Al Rights Reserved 27

To configure SSL VPN, you must take these steps:
SSL VPN Server FortiGate:
1. Set up user accounts and groups for remote SSL VPN users.
. Create two accounts: local/remote and PKI. The PKI menu is only available in the GUI after a
PKI user has been created using the CLI, and a CN can only be configured in the CLI. If no CN
is specified, then any certificate that is signed by the CA will be valid and matched.
. Require clients to authenticate using their certificates as well as username and password.

2. Configure SSL VPN portals.
3. Configure SSL VPN settings.
. Authentication rules include both accounts using CLI.
4, Create a firewall policy to and from the SSL VPN interface.
5. Create a firewall policy to allow SSL VPN traffic to the internet (optional).
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Configuring SSL VPN—FortiGate as Server

+ SSL VPN Client FortiGate

1. Create PKI user

« Select CA certificate that allows the FortiGate to complete the certificate chain and verify the server 's certificate
2. Create SSL VPN tunnelinterface uslng ssl.<vdom> interface
Create and configure the SSL VPN Client settings on VPN > SSL-VPN Clients

w

4. Create a firewall policy from internal interface to the SSL VPN interface

Name 2 sslelient_port

Allas

Edit S5L-VPN Cllent

SSLCTenttoHE

2\ ssicent port

10.200.1.1

——

Type 3 S5LVPN Tunnel -~ :"‘:’ o
— -
Role @ LAM
i pil -
Administrative Access .
1P B HTTPS PING 0
(] S5H O SNMP 5 [PREEEEEY © Disabled
O ReDIUS Accounting 1) 5N - . -
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To configure SSL VPN, you must take these steps:
SSL VPN Client FortiGate:
1. Create PKIl user:
. Set the same CN using CLI if PKI user on server FortiGate has CN configured.
. Select CA certificate that allows the FortiGate to complete the certificate chain and verify the
server 's certificate.
2. Create SSL VPN tunnel interface using ssl.<vdom> interface.
3. Create and configure the SSL VPN client settings on VPN > SSL-VPN Clients, it includes:
. Client name
. Virtual SSL VPN interface
. SSL VPN server FortiGate IP address and SSL port number
. Local username and password and PKI(Peer) user. The Client Certificate is the local
certificate that is used to identify this client, and is assumed to already be installed on the
FortiGate. The SSL VPN server requires it for authentication.
. When split tunnel is disabled, new default route is added and priority and distance plays an
important role.
4, Create a firewall policy to allow traffic from internal interface to the SSL VPN interface.
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Knowledge Check

1. Which step is necessary to configure SSL VPN connections?
+'A. Create a firewall policy from the SSL VPN interface to the internal interface.
B. Enable event logs for SSL VPN traffic: users, VPN, and endpoints.

2. Which action may allow internet access in tunnel mode, if the remote network does not
allow internet access to SSL VPN users?
Y'A. Enable split tunneling
B. Configure the DNS server to use the same DNS server as the client system DNS
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'/ Describe SSL VPN

" J SSL VPN Deployment Modes

| w/ Configuring SSL VPNs

e Monitoring and Troubleshooting

~ ZTNA
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Good job! You now understand how to configure the FortiGate for SSL VPN connections.

Now, you’ll learn how to monitor SSL VPN sessions, review logs, configure SSL VPN timers, and troubleshoot
common issues.
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Monitoring and Troubleshooting

Objectives

« Monitor SSL VPN connected users

+ Review SSL VPN logs

Configure SSL VPN timers

« Troubleshoot common SSL VPN issues

Identify hardware acceleration components for SSL VPN

NSE Training Institute

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in SSL VPN monitoring and troubleshooting, you will be able to avoid, identify,
and solve common issues and misconfigurations.
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Monitoring SSL VPN Sessions

« Monitor which SSL VPN users are connected
= GUI: Dashboard > Network > SSL VPN

« Shows SSL VPN user names, connection times, and |IP addresses

« Force end user disconnection
« Right-click the user name and select End Session

10 Turinel Connexiionn
1 Web Connections

Q Locate on VPR Map
B Show Matching Lags

. Show in Fortiview

ﬁ'gE Training 'nst]tute @ Fortinet Inc. All Rights Resenved.

» For tunnel mode, Active Connections displays IP address assigned to fortissl virtual adapter

SSL VPN

32

You can monitor which SSL VPN users are connected on the SSL VPN widget. This shows the names of all

SSL VPN users that are currently connected to FortiGate, their IP addresses (both inside the tunnel and

outside), and connection times.

When a user connects using tunnel model, the Active Connections column shows the IP address assigned
by FortiGate to the fortissl virtual adapter on the client's computer. Otherwise, the user is connected only

to the web portal page.
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SSL VPN Log

bl Log & Report ™

Date/Time Message

Ll VPN Events ~
SD-WAN Events
Local Traffic System Events

Sniffer Traffic

2020/01/21 04:50:... 5L new connection

Forward Traffic

20200172 50.. S5L tunnel shutdown

2020/01/21 0445, S5L tunnel statistics

104:39. tunnel-up
Router Events

VPN Events
User Events
HA Events

020/04r21 0439 sal-new-con S5L new connection

SSL
DNS Query
Application Control

Security Rating Evenl
WiFi Fvents
SDN Connector Events

Intrusion Prevention DaterTime P P s
AnOITIalY 2020/01/21 04:5(:33 W & Student auth-logout User Student removed from auth logon
2020/01/2104:39:02 =W L Student auth-logon User Student added to auth logon

Log Settings - Z % =

» Review if the SSL VPN tunnel is established or closed
Threat Weight . i . .
Emall Alert Settings * Review the authentication action related to SSL VPN users

* Review SSL VPN connections in tunnel mode with FortiClient

ﬁ'é'E Training Institute ©Fortinet Inc. All Rights Reserved. 1

You can also review SSL VPN logs. On Log & Report > Events:
+ Select VPN Events to show new connection requests, and if the SSL VPN tunnel is established or closed.
+ Select User Events to see the authentication action related to SSL VPN users.
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SSL VPN Idle Timeout vs. Authentication Session
+ Firewall policy authentication session is associated with SSL VPN tunnel session

« Firewall policy authentication session is forced to end when SSL VPN tunnel session ends

« Prevents reuse of authenticated SSL VPN firewall sessions (not yet expired) by a different user, after

the initial user terminates the SSL VPN tunnel session

+ SSL VPN authentication is not subject to the firewall authentication timeout setting

+ It has a separate idle setting: default 300 seconds

Redirect HTTP to SSLVPN (O A .

Restrict Access Limit access COI‘lflg = = Settlngs

4 ‘ = set[idle-timeout <0-259200>]
Idle Logout O
end
Inactive For 300 > Seconds
ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 34

When an SSL VPN is disconnected, either by the user or through the SSL VPN idle setting, all associated
sessions in the FortiGate session table are deleted. This prevents the reuse of authenticated SSL VPN
sessions (not yet expired) after the initial user terminates the tunnel.

The SSL VPN user idle setting is not associated with the firewall authentication timeout setting. It is a

separate idle option specifically for SSL VPN users. A remote user is considered idle when FortiGate does not
see any packets or activity from the user within the configured timeout period.
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SSL VPN Timers

« Set up timers to avoid logouts when SSL VPN users are connected over high latency
connections
« DTLS hello timeout—default 10 seconds
» Login timeout—default 30 seconds

config vpn ssl settings
set login-timeout <10-180>
set dtls-hello-timeout <10-60>
set http-request-header-timeout <1-60>
Set http-request-body-timeout <1-60>
end

+ Timers can also help to mitigate DoS attacks within SSL VPN caused by partial HTTP
requests, such as Slowloris and R-U-Dead-Yet

FoATINET
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When connected to SSL VPN over high latency connections, FortiGate can time out the client before the client
can finish the negotiation process, such as DNS lookup and time to enter a token. Two new CLI commands
under config vpn ssl settings have been added to address this. The first command allows you to set
up the login timeout, replacing the previous hard timeout value. The second command allows you to set up
the maximum DTLS hello timeout for SSL VPN connections.

Also, timers can help you to mitigate vulnerabilities such as Slowloris and R-U-Dead-Yet, that allow remote
attackers to cause a denial of service through partial HTTP requests.
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Best Practices for Common SSL VPN Issues

« For web mode connections, make sure that:
+ Cookies are enabled and the internet privacy options are set to high in your web browser
« SSL VPN clients are following the proper URL structure: https://<FortiGatelP> <port>

« For tunnel mode connections, make sure that:
+ The FortiClient version is compatible with the FortiOS firmware
+ Refer to release notes for product compatibility and integration

+ Split tunneling is enabled to allow internet access without backhauling all user’s data to the remote network,
or

+ Split tunneling is disabled and an egress firewall policy is created for SSL VPN connections

« For general SSL VPN connections, make sure that:
« Users are connecting to the correctport number
* To check SSL VPN port assignment, click VPN > SSL VPN Settings
+ Firewall policies include SSL VPN groups or users, and the destination address
+ The timeout timer is configured to flush inactive sessions after a short time
« Users are encouraged to log out if they are not using the network resources only accessible by SSL VPN

FoATINET
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The following are some best practices to keep in mind when using SSL VPNs. These best practices can also

be helpful in many SSL VPN troubleshooting situations:

+ Enable cookies in your web browser

+ Set internet privacy options to high in your web browser

» Use a FortiClient version that is compatible with your FortiOS firmware

* Enable split tunneling or create an egress firewall policy for SSL VPN connections in order to allow access
for external resources

» Connect to the correct port number

» Add SSL VPN groups, SSL VPN users, and destination addresses to the firewall policies

* Flush inactive sessions by timeout
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# diagnose debug enable
$ diagnose vpn ssl <.>

list Show current connections
General SSL VPN information

Show statistics about memory usage on FortiGate, maximum and
current connections

info

L J

L 4

statistics

debug-filter s Debug message filter for SSL VPN

hw-acceleration-status =+ Display the status of SSL hardware acceleration
tunnel-test * Enable/disable SSL VPN old tunnel mode IP allocation method
web-mode-test = Enable/disable random session ID in proxy URL for testing

produces detailed results

# diagnose debug application sslvpn -1 Display debug messages for SSL VPN; -1 debug level
# diagnose debug enable

FoATINET
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There are several useful troubleshooting commands available under diagnose vpn ssl. They include:
* 1list: Lists logged-on users

* info: Shows general SSL VPN information

+ statistics: Shows statistics about memory usage on FortiGate

* hw-acceleration-status: Displays the status of SSL hardware acceleration

* tunnel-test: Enables or disables SSL VPN old tunnel mode IP allocation method

* web-mode-test: Enables or disables random session ID in proxy URL for testing

The command diagnose debug application sslvpn shows the entire list of debug messages for SSL
VPN connections.

Remember, to use the commands listed above, you must first run the diagnose debug enable command.
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* FortiGate devices with content processors (CP8 or CP9), which offload specific CPU-
intensive operations, support high-performance SSL VPN bulk data engines

« SSL/TLS protocol processor

« Administrators can disable CP offloading through firewall policies
» For example: test purposes

config firewall policy
edit 1
set[auto—asic—offload [enable Idisable]]

end

* To view the status of SSL VPN acceleration, use the following command:

get vpn status ssl hw-acceleration-status

A;celeratlon hardware detected: kxp=on No acceleration harduare datsctbed
cipher=on

FoATINET
38
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FortiGate devices that have CP8 or CP9 content processors, which accelerate many common resource-
intensive, security-related processes, can offload SSL VPN traffic to a high-performance VPN bulk data

engine.

This specialized IPsec and SSL/TLS protocol processor processes most of the latest well-known algorithms
for encryption.

By default, the offloading process is set up. If, for testing purposes you want to disable it, you can do it using
the CLI only at the firewall policy configuration level.

You can also view the status of SSL VPN acceleration using the CLI.
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Knowledge Check

1. What does the SSL VPN monitor feature allow you to do?
A.  Monitor SSL VPN user actions, such as authentication
+ B. Force SSL VPN user disconnections

2. Which statement about SSL VPN timers is correct?
< A. SSL VPN timers can prevent logouts when SSL VPN users experience long network latency.
B. The login timeout is a non-customizable hard value.

ﬁ"é'E Training Institute ©Fortinet Inc. All Rights Reserved. 39
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Lesson Progress

' | Describe SSL VPN

J SSL VPN Deployment Modes
| / ' Configuring SSL VPNs

.- w/ ' ' Monitoring and Troubleshooting

~ ZTNA
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Good job! You now understand how to monitor and troubleshoot SSL VPN.

Now, you will learn the benefits and basic configuration of ZTNA.
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ZTNA

Objectives

+ Understand the benefits of using ZTNA

+ Understand the fundamentals of ZTNA

Understand how to establish device identity and trust
* Understand SSL certificate-based authentication
Configure ZTNA access on FortiOS

Describe types of ZTNA configuration

NSE Training Institute

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in ZTNA, you will be able to understand key ZTNA concepts and how to
configure ZTNA
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Whatis ZTNA?

+ Access control method that provides role-based application access
ZTNA method uses:

» Client device identification
« Authentication
+ Zero-trust tags

Provides flexibility to manage both on-net and off-net users

ZTNA has two modes:
« FullZTNA (VPN alternative for remote access)
+ IP/MAC filtering (on-fabric, devices for IT compliances and rules enforcement)

rﬂgE Training |nstitute © Fortinet Inc. All Rights Reserved 42

ZTNA is an access control method that uses client device identification, authentication, and zero trust tags to
provide role-based application access. ZTNA gives administrators the flexibility to manage network access for
on-fabric local users and off-fabric remote users. ZTNA grants access to applications only after a device
verification, authenticating the user’s identity, authorizing the user, and then performing context-based posture
checks using zero trust tags.

Traditionally, a user and a device have different sets of rules for on-fabric access and off-fabric VPN access to
company resources. With a distributed workforce, and access that spans company networks, data centers,
and the cloud, managing the rules can be complex. User experience is also affected when an organization
needs multiple VPNs to access various resources.

ZTNA has two modes:

* Full ZTNA allows users to securely access resources through an SSL-encrypted access proxy. This
simplifies remote access by eliminating the use of VPNs.

+ IP/MAC filtering uses ZTNA tags to provide an additional factor for identification, and a security posture
check to implement role-based zero-trust access. ZTNA IP/MAC filtering mode enhances security when
endpoints are physically located on the corporate network, whereas full ZTNA mode focuses on access for
remote users. ZTNA IP/MAC filtering mode uses ZTNA tags to control access between on-fabric devices
and an internal web server or internet. This mode does not require the use of the access proxy, and uses
only ZTNA tags for access control.
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SSL VPN

ZTNA Workflow

ZTNA telemetry

Internet

L
JE,

Off-fabric clients

NSE Training Institute

M Enforce ZTNA policy
L .

FortiClient EMS

ZTNA telemetry

Syne ZTNA
tags &
| L | certificates

® ®

@ @
ZTNAIP/MAC
filtering 4 <

On-fabric clients

Protected servers and resources

© Fortinet Inc. All Rights Reserved.

This slide demonstrates ZTNA telemetry, tags, and policy enforcement. You configure ZTNA tag conditions
and policies on FortiClient EMS. FortiClient EMS shares the tag information with FortiGate through Security
Fabric integration. FortiClient communicates directly with FortiClient EMS to continuously share device status
information through ZTNA telemetry. FortiGate can then use ZTNA tags to enforce access control rules to

incoming traffic through ZTNA access.
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FortiGate and FortiClient EMS Connectivity

« FortiGate uses FortiClient EMS fabric connector to connect

+ FortiGate must verify the FortiClient EMS server certificate
* Need to install CA certificate on FortiGate, otherwise certificate is not trusted

» FortiClient EMS must authorize the FortiGate as fabric device

Fabric Connectors

FoATINET

E Training Institute
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You can configure the on-premises FortiClient EMS connector on FortiGate by clicking Security Fabric >
Fabric Connectors. After applying the FortiClient EMS settings, FortiGate must accept the FortiClient EMS
server certificate. However, when you configure a new connection to FortiClient EMS server, the certificate
might not be trusted. To resolve, you must manually export and install the root CA certificate on FortiGate.
The FortiClient EMS certificate that is used by default for the SDN connection is signed by the CA certificate
that is saved on the Windows server when you first install FortiClient EMS. This certificate is stored in the
Trusted Root Certification Authorities folder on the server. For more information about exporting

and installing certificates on FortiGate, refer to the FortiOS-7.0.1 Administration Guide.

Next, you must authorize FortiGate on FortiClient EMS. If you log in to FortiClient EMS, a pop-up window
opens, requesting you to authorize FortiGate. If you do not log in, you can click Administration > Devices,
select the FortiGate device, and then authorize it. Note that the FortiClient EMS connector status appears
down until you authorize FortiGate on FortiClient EMS.

FortiGate automatically synchronizes ZTNA tags after it connects to FortiClient EMS.
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Zero-Trust Tagging Rules

* You can create, edit, and delete zero- —

trust tagging rules for Windows, macOS, Zero Trust Tagging Rule Set
Linux, iOS, and Android

* When using tagging rules with EMS and e
FortiClient :
+ EMS sends zero-trust tagging rules to

endpoints [ e
Ty Vaiue

+ FortiClient checks endpoints using the
provided rules and sends the results to EMS

+ EMS dynamically groups endpoints together
using the tag configured for each rule

* You can view the dynamic endpoint groups
in Zero Trust Tags > Zero Trust Tag Monitor

ﬁ"gﬁ Training Institute ©Fortinet Inc. All Rights Reserved. 45

You can create, edit, and delete zero trust tagging rules for Windows, macQOS, Linux, iOS, and Android

endpoints. The following happens when using zero trust tagging rules with FortiClient EMS and FortiClient:

+ FortiClient EMS sends zero trust tagging rules to endpoints through telemetry communication.

» FortiClient checks endpoints using the provided rules and sends the results to FortiClient EMS.

» FortiClient EMS receives the results from FortiClient.

+ FortiClient EMS dynamically groups endpoints together using the tag configured for each rule. You can
view the dynamic endpoint groups by clicking Zero Trust Tags > Zero Trust Tag Monitor.

Note that when the endpoint network changes or user login and logout events occur, FortiClient triggers an X-
FFCK-TAG message to EMS, even if there are no tag changes. After FortiClient EMS receives the tags, it
processes them immediately, and updates the FortiOS tags within five seconds of the REST API response.
For other tag changes, FortiClient sends the information to FortiClient EMS regularly.
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Device Roles

+ Device identity and trust are integral to ZTNA
+ |dentity is established through client certificates

 Trust is established between:

+ FortiClient
* Provides endpoint information (device information, logged on users, and security posture)
« Obtains client certificate from FortiClient EMS

» FortiClient EMS
* Issues and signs the client certificate
= Synchronizes certificate to FortiGate
= Uses tagging rules to tag endpoints

+ FortiGate
* Maintains continuous connection to FortiClient EMS to synchronize endpoint information
* When device information changes, FortiClient EMS updates FortiGate
* FortiGate WAD daemon uses this information when processing ZTNA traffic
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Device identity and trust are integral to ZTNA. Device identity is established through client certificates, and
trust is established among FortiClient, FortiClient EMS, and FortiGate devices. In ZTNA, devices perform
specific roles.

FortiClient provides the following information to FortiClient EMS when it registers:

+ Device information (network details, operating system, model, and so on)

» Logged in user information

» Security posture (On-fabric and Off-fabric, antivirus software, vulnerability status, and so on)

FortiClient also requests and obtains a client device certificate from the EMS ZTNA Certificate Authority (CA)
on its first attempt to connect to the access proxy. The client uses this certificate to identify itself to FortiGate.

FortiClient EMS issues and signs the client certificate with the FortiClient UID, certificate serial number, and
EMS serial number. FortiClient EMS then synchronizes the certificate with FortiGate. FortiClient EMS also
shares its EMS ZTNA CA certificate with FortiGate, so that FortiGate can use it to authenticate the clients.
FortiClient EMS uses zero-trust tagging rules to tag endpoints based on the information that it has on each
endpoint. FortiClient EMS also shares the tags with FortiGate.

FortiGate maintains a continuous connection to FortiClient EMS to synchronize endpoint device information
such as FortiClient UID, client certificate SN, FortiClient EMS SN, network details (IP and MAC address), and
so on. When device information changes, such as when a client moves from on-fabric to off-fabric, or their
security posture changes, FortiClient EMS updates the device information, and then updates the FortiGate.
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* You can revoke and update root CA

FortiClient EMS Certificate Management

* FortiClient EMS has a default root CA certificate
« ZTNA CA uses root certificate to sign CSRs from the FortiClient endpoints

« Force updates to the FortiGate and FortiClient endpoints by generating new certificates
* FortiClient EMS manages individual client certificates

EMS Settings

t_ZTNaRcotCA. pen SUEEISTY

FoATINET

SE Training Institute

© Fortinet Inc. All Rights Reserved

FortiClient EMS has a default_ZTNARootCA certificate generated by default that the ZTNA CA uses to sign
CSRs from the FortiClient endpoints. Clicking the refresh button revokes and updates the root CA, forcing
updates to the FortiGate and FortiClient endpoints by generating new certificates for each client. FortiClient
EMS can also manage individual client certificates. You can also revoke the certificate that is used by the
endpoint when certificate private keys show signs of being compromised. Click Endpoint > All Endpoints,

select the client, and then click Action > Revoke Client Certificate.

Do not confuse the FortiClient EMS CA certificate (ZTNA) with the SSL certificate. The latter is the server
certificate that is used by FortiClient EMS for HTTPS access and fabric connectivity to the FortiClient EMS

server.
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FortiClient EMS Certificate Management (Contd)

* On Windows endpoints, FortiClient automatically installs certificates in the certificate
store

« Certificate information, such as certificate UID and SN, should match the information on FortiClient EMS
and FortiGate

- Certificates > Personal > Certificates

* You can verify by CLI command on the FortiGate

* diagnose endpoint record list <optional IP address>

ig-FortiGate # diagnose endpoint record list A Cernficate T Cernficate =
[Record W1:

IP Aodress = 10.0.1.00 | |G | Detads | Comtifcatmn Pugh Goneral [ Doty | Conthicatan Pach
MAC Address = 00:50:56:al:1b:15

MAG 1% = 0050156 1Al i3917A 0050166 A2 1ADIAE
oM = root 40

T 20AEE T2 EEFRR4S RRD

ORLiRG Status: onling
Registration status: registarsd
ta

on=pet on=net

Interface: portd
Forticlient version: 7.0.0
AVDE version: 88.335
Forticlient app signature version: 18.143
Fozticlisnt vulnerability scanm engine version: 2.31 taswed by: FCTEMEDO00107E
[ fozticlient UID: STOodESIESl 4 DACEARDIFITdERESS |
Host Name: AD-Server
U8 Type: WINGd
08 Varsion: Microsaft Windous Seruer 7017 B} Standard Edition, &
4-bit  (build $600)

Host Description:

Domain: trainingdD_training.lab

Last Login User: Admimistrater

Iasimd bex  JTDSAL SRS SAOTRCBARDIr | M

owner:
Host Model: Vivars Virtual Platfoms o
Host : Viware, Inc.
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In Windows, FortiClient automatically installs certificates into the certificate store. The certificate information in
the store, such as certificate UID and SN, should match the information on FortiClient EMS and FortiGate. To
locate certificates on other operating systems, consult the vendor documentation.

You can use the CLI command diagnose endpoint record list a to verify the presence of matching
endpoint record, and information such as the client UID, client certificate SN, and EMS certificate SN on the
FortiGate. If any of the information is missing or incomplete, client certificate authentication might fail because
FortiClient cannot locate the corresponding endpoint entry.

This slide shows that client certificate information is synchronized to the FortiGate.
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SSL Certificate-Based Authentication

* An endpoint obtains a client certificate when an it registers to FortiClient EMS
FortiClient automatically submits CSR request

FortiClient EMS signs and returns the client certificate

+ Certificate is stored in OS certificate store

By default:

+ Client certificate authentication is enabled on access proxy
* Empty certificate response is set to block
» Options can be configured on CLI only

config firewall access-proxy
edit <name>
set client-cert enable
set empty-cert-action block
end

* Currently, ZTNA supports the Microsoft Edge and Google Chrome browsers
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Endpoint obtains a client certificate when it registers to FortiClient EMS. FortiClient automatically submits a
CSR request and the FortiClient EMS signs and returns the client certificate. This certificate is stored in the
operating system certificate store for subsequent connections. The endpoint information is synchronized
between FortiGate and FortiClient EMS. When an endpoint disconnects or is unregistered from FortiClient
EMS, its certificate is removed from the certificate store and revokes on FortiClient EMS. The endpoint
obtains a certificate again when it reconnects to the FortiClient EMS.

By default, client certificate authentication is enabled on the access proxy, so when FortiGate receives the
HTTPS request, the FortiGate WAD process challenges the client to identify itself with its certificate. The
FortiGate makes a decision based on specific possibilities.

If the client responds with the correct certificate that the client UID and certificate SN can be extracted from:

» If the client UID and certificate SN match the record on FortiGate, the client is allowed to continue with the
ZTNA proxy rule processing.

» If the client UID and certificate SN do not match the record on FortiGate, the client is blocked from further
ZTNA proxy rule processing.

If the client cancels and responds with an empty client certificate, the client is allowed to continue with ZTNA

proxy rule processing when you can empty-cert-action to accept. If empty-cert-action to block,
FortiGate blocks the client from further ZTNA proxy rule processing.
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ZTNA HTTPS Access Proxy
+ HTTPS access proxy works as a reverse proxy
« Verifies user identity, device identity, and trust context before granting access
* To deploy ZTNA, you need the following:
+ FortiClient endpoint
« FortiClient EMS P
- FortiGate —
= FortiClient EMS connector
« ZTNA server |
= ZTNA rule ; > Web server
« Firewall policy for ZTNA 100.64.1.254 10.0.1.254 10.0.1.6
* Authentication (optional) :
+ Explicit proxy enable it
(Access Proxy)
Access Proxy VIP: !;E‘ =
100.64.1.10:8443 - @
webserver.demo.com [
FortiClient EMS
10.0.1.10
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The FortiGate HTTPS access proxy works as a reverse proxy for the HTTP server. When a client connects to
a web page hosted by the protected server, the address resolves to the FortiGate access proxy VIP
(100.64.1.10:8443), as shown on this slide. FortiGate proxies the connection and takes steps to authenticate
the device. It prompts the user for the endpoint certificate on the browser, and verifies this against the ZTNA
endpoint record that is synchronized from the FortiClient EMS.

To enable ZTNA in the GUI, you must enable the feature on FortiGate System > Feature Visibility, and then
enable Zero Trust Network Access.

ZTNA configuration on the FortiGate requires the following configuration:

+ FortiClient EMS adds a fabric connector in the security fabric. FortiGate maintains a continuous connection
to the EMS server to synchronize endpoint device information, and also automatically synchronizes ZTNA
tags. You can create groups and add tags to use in the ZTNA rules and firewall policies.

+ The ZTNA server defines the access proxy VIP and the real servers that clients connect to. The firewall
policy matches and redirects client requests to the access proxy VIP. You can also enable authentication.

+ A ZTNA rule is a proxy policy used to enforce access control. You can define ZTNA tags or tag groups to
enforce zero-trust role-based access. You can configure security profiles can be configured to protect this
traffic.

+ The firewall policy matches and redirects client requests to the access proxy VIP. You can define the
source interface and addresses that can access the VIP can be defined. By default, the destination is any
interface. UTM processing of the traffic happens at the ZTNA rule.

You can also configure authentication to the access proxy. ZTNA supports basic HTTP and SAML methods
are supported.
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ZTNA HTTPS Access Proxy (Contd)
« ZTNA server « ZTNArule
ZTNA Rules ZTNA Servers ZTNA Tags
. ::13 Stancby  Disable
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After you can FortiClient EMS as the fabric connector and you sync ZTNA tags with FortiGate, you must
create a ZTNA server or access proxy. The access proxy VIP is the FortiGate ZTNA gateway that clients
make HTTPS connections to. The service and server mappings define the virtual host matching rules and the
real server mappings of the HTTPS requests.

A ZTNA rule is a proxy policy used to enforce access control. You can define ZTNA tags or tag groups to
enforce zero-trust role-based access. To create a rule, type a rule name, and add IP addresses and ZTNA
tags or tag groups that are allowed or blocked access. You also select the ZTNA server as the destination.
You can also apply security profiles to protect this traffic.

The firewall policy matches and redirects client requests to the access proxy VIP. You can define source
interface and addresses that are allowed access to the VIP. By default, the destination is any interface, so
after a policy is configured for full ZTNA, the policy list is organized by sequence. The example on this slide is
configured to allow ALL services from all IP addresses at port1 as the incoming interface to ZTNA-
webserver as the destination.

Note that UTM processing of the traffic happens at the ZTNA rule.
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ZTNA HTTPS Access Proxy With Basic Authentication

* You can add authentication to the access proxy

TTHA Allow-All

San

* Requires authentication scheme and authentication rule I |

2

« To authenticate proxy-based policies & Remote Endgoints

+

= ITNA-webserver

Aot © b

Remote Authentication Server
192.168.20.6
port3 L
/ Web server
100.64.1.253 192.168.20.5
FortiGate _ i
(Access Proxy) g
Access Proxy VIP: !§ .
100.64.1.10:9443 ‘ —J 152.168.20.10
webserver.demo.com
FortiClient EMS
romrmer oz :
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You can add authentication to the access proxy, which requires you to configure an authentication scheme
and authentication rule on the FortiGate CLI. You use authentication schemes and authentication rules to
authenticate proxy-based policies, similar to configuring authentication for explicit and transparent proxy.

The authentication scheme defines the method of authentication that is applied. ZTNA supports basic HTTP
and SAML methods. Each method has additional settings to define the data source. For example, with basic
HTTP authentication, a user database can reference an LDAP server, RADIUS server, local database, or
other supported authentication servers that the user is authenticated against.

The authentication rule defines the proxy sources and destinations that require authentication, and which
authentication scheme to apply. ZTNA supports the active authentication method. The active authentication
method references a scheme where users are actively prompted for authentication, as they are with basic
authentication. After the authentication rule triggers the method to authenticate the user, a successful
authentication returns the groups that the user belongs to.

In the ZTNA rule and proxy policy, you can define a user or user group as the allowed source. Only users that
match that user or group are allowed through the proxy policy. This slide shows the ZTNA rule
example that user group ZTNAaccess_group was added to the authentication
configuration after the authentication scheme and authentication rule were added to
FortiGate.
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ZTNA TCP Forwarding Access Proxy

traffic to the resource

« TCP forwarding access proxy:
» Tunnels TCP traffic between the client and FortiGate over HTTPS
» Forwards the TCP traffic to the protected resource

HTTPS TCPIRDP

+ TCP forwarding access proxy demonstrates an HTTPS reverse proxy that forwards TCP

—r

TCP/SSH

Remote Endpoint FortiGate

m"é"ET Training Institute ©Fortinet Inc. All Rights Reserved.

1 RE

Winserver FortiClient EMS
10.88.0.1

(Access Proxy) ~
Access Proxy VIP:
10.0.3.11:8443

FortiAnalyzer
10.88.0.2

In the example shown on this slide, a TCP forwarding access proxy (TFAP) is configured to demonstrate an

HTTPS reverse proxy that forwards TCP traffic to the designated resource. The access proxy tunnels TCP

traffic between the client and FortiGate over HTTPS, and forwards the TCP traffic to the protected resource. It
verifies user identity, device identity, and trust context, before granting access to the protected source.

RDP access is configured to Winserver, and SSH access to the FortiAnalyzer. The topology shown on this

slide uses IP address 10.0.3.11 and port-8443 for the external access proxy VIP.

You can also add authentication and a security posture check for TCP Forwarding Access Proxy, which you

learned about earlier in this lesson.
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Remote Endpoint

NSE Training Institute

ZTNA SSH Access Proxy

+ ZTNA supports SSH access proxy to provide seamless SSH connection

« Advantages over TCP forwarding access proxy:
+ Establishing device trust context with user identity and device identity checks

« Applying SSH deep inspection to the traffic through the SSH related profile
» Performing optional SSH host-key validation of the server
» Using one-time user authentication to authenticate the ZTNA SSH access
proxy connection and the SSH server connection

port1 port3

' 100.64.1.22-163-20.5

FortiGate
(Access Proxy)

Access Proxy VIP:
100.64.1.10:443

© Fortinet Inc. All Rights Reserved

SSH server —
192.168.20.20

i}

i

- |
S

|
I ,
“~._ Authentication server
192:168.20.1

FortiClient EMS
192.168.20.10
54

You can configure ZTNA with an SSH access proxy to provide a seamless SSH connection to the server.

Advantages of using an SSH access proxy instead of a TCP forwarding access proxy include:
+ Establishing device trust context with user identity and device identity checks
» Applying SSH deep inspection to the traffic through the SSH related profile

+ Performing optional SSH host-key validation of the server
+ Using one-time user authentication to authenticate the ZTNA SSH access proxy connection and the SSH

server connection

To act as a reverse proxy for the SSH server, FortiGate must perform SSH host-key validation to verify the
identity of the SSH server. FortiGate does this by storing the public key of the SSH server in its SSH host-key
configurations. When endpoint makes a connection to the SSH server, if the public key matches one that is
used by the server, then the connection is established. If there is no match, then the connection fails.
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Knowledge Check

1. Which component issues and signs the client certificate?
YA FortiClient EMS
B. FortiClient

2. Which internet browser supports Fortinet ZTNA?
A. Firefox
+'B. Chrome

3. What does FortiClient EMS integration ensure?
¥'A.  Device identification
B. User identification
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Lesson Progress

' ' Describe SSL VPN
J SSL VPN Deployment Modes

| ( ' Configuring SSL VPNs

J ' Monitoring and Troubleshooting

v ZTNA

S
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Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in this lesson.
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Review

Define a virtual private network (VPN)

Describe the differences between SSL VPN, IPsec VPN, and ZTNA access
Describe the differences between SSL VPN modes
Define authentication for SSL VPN users

Configure SSL VPN portals

Configure SSL VPN settings

Define firewall policies for SSL VPN

Monitor SSL VPN connected users

Review SSL VPN logs

Configure SSL VPN timers

Troubleshoot common SSL VPN issues

Understand the benefits and fundamentals of ZTNA
Understand how to establish device identity and trust
Understand SSL certificate-based authentication
Configure ZTNA access on FortiOS

Describe types of ZTNA configuration

s L U S R B SR SN T R L

NSE Tralnlng Instltuta © Fortinet Inc. All Rights Reserved. &7

This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned how to configure and use SSL VPNs to give
remote users access to your private network. You also learned about how to configure and use ZTNA.
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